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The device FBR-2000 2-WAN Broadband Router Administration and monitoring control is set

by the System Administrator. The System Administrator can add or modify System settings

and monitoring mode. The sub Administrators can only read System settings but not modify
them. In System, the System Administrator can:

(1)Add and change the sub Administratordds nam
(2) Back up all Multi-Homing Gateway settings into local files;

(3) Set up alerts for Hackers invasion.

What is System?

fSystemd i s the managing of s e tfpacketgthat gasscthioughthe t h
FBR-2000 2-WAN Broadband Router and monitoring controls. Administrators may manage,
monitor, and configure MultitHo mi ng Gat eway settings. -oAllly 6co
all users other than the Administrator; those users are not able to change any settings for the
Multi-Homing Gateway.

The eleven sub functions under System are Admin, Setting, Date/Time, Multiple Subnet,
Hack Alert, Route Table, DHCP, DNS Proxy, Dynamic DNS, Logout and Software Update.

Admin: has control of user access to the Multi-Homing Gateway. He/she can add/remove
users and change passwords.

Setting: The Administrator may use this function to backup Multi-Homing Gateway
configurations and export (save) themtoan i Ad mi ni s tomputeroor amywhere on the
network; or restore a configuration file to the device; or restore the Multi-Homing Gateway
back to default factory settings. Under Setting, the Administrator may enable e-mail alert
notification. This will alert Administrator(s) automatically whenever the Multi-Homing Gateway
has experienced unauthorized access or a network hit (hacking or flooding). Once enabled,
an IP address of a SMTP(Simple Mail Transfer protocol) Server is required. Up to two e-mail
addresses can be entered for the alert notifications.

Date/Time: This function enables the Multi-Homing Gateway to be synchronized either with
an Internet Server time orwitht he ¢l i ent computerdéds c¢l ock.
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Multiple Subnet This function allows local port to set multiple subnet works and connect with
the internet through different WAN 1 IP Addresses.

Hacker Alert When abnormal conditions occur, the Multi-Homing Gateway will send an e-mail
alert to notify the Administrator, and also display warning messages in the Event window of
Alarm.

Route Table Use this function to enable the Administrator to add static routes for the
networks when the dynamic route is not efficient enough.

DHCP Administrator can configure DHCP (Dynamic Host Configuration Protocol) settings for

the LAN (LAN) network.

DNS-Proxy The Multi-Homing Gateway Administrator may use the DNS Proxy function to

make the Multi-Homing Gateway act as a DNS Server for the Internal and DMZ network. Al
DNS requests to a specific Domain Name will be routed to the Mult-Ho mi ng Gat eway
addres s . For example, |l etds say an orMHaod.compt i
in the DMZ network (i.e. 192.168.10.10). The outside Internet world may access the mail

server of the organization easily by its domain name, providing that the Administrator has set

up Virtual Server or Mapped IP settings correctly. However, for the users in the Internal

network, their WAN DNS server will assign them a public IP address for the mail server. So

for the Internal network to access the mail server (mail.MH2000.com), they would have to go

out to the Internet, then come back through the Multi-Homing Gateway to access the mail

server. Essentially, the internal network is accessing the mail server by a real public IP

address, while the mail server serves their request by a NAT address and not a real one.

This odd situation occurs when there are servers in the DMZ network and they are binded to

real IP addresses. To avoid this, set up DNS Proxy so all the Internal network computers will

use the Multi-Homing Gateway as a DNS server, which acts as the DNS Proxy.

Dynamic DNS The Dynamic DNS (require Dynamic DNS Service) allows you to alias a
dynamic IP address to a static hostname, allowing your device to be more easily accessed by
specific name. When this function is enabled, the IP address in Dynamic DNS Server will be
automatically updated with the new IP address provided by ISP



Language The software provides English version, German version, Traditional Chinese
Version and Simplified Chinese Version for you to choose.

Permitted IP Only the authorized IP address is permitted to manage the Multi-Homing
Gateway.

Logout  Administrator logs out the Multi-Homing Gateway. This function protects your
system while you are away.

Software Update: Administrators may vi s i t di st r i b udownioédsthe Jatedt
firmware. Administrators may update the device firmware to optimize its performance and
keep up with the latest fixes for intruding attacks.
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Admin

On the left hand menu, click on Setup, and then select Admin below it. The current list of
Administrator(s) shows up.
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Logout

Software Update

Interface
Address

Content Filtering
Virtual Server
VPN
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Settings of the Administration table
Administrator Name: The username of Administrators for the Multi-Homing Gateway. The
user admin cannot be removed.

Privilege: The privileges of Administrators (Admin or Sub Admin)

The username of the main Administrator is Administrator with read / write privilege.

Sub Admins may be created by the Admin by clicking New Sub Admin. Sub Admins have
read only privilege.

Configure: Click Modify to changethed Sub Admi ni str at or Renovept@a s s \

del ete a ASub Administrator. o
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Adding a new Sub Administrator

Step 1. In the Admin window, click the New Sub Admin button to create a new Sub
Administrator.

Step 2. Inthe Add New Sub Administrator window:
A Sub Admin Name: enter the username of new Sub Admin.
A Password: enter a password for the new Sub Admin.
A Confirm Password: enter the password again.

Step 3. Click OK to add the user or click Cancel to cancel the addition.
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Changing the Sub-Admini st r at or 6s Password

Step 1. Inthe Admin window, locate the Administrator name you want to edit, and click on
Modify in the Configure field.

Step 2. The Modify Administrator Password window will appear. Enter in the required
information:
A Password: enter original password.
A New Password: enter new password
A Confirm Password: enter the new password again.

Step 3. Click OK to confirm password change or click Cancel to cancel it.
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Removing a Sub Administrator

Step 1. Inthe Administration table, locate the Administrator name you want to edit, and click
on the Remove option in the Configure field.

Step 2. The Remove confirmation pop-up box will appear.

Step 3. Click OK to remove that Sub Admin or click Cancel to cancel.
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Settings

The Administrator may use this function to backup the FBR-2000 2-WAN Broadband Router
configurations and export (save) themtoan i Ad mi n i s ¢tomputermranywhere on the
network; or restore a configuration file to the device; or restore the Multi-Homing Gateway
back to default factory settings.

Entering the Settings window

Click Setting in the System menu to enter the Settings window. The Multi-Homing
Gateway Configuration settings will be shown on the screen.
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Exporting Multi-Homing Gateway Gateway settings

Step 1. Under Multi-Homing Gateway Configuration, click on the Download button next
to Export System Settings to Client.

Step 2. When the File Download pop-up window appears, choose the destination place in
which to save the exported file. The Administrator may choose to rename the file
if preferred.



