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COMPLIANCES

FEDERAL COMMUNICATION COMMISSION INTERFERENCE STATEMENT

This equipmen t has been tested and found to comply with the limits for a
Class B digita | device, pursuant to Part 15 of the FCC Rules. These limits
are designed to provide reasonabl e protection agai nst harmful int erference
in a resident ial installati on. This equipmen t generates, uses and can

radiat e radio frequency energy and, if not installed and used in accordan ce
wit h the instructions, may cause harmful inte rference to radio

commu nications. This transmitt er mu st not be co-located or operating in
conjun ction wit h any other antenna or transmitter. However, there is no
guarantee that interference will not occur in a part icular installati on. If this
equipm ent does cause harmful interference to radio or tel evision recepti on,
which can be determi ned by turning the equipm ent off and on, the user is
encouraged to try to correct the interference by one of the following
measures:

Reorient or relocate the receiving anten na
Increase the separation betwe en the equipm ent and receiver

Connect the equipm ent into an outlet on a circuit different from that to
which the receiver is connected

Consult the dealer or an experienced radio/ TV technician for help

This device compli es wit h Part 15 of the FCC Rules. Operatio n is subject to
the following two conditions: (1) This device may not cause harm ful
interference, and (2) this device mu st accept any interference received,
includin g interf erence that may cause undesired operation.

FCC Caution: Any changes or modifications not expressly approved by the
party responsible for complian ce could void the user's auth ority to operate
this equipme nt.

IEEE 802.11b or 802.11g operation of this product in the U.S.A. is
firmw are-limit ed to channels 1 thr ough 11.

IMPORTANT NOTE:
FCC RADIATION EXPOSURE STATEMENT

This equipm ent complie s with FCC radiatio n exp osure limit s set forth for an
uncontrolled envir onme nt. This equipmen t should be install ed and
operated with minimu m distanc e 20 cm between the radiator and your
body.



COMPLIANCES

IC STATEMENT
This Class B digital apparatus comp lies with Canadian ICES-003.

Operation is subject to the followin g two conditi ons: (1) this devi ce may
not cause interference, and (2) this device mu st accept any interference,
includin g interf erence that may cause undesired operation of the device.

Cet appareil numérique de la classe B conform e & la norme NMB-003 du
Canada.

The devi ce could automatically discontin ue transmission in case of absence
of informati on to transmit, or operati onal failure. Note that this is n ot
inten ded to prohibit transmission of control or signal ing info rmatio n or the
use of repetitive codes where required by the technology.

IMPORTANT NOTE:
IC RADIATION EXPOSURE STATEMENT:

This equip ment complies with |C RSS-102 radiatio n exposure limit s set forth
for an uncontrolled environment. This equipment should be installed and
operated with minimum distance 20 cm betw een the radiator and your body.

TAIWAN NCC

EC CoNFORMANCE DECLARATION CE€ (@D

Markin g by the above symb ol indi cates complian ce wit h the Essential
Requireme nts of the R&TTE Directiv e of the European Union (1999/5/ EC).
This equipmen t me ets the followin g conformanc e standard s:

EN 60950 -1: 2006 (IEC 60950 -1) 8 Product Safety
EN 55022:2006 + A1:2007, ClassB & ITE EMC
EN 55024:1998 + Al1:2001 + A2:2003 o ITE EMC

EN 300 328 V1.7.1 (2006 -10) 8 Technical requirements for 2.4 GHz
radio equipment

EN 301 489-1 V1.8.1 (2008 -04) 8 EMC requirem ents for radio
equipment

EN 301 489-17 V1.3.2 (2008 -04) 6 EMC requirem ents for radio
equipment

5038 5 (2002 ) & Country-specific SAR requirem ents



COMPLIANCES

This devi ce is intend ed for use in the followi ng European Communi ty and
EFTA countries:

Austria
Denmark
Greece
Latvia
Norway

Slovenia

Belgium Bulgaria Cyprus Czech Republic
Estonia Finland France Germany
Hungary Iceland Ireland Italy

Lithuan ia Luxe mb ourg Malta Netherlands
Poland Portugal Romania Slovakia

Spain Sweden Switzerland United Kingdom

NoOTE: The user must use the configuratio n utility provided wit h this
product to ensure the channels of operation are in conforman ce with the
spectrum usage rules for European Comm unity countri es as described

below.

This devi ce will automatically limit the allowable channels det ermi ned
by the current country of operation. Incorrectly entering the country of
operation may result in ille gal operation and may cause harmful
interference to other systems. The user is obligated to ensure the
device is operating according to th e chann el limita tions, ind oor/ou tdoor
restri ctions and license requiremen ts for each European Commu nity
country as described in this docume nt.

DECLARATION OF CONFORMITY IN LANGUAGES OF THE EUROPEAN

COMMUNITY
Czech Manufacturer timto p r o hije, @ejtento Radio LAN device je ve shodDse zakladnimi
L esky pogadavky a d a imgpSslugnymi ustanovenimi sm I¥nice 1999/5/ES.
Estonian Kéesolevaga kinnitab Manufacturer seadme Radio LAN device vastavust direktiivi 1999/
Eesti 5/EU p&hinduetele ja nimetatud direktiivist tulenevatele teistele asjakohastele séatetele.
English Hereby, Manufacturer, declares that this Radio LAN device is in compliance with the
essential requirements and other relevant provisions of Directive 1999/5/EC.
Finnish Valmistaja Manufacturer vakuuttaa taten ettd Radio LAN device tyyppinen laite on
Suomi direktiivin 1999/5/EY oleellisten vaatimusten ja sita koskevien direktiivin muiden ehtojen
mukainen.
Dutch Hierbij verklaart Manufacturer dat het toestel Radio LAN device in overeenstemming is
Nederlands met de essentiéle eisen en de andere relevante bepalingen van richtlijn 1999/5/EG
Bij deze Manufacturer dat deze Radio LAN device voldoet aan de essentiéle eisen en aan
de overige relevante bepalingen van Richtlijn 1999/5/EC.
French Par la présente Manufacturer déclare que I'appareil Radio LAN device est conforme aux
Francais exigences essentielles et aux autres dispositions pertinentes de la directive 1999/5/CE
Swedish Harmed intygar Manufacturer att denna Radio LAN device star | §verensstimmelse med
Svenska de vasentliga egenskapskrav och 6vriga relevanta bestammelser som framgar av direktiv
1999/5/EG.
Danish Undertegnede Manufacturer erkleerer herved, at falgende udstyr Radio LAN device
Dansk overholder de veesentlige krav og gvrige relevante krav i direktiv 1999/5/EF




COMPLIANCES

German Hiermit erklart Manufacturer, dass sich dieser/diese/dieses Radio LAN device in
Deutsch U beeinstimmung mit den grundlegenden Anforderungen und den anderen relevanten
Vorschriften der Richtlinie 1999/5/EG befindet". (BMWi)
Hiermit erklart Manufacturer die U baeinstimmung des Geréates Radio LAN device mitden
grundlegenden Anforderungen und den anderen relevanten Festlegungen der Richtlinie
1999/5/EG. (Wien)
Greek g0z * Uy egtiUManufacturer U e 3CseU mrdio LAN device & ge ¢ Gy 3Uils | & &)
Koo dm © egl o waii D Udd| O at) & aes U O cUBCEH 0 WieUE @0 6 U dJolm999/5/Cb .
Hungarian Alulirott, Manufacturer nyilatkozom, hogy a Radio LAN device megfelel a vonatkozé
Magyar alapvetd kovetelményeknek és az 1999/5/EC iranyelv egyéb eldirasainak.
Italian Con la presente Manufacturer dichiara che questo Radio LAN device & conforme ai
Italiano requisiti essenziali ed alle altre disposizioni pertinenti stabilite dalla direttiva
Latvian Arg dManufacturer deklar(, ka Radio LAN device atbilst Direktvas 1999/5/EK b Tiska jm{)
Latviski pras@® bh un citiem ar to saistdajiem noteikumiem.
Lithuanian Giuo Manufacturer deklaruoja, kad gis Radio LAN device atitinka esminius reikalavimus ir
LietuviO kitas 1999/5/EB Direktyvos nuostatas.
Maltese Hawnhekk, Manufacturer, jiddikjara li dan Radio LAN device jikkonforma mal-ktiggjiet
Malti essenzjali u ma provvedimenti okrajn relevanti li hemm fid-Dirrettiva 1999/5/EC.
Spanish Por medio de la presente Manufacturer declara que el Radio LAN device cumple con los
Espafiol requisitos esenciales y cualesquiera otras disposiciones aplicables o exigibles de la
Directiva 1999/5/CE
Polish Niniejszym Manufacturer oSwiadcza, U eRadio LAN device jest zgodny z
Polski zasadniczymi wymogami oraz pozostaymi stosownymi postanowieniami Dyrektywy
Portuguese Manufacturer declara que este Radio LAN device esta conforme com os requisitos
Portugués essenciais e outras disposi¢@es da Directiva 1999/5/CE.
Slovak Manufacturer tymto vyhlasuje, ge Radio LAN device spOdzakladnép o § i vayd & gtley
Slovensky prisl wn@ustanovenia Smernice 1999/5/ES.
Slovenian Manufacturer izjavlja, da je ta radio LAN device v skladu z bistvenimi zahtevami in ostalimi
Slovensko relevantnimi dolol ili direktive 1999/5/ES.
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RELATED PUBLICATIONS

REVISION HISTORY

ABOUT THIS GUIDE

This guide gives specific info rmatio n on how to install the Wireless Router
and its physical and performa nce relat ed characteristics. It also gives
informati on on how to operate and use the mana gement functions of the
Wireless Broadban d Route .

This guide is for users with a basic working knowledge of comp uters. You
should be familiar wit h Wind ows operatin g system concepts.

The followin g conventions are used through out this guid e to show
informati on:

NOTE: Empha sizes impo rtant informati on or calls your atte ntion to related
feat ures or instructions.

CAUTION: Alerts you to a potential hazard that could cause loss of data, or
damag e the system or equipm ent.

WARNING: Alerts you to a potentia | hazard that could cause personal injury.

As part of the Wireless Router® software, there is an online web-based
help that describ es all manag ement relat ed features.

This section summ arizes the changes in each revision of this guide.

DECEMBER 2009 REVISION
This is the first revision of this guide.
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SECTION |

GETTING STARTED

This section provides an overvi ew of the Wireless Router, and describes
how to install and mount the unit. It also describes the basic setti ngs
required to access the manageme nt interface and run the setup Wizard.

This section includes these chapte rs:
fi | roductiondon page 16
i Mtwork Planningoon page 23

fi hitial Configurationdon page 31

fi | stalling the Wireless Routero on page 26

T 1570



INTRODUCTION

The 150M N Wireless Router (WBR-6005 ) supports routing from an
Internet Service Provider (ISP) connection (DSL or cable modem) to a local
netwo rk. It is simpl e to configure and can be up and running in min utes.

KEY HARDWARE FEATURES

The followin g tab le describes the main hardware features of the Wireless
Router.

Table 1: Key Hard wa re Feat ur es

Feature Description

WAN Port One 10 O0BASE-TX RJ-45 port for connecting to the Internet.

4 LAN Ports Four 100BASE-TX RJ-45 ports for local network connections.
WPS Button To set up a secure connection to a wireless device.

Reset Button For resetting the unit and restoring factory defaults.

LEDs Provides LED indicators for Power, WAN port, LAN ports, WLAN,

and WPS status.

Mounting Options Can be mounted on any horizontal surface such as a desktop or
shelf, or ona wall using two screws.

DESCRIPTION OF CAPABILITIES
Internet connection through an RJ-45 WAN port.

Local netw ork connection through four 10/10 0 Mbps Ethernet ports.
DHCP for dynami ¢ | P configuration.

Firewall wit h Stat eful Packet In spection, client privil eges, intru sion
detection, and NAT.

NAT also enable s multi -user Int ernet access via a single user account,
and virtual server functionality (providin g protected access to Internet
services such as Web, FTP, e-mail, and Telnet).

VPN passt hrough (IPs ec, PPTR, or L2TP).

User-definabl e appli catio n sensing tunn el supports applications
requirin g mu ltipl e connections.

T 16 7



CHAPTER 1 | Introduction
Description of Capabilities

Easy setup through a Web browser on any operating system that
supp orts TCP/IP.

Compatible wit h all popular Internet applications.

In addition, the Wireless Router offers full network managem ent
capabili ties through an easy-to-configure web inte rface.

APPLICATIONS Many advanced networking features are provided by the Wireless Route r:

Wired LAN 0 The Wireless Router provides connectivity to wired
10/100 Mbps devices, making it easy to create a network in small
offices or homes.

Internet Acce ss & This device supports Internet access through a
WAN connection. Since many DSL providers use PPPoE to establish
commu nications with end users, the Wireless Router includes built-in
clients for these protocols, elimi nating the need to instal | these servi ces
on your comput er.

Shared | P Address 8 The Wireless Router provides Internet access
for up to 253 users via a single shared IP addr ess. Using only one ISP
account, mult iple users on your netw ork can browse the Web at the
same time.

Virtual Server & If you have a fixed IP address, you can set the
Wireless Router to act as a virtual host for netw ork address translati on.
Remote users access various services at your site using a constant IP
address. Then, dependin g on the requested service (or port number),
the Wireless Router can route the reque st to the appr opriate server (at
another internal IP addr ess). This secures your netwo rk from direct
atta ck by hackers, and provides more flexible manag ement by allow ing
you to change inter nal IP addresses wit hout affecting outside access to
your network.

DMZ Host Sup port & Allows a netw orked comput er to be fully
exposed to the Internet. This function is used when NAT and firewall
security prevent an Internet applicati on from functioning correctly.

Security & The Wireless Router supp orts security features that deny
Internet access to specified users, or filter all requests for specific
services the admi nistrator does not want to serve. WPA (Wi -Fi
Protected Access) and MAC filtering provide security over the wireless
netwo rk.

Virtual Private Network (VPN) Passthrough 0 The Wireless Router
supp ort s th e passthrough of three of the most comm only used VPN
protocols i IPsec, PPTP, and L2TP. These protocols allow remote users
to establish a secure connection to their corporate netw ork. If your
service provider supp orts VPNs, then these protocols can be used to
create an auth enti cated and encrypte d tunnel for passing secure data
over the Internet (i.e., a traditi onally shared data netwo rk) . The VPN-
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CHAPTER 1 | Introduction
Package Contents

passthrough protocols supported by the Wireless Router are briefly
described bel ow.

Inter net Protocol Security 8 IPsec encrypt s and authe nticates
entire IP packets and encapsulates them into new IP packets for
secure communications between networks.

Point -to -Point Tunn eling Protoc ol 8 Provides a secure tun nel
for remote client access to a PPTP security gate way. PPTP includes
provisions for call originati on and flow control required by ISPs.

Layer 2 Tunneling Prot ocol 8 L2TP merges the best features of
PPTP and the Layer 2 Forwarding (L2F) protocol. Like PPTP, L2TP
requires that the ISP& routers support the protocol.

PACKAGE CONTENTS

The Wireless Router package includes:
WBR-6005 150M N Wireless Router
RJ-45 Category 5 network cable
AC pow er adapter
Quick Installat ion Guide
Inform your dealer if there are any incorrect, missing or damage d parts. If

possible, retai n the carton, including the original packing mat erials. Use
them again to repack the product in case there is a need to return it.
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CHAPTER 1 | Introduction
Hardware Descr iption

HARDWARE DESCRIPTION

The Wireless Router connects to the Internet using its RJ-45 WAN port. It
connects directly to your PC or to a local area networ k using its RJ-45 Fast
Ethernet LAN ports.

The Wireless Router includes an LED display on the front panel for system
power and port indications that simplifie s installati on and network
troubleshooting.

Figure 1: TopPa nel
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WBR-6005 150M N Wireless Router
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Hardware Descr iption

Figure 2: RearPa nel
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LED INDICATORS The Wireless Router includes eight status LED indi cators, as described in
the following figur e and table.

Figure 3: LEDs
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WBR-6005 150M N Wireless Router
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ETHERNET WAN PORT

ETHERNET LAN
PoORTS

PoweR CONNECTOR

CHAPTER 1 | Introduction
Hardware Descr iption

Tab le 2: LED Behav ior

LED Status Description
Power On Blue The unit is receiving power and is operating
normally.
Off There is no power currently being supplied to
the unit.
WLAN On/Blinking Blue The 802.11n radio is enabled and
transmitt ing or receiving data through wireless
links.
Off The 802.11n radio is disabled.
WPS Blinking WPS auth entication is in progress.
Off WPS auth entication is not in progress.
WAN On Blue The Ethernet WAN port is aquiring an IP
address.
Blinking The Ethernet WAN port is connected and is
transmitting/receiving data.
Off The Ethernet WAN port is disconnected or has
malfunctioned.
LAN1~L AN4 On Blue The Ethernet LAN port is connected to a PC or
server.
Blinking The Ethernet port is connected and is

transmitting/receiving data.

Off The Ethernet port is disconnected or has
malfunctioned.

A 100BAS E-TX RJ-45 port that can be atta ched to an Inte rnet access
device, such as a DSL or Cable modem.

The Wireless Router has four 100BASE-TX RJ-45 ports that can be attached
directly to 10BAS E-T/100BAS E-TX LAN segments.

These port supp ort aut omati ¢ MDI/MD |-X operation, so you can use
straight-through cables for all network connections to PCs, swit ches, or
hubs.

The Wireless Router mu st be powe red wit h its supplied power adap ter.
Failure to do so results in voiding of any warrantl y suppli ed with the
product. The pow er adapte r automati cally adju sts to any voltage betwe en
100~24 0 volts at 50 or 60 Hz, and supplies 5 volts DC power to the unit.
No voltag e range settin gs are required.
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CHAPTER 1 | Introduction
Hardware Descr iption

RESET BUTTON This button is used to restore the factory default configuration. If you hold

WPS BUTTON

down the button for 5 seconds or more, any configurati on changes you
may have made are removed, and the factory default configuration is
restored to the Wireless Router.

Press to automatically configur e the Wireless Router with other WPS
devices in the WLAN.
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NETWORK PLANNING

The Wireless Router is designed to be very flexibl e in its deployment
options. It can be used as an Internet gateway for a small network, or as
an access point to exte nd an existing wired netwo rk to supp ort wireless
users. It also supports use as a wireless bridge to connect up to four wired
LANSs.

This chapter explains some of th e basic features of the Wireless Router and
shows some network topology exam ples in which the device is
imp leme nted.

INTERNET GATEWAY ROUTER

The Wireless Router can connect directly to a cable or DSL modem to
provide an Inte rnet connection for mul tipl e users through a single servi ce
provider account. Users connect to the Wireless Router either through a
wired connection to a LAN port, or though the device®& own wireless
netwo rk. The Wireless Router functions as an Int ernet gateway when set to
Router Mode.

An Internet gate way employs several functions that essential ly creat e two
separate Inter net Protocol (IP) subn etwork s; a private internal netwo rk
wit h wired and wireless users, and a public external network that connects
to the Int ernet. Network traffic is forwarded, or routed, betwe en the two
subn etworks.

Figure 4: Operat ing asan Inter net Gateway Router

Internet
Service
Provider

~=_ (( )

Cable/DSL\
Modem

_ogfro® \SP) Wwireless AP/Router (((\‘t"
2s810"® )
WAN (° P ’\927'\68'0‘\/‘ Notebook PC
\P-

AN ( \ - (IP: 192.168.0.)

LAN Switch

1

Server

\ S gl (IP:192.168.0.%)
N

Desktop PC
(IP: 192.168.0.x)
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CHAPTER 2 | Network Planning

LAN Access Point

The private local netw ork, connected to the LAN port or wir eless inte rface,
provides a Dynamic Host Configuration Protocol (DHCP) server for
allocating IP addresses to local PCs and wireless clients, and Network
Address Translation (NAT) for mappin g the mul tiple finternal o IP addresses
to one fi e erhal 0 IP address.

The public external netw ork, connected to the WAN port, supp orts DHCP
client, Point-to-Point Protocol over Ethernet (PPPOE) and static IP for
connection to an Inte rnet service provider (ISP) through a cable or DSL
modem.

LAN AcCCESS POINT

The Wireless Router can provide an access point service for an existing
wired LAN, creatin g a wireless exten sion to the local network. The Wireless
Router functions as purely an access point when set to Brid ge Mode. When
used in this mode, there are no gate way functions betwee n the WAN port
and the LAN and wireless interface.

A Wi-Fi wir eless netwo rk is define d by its Servi ce Set Id entifie r (SSID) or
netwo rk nam e. Wir eless clients that want to connect to a netw ork mu st set
their SSID to the same SSID of the network servi ce.

Figure 5: Operat ing asan Acce ssPoint

Server
— (IP: 192.168.0.x)
Desktop PC \
(IP: 192.168.0.x)
="
LAN Switch ( (
(1))
- - ~ <. -
- ~
. 3) .
R * Y .
! ; \
\ Notebook PC Wireless AP/Router ]
N (IP: 192.168.0.x) 7
~ _ 7
~ ~ _ ~

-—

-
N e ——

T 240



CHAPTER 2 | Network Planning
Wireless Bridge

WIRELESS BRIDGE

The IEEE 802 .11 stan dard defin es a Wireless Distribution System (WDS)
for bridg e connectio ns betw een access points. The Wireless Router can use
WDS to forward traffic on links between units.

Up to four WDS links can be specified for the Wireless Router.

The WDS feature enable s tw o basic functions to be configured in the
wireless netw ork. Either a repeater function that exte nds the range of the
wireless netwo rk, or a bridge function that connects a remot e LAN segme nt
to an Internet connection.

Figure 6: Operat ingasa WirelessBridge
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Figure 7: Operat ing asa Wire less Repeater

Internet

Service
Provider
D
Ml/ —_— e ey — oy,
CableDSL N = — _ - WD;,n? - T~
- | ~
Modem/ 4—/..‘.______~_> \\
s . S N
4 Gateway Router ((( L
{ (Router Mode) | Gateway Router : 1
(Bridge Mode)
\ N \ Notebook PC/
N D N ~ 7 _ /
~ ”
~ \L ) ~ -~ - - - -
Notebook PC ==——

T 2510



INSTALLING THE WIRELESS ROUTER

The Wireless Router has two basic operating mod es that can be set
through the web-based managem ent interface. For informati on on setting
the mod e suitabl e for your netw ork environment. See fiOperation Modeod on
page 47.

Router Mode 0 A gateway mode that connects a wired LAN and
wir eless clients to an Internet access device, such as a cable or DSL
modem . This is the factory set default mod e.

Bridge Mode 8 An access point mode that exte nds a wire d LAN to
wirelessclients.

In addition to these basic operatin g modes, the wireless int erface supports
Wireless Distribution System (WDS) links to other Wireless Routers. These
advanced configurations are not described in this section. See fi N e briv
Planningoon page 23 for more inform ation.

In a basic configuration, how the Wireless Router is connected depends on
the operating mod e. The sections in this chapt er describe connections for
basic Router Mode and Bridge Mode operation.

SYSTEM REQUIREMENTS

You mu st meet th e following minimu m requireme nts:

An Internet access device (DSL or Cable modem) with an Ethernet port
connection.

An up-to-dat e web browser: Int ernet Explorer 6.0 or above or Mozilla
Firefox 2.0 or above.
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CHAPTER 3 | Installing the Wireless Router
Mounting the Device

MOUNTING THE DEVICE

The Wireless Router can be mounted on any horizontal surface, or on a
wall. The following sections describe the mounting options.

MOUNTING ON A WALL The Wireless Router should be moun ted only to a wall or wood surface that
is at least 1/2-inch plywo od or its equivalent. To mount the unit on a wall,
always use its wall-mount ing slots. The unit mu st be mou nted with the RJ-
45 cable connector oriente d upwards to ensure proper operatio n.

Figure 8 WallMounting

~
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T

Mounting Slots

To mount on a wall, follow the instructions below.
1. Mark the position of the two screw holes on the wall. For concrete or
brick walls, you will need to drill holes and insert wall plug s for the

SCrews.

2. Insert two 20-mm M4 tap screws (not included) into the holes, leaving
about 2~3 mm (0.08~0 .12 inches) clearance from the wall.

3. Line up the two mounti ng points on th e unit wit h the screws in the wall,
then slide the unit down onto the screws until it isin a secured position.
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CHAPTER 3 | Installing the Wireless Router
Router Mode Connections

MOUNTING ON A To keep the Wireless Router from sliding on the surface, the Wireless
HORIZONTAL SURFACE Router has four rubber feet on the bottom of the unit.

It is recomm ended to select an uncluttered area on a sturdy surface, such
as a desktop or tabl e. The unit can also be protected by securing all
atta ched cables to a tabl e leg or other nearby fixed stru cture.

ROUTER MODE CONNECTIONS

In its default Router Mode, the Wireless Route r forwards traffic betwe en an
Internet connected cable or DSL modem, and wired or wir eless PCs or
notebooks. The basic connections are illustrated in the figu re below.

Figure 9: Rout er Mode Connection
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Notebook PC

Cable/DSL Modem

Connect LAN port
*toPC

l Connect WAN port to i Aﬁi
= cable/DSL modem
Internet
(\\. Connect AC power

T~ f& 3 = adapter to power source
id

To connect the Wireless Router in Router Mode for use as an Internet

gat eway, follow these steps:

1. Connect an Ethernet cable from the Wireless Router& WAN port to your
Internet connected cable or DSL modem .

2. Connect an Ethernet cable from the Wireless Router@ LAN ports to your
PCs. Alternat ively, you can connect to a workgroup switch to supp ort
more wired users. The Wireless Router can support up to 253 wir ed and
wireless users.

3. Power on the Wireless Router by connecting the AC power adapter and
pluggin g it into a powe r source.

CAUTION: Use ONLY the power adap ter supplied with the Wireless Router.
Otherwise, the product may be damaged.

When you power on the Wireless Router, verify that the Power LED
turns on and that the other LED indi cators start functioning as
described und er see fALED Ind icatorso on page 20.
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Bridge Mode Connections

4. Set up wireless devices by pressing the WPS button on the Wireless
Router or by using the web interface. See fi mitial Configuration o on
page 31 for more informat ion on accessing the web interface.

BRIDGE MODE CONNECTIONS

In Bridge Mode, the Wireless Router operates as a wireless access point,
extending a local wired network to associated wireless clients (PCs or
notebooks with wireless capability). From any nearby location, you can
then mak e a wireless connection to the Wireless Router and access the
wired network resources, including local servers and the Inte rnet.

In Brid ge Mode, the Wireless Router does not supp ort gate way functions on
its WAN port. Both the LAN port and the WAN ports can be connected to a
local Ethernet LAN.

@ NoOTE: Bridg e Mode is not the factory default mode and mu st be manual ly
set using the web managem ent int erface.

Figure 10: Bridge Mode Connection
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Desktop PC Connect LAN port
=toPC

To connect the Wireless Router for use as an access point, follow these
step s:

1. Using Ethernet cable connect the Wireless Router& LAN and WAN ports
to PCsor a LAN switch.

2. Power on the Wireless Router by connecting the AC power adapter and
pluggin g it into a powe r source.

CAUTION: Use ONLY the power adapter supplied wit h the Wireless Router.
Otherwise, the product may be damaged.
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Bridge Mode Connections

When you power on th e Wirel ess Router, verify that the Power LED turns on
and that the other LED indicators start functioning as described under ALED
Indicatorsoon page 20.

3. Connect an Ethernet cable from the Wireless Router@ LAN ports to your
PCs. Alternat ively, you can connect to a workgroup switch to supp ort
more wired users. The Wireless Router can support up to 253 wir ed and
wireless users

4. Set up wireless devi ces by pressing the WPS button on the Wireless

Router or by using the web interface. See fi hitial Configurationoon
page 31 for more informat ion on accessing the web interface.
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INITIAL CONFIGURATION

The Wireless Router offers a user-friendly web-based managem ent
interface for the configu ration of all the unité featu res. Any PC directly
atta ched to the unit can access the mana gement interface using a web
browser, such as Inter net Explorer (version 6.0 or above).

ISP SETTINGS

®

If you are not sure of your connection method, please contact your
Internet Service Provider. There are several connection ty pes to choose
from: Stati c IP, DHCP (cable connection), PPPoE (DS L connection), PPTR,
and L2TP.

NoTE: If using the PPPoOE option, you will need to remove or disable any
PPPoE client software on your comp uters.

CONNECTING TO THE LOGIN PAGE

It is recomm ended to make initial configu ration change s by connecting a
PC directly to one of the Wireless Router& LAN ports. The Wireless Router
has a default IP address of 192.168.0.1 and a subnet mask of
255.255.255.0. You mu st set your PC IP addr ess to be on the same subn et
as the Wireless Router (that is, the PC and Wireless Route r add resses mu st
both start 192 .168 .0.x).

To access the Wireless Router® management interface, follow th ese steps:

1. Use your web browser to connect to the managem ent int erface using
the defaul t IP addre ss of 192 .168.0.1.

2. Log into the interface by entering the default usernam e fi a d miiand
password i pssword,0then click Login.

NOTE: It is strongly recomm ended to change th e default user nam e and
password the first time you access the web inte rface. For information on
chang ing user nam es and passwords, See fiSystem Managem entoon
pag e 96.
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CHAPTER 4 | Initial Configuration
Home Page and Main Menu

Figure 11: LoginPa ge

Connect to 192.168.0.1

The server 192.168.0.1 at WBR-6005 requires a username
and password.

Warning: This server is requesting that your username and
password be sent in an insecure manner {basic
authentication without a secure connection).

1 :
User name: | €% admin v

Password: 1 ssssssee

[ JrRemember my password

l OK I[ Cancel ]

HoME PAGE AND MAIN MENU

After logging in to the web interface, the Home page displays. The Home
pag e shows the main menu and the method to access the Setup Wizard.

Figure 12: Home Page

level

r
oll:! WBR-6005 150M N Wireless Router

Setun Operation Network Wireless
Wizard Mode Settings Settings

Firewall Administration

Welcome to the WBR-6005 Home Page

If you wish to directly configure or view the status of this device,
please use the menu bar located above.

For basic configuration to get started. enter Setup wizard.

Enter Setup Wizard
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Common Web Page Buttons

CoMmMON WEB PAGE BUTTONS

The list below describes the comm on butt ons found on most web
manag ement pag es:

Apply T Applies the new parameters and saves them to mem ory. Also
displays a screen to inform you when it has tak en affect. Clicking
@Apply éreturns to the home page.

Cancel T Cancels the newly entered settings and restores the previous
settings.

Next T Proceeds to the next step.

Previous i Returns to the previous screen.

SETUP WIZARD

The Wizard is designed to help you configure th e basic settin gs required to
get the the Wireless Router up and running. There are only a few basic
step s you need to set up the the Wireless Route r and provide a connection.

Follow these steps:

STEP 1 - LANGUAGE Select betwe en English, Traditional Chinese, or Simpl e Chinese. Click Next
SELECTION to proceed to the next step of the wizard.

Figure 13: Wizard Stepl - Language Selection

Language Setting

Please select language

Language Settings

Select Language |Eng|ish v |

I MNext ] I Cancel ]

The followin g item s are displayed on the first page of the Setup Wizard:

Select Language 0 Selects English, Traditional Chinese, or Simple
Chinese as th e int erface language.
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Setup Wizard

STEP 2 - TIME The Step 2 page of the Wizard configures tim e zone and SNTP setting s.
SETTINGS
Select a time zone according to where the device is operated . Click Next
after completi ng the setup.

Figure 14: Wizard Step2 - Time and SNTP Settings

Time Setting

Your Time Zone Settings can be input on this page.

Current Time Sat, 01 Jan 2000 10:20:47| | Sync with host

Time Zane |(GMT—11:00) Midway Island, Samoa

|time.nist.guv |

SMTP Server ex time nist gov
ntp0 broad.mit.edu
time stdtime gov.tw

SMTP synchronization (hours) EI

Previous l I Mext l I Cancel

The followin g items are displayed on this page:
Current Time & Receives atime and date stam p from an SNTP server.
Time Zone 0 Select the time zone that is appli cable to your region.

SNTP Server 6 Enter the address ofan SNTP server to receive time
update s.

SNTP synch ronization (hours) 0 Specify the interval betw een SNTP
server update s.
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Setup Wizard

STEP 3 - WAN The Step 3 page of the Wizard specifies the Int ernet connection
SETTINGS - DHCP parameters for the Wireless Router® WAN port. Click Next after completing
the setup.

By default, the access point WAN port is configured with DHCP enabled.
The options are Stati ¢ IP, DHCP (cable modem) , PPPOE (DSL mod em),
PPTP, and L2TP. Each option changes the paramet ers that are displayed on
the page.

Figure 15: Wizard Step3 - WAN Settings - DHCP

Wide Area Network (WAN) Settings

This section allows you to configure the connection type and other related VAN
parameters suitable to your environment.

WAN Connection Type: Cable/Dynamic IP {DHCP) ~
DHCP Mode
Hostname 'WBR-6005

DNS Settings (Optional)

Primary DNS Server ‘

Secondary DNS Server ‘

Enabled Disable v

[ Previous l I Next ][ Cancel ]

The followin g items are displayed on this page:

WAN Connectio n Typ e 8 Select the connection type for the WAN port
from the drop down list. (De fault: DHCP)

Hostnam e & Specifies the host nam e of the DHCP client.
(D efault: WBR-6005)

Primary DNS Server & The IP address of the Primary Domain Name
Server. A DNS map s num erical IP addresses to domain name s and can
be used to identify netw ork hosts by familiar nam es instead of the IP
addresses. To specify a DNS server, type the IP addr esses in the text
field provided. Otherwise, leave the text field blank.

Seco ndary DNS Server 8 The IP addr ess of the Secondary Domain
Name Server.

MAC Clone 8 Some ISPslimit Internet connectionsto a specified MAC
address of one PC, which is registered with the ISP. This setting allows
you to man ually chang e the MAC addr ess of the Wireless Router's WAN
interface to mat ch the PC's MAC address provided to your ISP for
registration. You can enter the registered MAC address man ually by
typing it in the boxes provided. Othe rwise, connect only the PC with the
registered MAC address to the Wireless Router, then click the i @ne
your PC& MAC Addressa (De fault: Disabled)
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STEP 3 - WAN
SETTINGS - STATIC IP

CHAPTER 4 | Initial Configuration
Setup Wizard

NoTE: If you are unsure of the PC MAC address originally registered by
your ISP, call your ISP and request to register a new MAC addre ss for your
account. Register th e default MAC address of the Wireless Router.

Configur es a static IP for the WAN port.
Figure 16: Wizard Step3 - WAN Settings - Stat ic IP

Wide Area Network (WAN) Settings

This section allows you to configure the connection type and other related VAN
parameters suitable to your environment.

WAN Connection Type: STATIC (Fixed IP) hd ‘
IP Address
Subnet Mask

Primary DNS Server

|
|
Default Gateway |
|
|

Secondary DNS Server

Enabled Disable v

[ Previous J [ Next Il Cancel ]

The followin g items are displayed on this page:

WAN Connec tio n Typ e 8 Select the connection type for the WAN port
from the drop down list. (Default: DHCP)

IP Address & The IP address of the Wireless Router. Valid IP
addresses consist of four decimal num bers, 0 to 255, separated by
periods.

Sub net Mask 8 The mask that identifiesthe host address bits used for
routing to specific subn ets.

Defau It Gateway 6 The IP address of the gateway router for the
Wir eless Router, which is used if the requested destinati on addre ss is
not on the local subnet.

Primary DNS Server & The |P addr ess of the Primary Domai n Name
Server. A DNS map s num erical IP addresses to domain name s and can
be used to identify netw ork hosts by familiar nam es instead of the IP
addresses. To specify a DNS server, type the IP addr esses in the text
field provided. Otherwise, leave the text field blank.

Seco ndary DNS Server & The IP address of the Secondary Domain
Name Server.
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MAC Clone 8 Some ISPslimit Internet connections to a specified MAC
address. This setting allow s you to manual ly chang e the MAC address
of the Wireless Router's WAN interface to mat ch the PC's MAC address
provided to your ISP for registration. You can enter the registered MAC
address manua lly by typi ng it in the boxes provided. Oth erwi se,
connect only the PC wit h the registered MAC addr ess to the Wireless
Router, then click the i @he your PC& MAC Addr esso (De fault: Disable)

STEP 3 - WAN Enabl e the Wireless Router IP addre ss to be assigned aut omatically from

SETTINGS - PPPOE an Int ernet service provider (ISP) thr ough a DSL mod em using Point-to-
Point Protocol over Ethernet (PPPOE).

Figure 17: WizardS tep3 - WAN Settings - PPPoOE

Wide Area Network (WAN) Settings

This section allows you to configure the connection type and other related YWWAN
parameters suitable to your environment.

WAN Connection Type: |PPP|:|E {ADSL) v ‘
PPPoE Mode
Uszer Mame ||:||:||:|ue_user |

Passward XTI YYYYYY) |

Yerify Passward

Keep Alive

Operation Mode Keep Alive Mode: Redial Period

senconds
O demand Mode: Idle Time I:I minutes

Next ] I Cancel ]

I Previous I

The followin g items are displayed on this page:

User Name 8 Sets the PPPoE user nam e for the WAN port.
(Default: pppoe_user; Range: 1~3 2 characters)

Password 0 Sets a PPPoE password for the WAN port.
(Default: pppoe_password; Range: 1~3 2 characters)

Verify Password 0 Promp ts you to re-enter your chosen password.

Operation Mode & Enables and configures the keep alive tim e and
configures the on-demand idle time.

MAC Clone 8 Some ISPslimit Internet connectionsto a specified MAC
address of one PC. This settin g allows you to manually chang e the MAC
address of the Wireless Router's WAN interface to mat ch the PC's MAC
address provided to your ISP for registration. You can enter the
registered MAC address man ually by typing it in the boxes provided.
Otherwise, connect only the PCwith the registered MAC addr ess to the
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STEP 3 - WAN
SETTINGS - PPTP

CHAPTER 4 | Initial Configuration
Setup Wizard

Wireless Router, then click the fi C heoyour PC& MAC Addresso (D efault:
Disabl e)

Enable s the Point-to-Point Tunneling Protocol (PPTP) for imp leme nting
virtual private netwo rks. The service is provided in many European
countr ies.

Figure 18: Wizard Step3 - WAN Settings - PPTP

Wide Area Network (WAN) Settings

This section allows you to configure the connection type and other related VWWAN
parameters suitable to your environment

WAN Connection Type: | PPTP v ‘
Server P
Uszer Mame ||:||:|t|:|_user |
Passward |ooooooooooo
Address Mode
P Address
Subnet Mask
Default Gateway
Cperation Mode Keep Alive Made: Redial Period
senconds

DNS Settings (Optional)

Primary DNS Server

Secondary DNS Server

Enabled Disahle v

[ Previous ] Next ][ Cancel ]

The followin g items are displayed on this page:
Server IP 0 Setsthe PPTP server IP Address. (Default: pptp_ server)

User Name 8 Sets the PPTP user nam e for the WAN port.
(Default: pptp_u ser; Range: 1~3 2 characters)

Password 0 Sets a PPTP password for the WAN port. (De fault:
pptp_password; Range: 1~3 2 characters)

Verify Password 0 Promp ts you to re-enter your chosen password.
Address Mode & Sets a PPTP network mode . (Default: Static)
IP Address 0 Sets the stati c IP addr ess. (Default: 0.0.0.0, available

when PPTP Network Mode is set to static IP)

T 381



CHAPTER 4 | Initial Configuration
Setup Wizard

Sub net Mask 8 Sets the stati c IP subnet mask. (De fault:
255.255.255 .0, available when PPTP Netwo rk Mode is set to static IP)

Defau It Gateway 0 The IP address of a router that is used when the
requ ested destinat ion IP addre ss is not on the local subnet.

Operation Mode 6 Enables and configures the keep alive tim e.

Primary DNS Server & The |IP addr ess of the Primary Domai n Name
Server. A DNS map s num erical IP addresses to domain name s and can
be used to identify netw ork hosts by familiar nam es instead of the IP
addresses. To specify a DNS server, type the IP addr esses in the text
field provided. Otherwise, leave the text field blank.

Seco ndary DNS Server & The IP address of the Secondary Domain
Nam e Server.

MAC Clone 8 Some ISPslimit Internet connectionsto a specified MAC
address of one PC. This settin g allows you to manually chang e the MAC
address of the Wireless Router's WAN interface to mat ch the PC's MAC
address provided to your ISP for registration. You can enter the
registered MAC address man ually by typing it in the boxes provided.
Othe rwise, connect only the PCwith the registered MAC addr ess to the
Wir eless Router, then click the i C heoyour PC& MAC Addresso (D efault:
Disabl e)
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STEP 3 - WAN Enable s the Layer 2 Tunneling Protocol (L2TP) for imp lemen ting virt ual
SETTINGS - L2TP private netw orks. The service is provided in many European countries.

Figure 19: Wizard Step3 - WAN Settings - L2TP

Wide Area Network (WAN) Settings

This section allows you to configure the connection type and ather related WAN
parameters suitahle to your environment.

WAN Connection Type: |L2TP v |
Server [P |I2tp_server |
User Name |I2tp_user |
Password |ooooooooooo |
Address Mode
IP Address
Subnet Mask
Default Gatewiay
Cperation Modz Keep Alive Made: Redial Period

sencands

DNS Settings (Optional)

Primary DNS Server

Secondary DNS Server | |

Enabled

l Previous ] l MNext ]l Cancel ]

The followin g items are displayed on this page:
Server IP 8 Setsthe L2TP server IP Address. (Default: 12tp_ server)

User Name & Setsthe L2TP user name for the WAN port.
(Default: 12tp_u ser; Range: 1~3 2 characters)

Password 0 Sets a L2TP password for the WAN port. (De fault:
[2tp_pa ssword; Range: 1~3 2 characters)

Verify Password & Promp ts you to re-enter your chosen password.
Address Mode & Sets a L2TP network mode. (Defaul t: Static)

IP Address & Sets the stati c IP addr ess. (Default: 0.0.0.0, available
when L2TP Network Mode is set to static IP)

Sub net Mask 0 Sets the stati ¢ IP subnet mask. (Default;
255.255.255 .0, available when L2TP Netwo rk Mode is set to static IP)
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Defau It Gateway 0 The IP address of a router that is used when the
requ ested destinat ion IP addre ss is not on the local subnet.

Operation Mode 6 Enables and configures the keep alive tim e.

Primary DNS Server & The |IP addr ess of the Primary Domai n Name
Server. A DNS map s num erical IP addresses to domain name s and can
be used to identify netw ork hosts by familiar nam es instead of the IP
addresses. To specify a DNS server, type the IP addr esses in the text
field provided . Otherwise, leave the text field blank.

Seco ndary DNS Server &8 The IP address of the Secondary Domain
Name Server.

MAC Clone 8 Some ISPslimit Internet connectionsto a specified MAC
address of one PC. This settin g allows you to manually chang e the MAC
address of the Wireless Router's WAN interface to mat ch the PC's MAC
address provided to your ISP for registration. You can enter the
registered MAC address man ually by typing it in the boxes provided.
Othe rwise, connect only the PC with the registered MAC addr ess to the
Wir eless Router, then click the i C heoyour PC& MAC Addresso (D efault:
Disabl e)

STEP 4 - WIRELESS The Step 4 page of the Wizard configures the wireless netw ork name and
SECURITY Security options.

Figure 20: Wizard Step4 - Wireless Secur ity

Wireless Security and Encryption Settings

The Wireless Security and Encryption Settings page allows you to make detailed
security configurations to prevent unauthorized access and maonitaring.

SSID Choice
Security Mode |Disah|e v ‘

Access Policy

Add 3 station MAC [ ]
Previous ] I Next I [ Cancel

The followin g items are displayed on this page:

SSID Choice & The nam e of the wireless netwo rk service provided by
the Wireless Router. Clients that want to connect to the netw ork mu st
set their SSID to the same as that of the Wireless Router.

(Default: ALevelOn e 0)
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Security Mode & Specifiesthe security mode for the SSID. Select the
security method and then configure th e required paramet ers. For more
informati on, see i WL ASkcur i toy page 73. (Options: Disabled,
Open, Shared, WEP-AUTO, WPA-PSK, WPA2-PSK, WPA-PSK_WPA2-PSK,
WPA, WPA2, WPA1 W PA2, 802.1X; Default: Disabled)

@ NoTE: To keep your wireless network protected and secure, you should
imp leme nt the hig hest security possible. For smal | netwo rks, it is
recomme nded to select WPA2-PSK using AES encrypt ion as the mo st
secure option. Howev er, if you have older wireless devices in the network
that do not supp ort AES encryptio n, select TKIP as the encryption
algorithm.

Access Policy 8 The Wireless Router provides a MAC address filtering
facility. The access policy can be set to allow or reject specific stati on
MAC addre sses. This feature can be used to connect known wir eless
devices that may not be able to support the configured security mode.

Add a station MAC & Enter the MAC address of the stati on that you
want to filter. MAC addr esses mu st be entered in the format
XX I XX XX D XX XX XX,

COMPLETION After complet ion of the Wizard, the screen returns to the Home Page.
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SECTION Il

WEB CONFIGURATION

This section provides detail s on configu ring the Wireless Router using the
web browser interface.

This section includes these chapte rs:
fi @eration Modeo on page 44

fi hternet Settingsod on page 48

o

Wieless Configurationd on page 63
fi Fewall Config urationoon page 87

fIAdmi nistration Settin gsdo on page 95
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OPERATION MODE

The Wireless Router offers a user-friendly web-based managem ent
interface for the configu ration of all the unité featu res. Any PC directly
atta ched to the unit can access the mana gement interface using a web
browser, such as Inter net Explorer (version 6.0 or above).

The followin g sections are contain ed in this chapte r:

i Logglindoon page 45

=1}

@eration Modeo on page 47

T 44 i



CHAPTER 5 | Operation Mode
Logging In

LOGGING IN

It is recomm ended to make initial configu ration change s by connecting a
PC directly to one of the Wireless Router's LAN ports. The Wireless Router
has a default IP address of 192.168.0.1 and a subnet mask of

255.255.255 .0. If your PCis set to fiObtain an IP add ress automati ca | |
(that is, set as a DHCP client), you can connect imm ediate ly to the web
interface. Oth erwi se, you must set your PC IP address to be on the same
subn et as the Wireless Router (that is, the PC and Wireless Router
addresses must both start 192.168 .0.x).

To access the configuration menu, follow these steps:

1. Use your web browser to connect to the managem ent int erface using
the defaul t IP addre ss of 192.168.0.1.

2. Log into the Wireless Router managem ent int erface by entering the
default user name fi a d niand password fipassword,0 then click OK.

NOTE: It is strongly recomm ended to change the default user nam e and
password the first time you access the web inte rface. For informa tion on
chang ing user nam es and passwords, see fAdmin istration Setting so on
page 95.

Figure 21: Logging On

Connect to 192.168.0.1

The server 192,168.0.1 at WER-6005 requires a username
and password,

Warning: This server is requesting that your username and
password be sent in an insecure manner (basic
authentication without a secure connection).

User name: |ﬁ admin v |

Password: | sssssene |

[(rermember my password

I Ok l l Cancel
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The hom e pag e displays the main men u item s at the top of the screen and
the Setup Wizard. See fiSetup Wizardoon page 33.

Figure 22: Home Page

WBR-6005 150M N Wireless Router

Setun Operation Network Wireless
Wizard Mode Settings Settings

Firewall Administration

Welcome to the WBR-6005 Home Page

If you wish to directly configure or view the status of this device,
please use the menu bar located above.

For basic configuration to get started, enter Setup wizard.

Enter Setup Wizard

@ NOTE: The displayed pages and setti ngs may differ depend ing on wh ether
the unit is in Router or Bridge Mode. See fi Og@ration Modeo on pag e 47.
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OPERATION MODE

The Operation Mode Configurati on page allows you to set up the mode
suitab le for your netwo rk environment.

Figure 23: Operat ion Mode

Operation Mode

The QOperation Mode Configuration section allows you to select Bridge or Eauter
Mode as suited to yaur network environment.

Operation Mode Configuration

Operation Mode  connects a wired LAN and wireless clients to an Internet
access device, such as a cahle or D30 modem.

l Apply ] [ Cancel

The followin g items are displayed on this page:

Bridge Mode & An access point mode that extends a wired LAN to
wireless clients.

Rout er Mode 0 The internet gateway mode that connects a wired LAN
and wir eless clients to an Internet access device, such as a cable or
DSL modem . This is the factory set default mod e.
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INTERNET SETTINGS

The Internet Settings pages allow you to manag e basic system
configuratio n setting s. It includes the foll owin g sections:

AWAN Setting 0 on page 48
fi D HC Bropage 49

i St alPdon page 50

=t

PPoEO on page 51

=t

PT P on page 53

fi LTP don page 55
ALAN Setting 0 on page 57
fi D HRCClientso on page 59

fAdvanced Routing 0 on page 60

@ NOTE: In Bridge mode, the Wireless Router& Internet Setting s options are
significantly reduced, with only LAN Setting s and the Client List being
available to the user.

WAN SETTING

The WAN Settin g pag e specifies the Internet connection parameters. Click
on flnternet Setting so follow ed by AWANG

WAN Connection Type & By default, the access point WAN port is
configured with DHCP enabled. After you have network access to the
access point, you can use the web browser interface to mod ify the
initial IP configu ration, if needed. The options are Static |P, DHCP (cable
modem) , PPPoE (DSL mod em), and PPTP. Each opti on change s the
parameters displayed below it. (Default: DHCP).
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DHCP Enable s Dynam ic Host Configuration Protocol (DHCP) for the WAN port.
This settin g allows the Wireless Router to automat ically obtain an IP
address from a DHCP server normally operated by the Int ernet Service
Provider (ISP).

Figure 24: DHCP Configuration

Wide Area Network (WAN) Settings

This section allows you to configure the connection type and other related VWAN
parameters suitable to your environment.

WAN Connection Type: .Cablex‘Dynamic IP {(DHCP) v ‘
Hostname 'WBR-6005
Primary DNS Server ‘

Secondary DNS Server ‘

MACClone
Enahbled Enable +
|

MAC Address

[ Clone Your PC's MAC Address ]

[ Apply ] [ Cancel ]

The followin g items are displayed on this page:
Hostnam e (Optional) 8 The hostnam e of the DHCP client.

Primary DNS Server & The |IP addr ess of the Primary Domai n Name
Server. A DNS map s num erical IP addresses to domain name s and can
be used to identify netw ork hosts by familiar nam es instead of the IP
addresses. To specify a DNS server, type the IP addr esses in the text
field provided. Otherwise, leave the text field blank.

Seco ndary DNS Server & The IP address of the Secondary Domain
Name Server.

MAC Clone 8 Some ISPslimit Internet connectionsto a specified MAC
address of one PC. This settin g allows you to manually chang e the MAC
address of the Wireless Router's WAN interface to mat ch the PC's MAC
address provided to your ISP for registration. You can enter the
registered MAC address man ually by typing it in the boxes provided.
Othe rwise, connect only the PC with the registered MAC addr ess to the
Wireless Router, then click the fi C heoyour PC& MAC Addresso (D efault:
Disabl e)
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@ NoTE: If you are unsure of the PC MAC address originally registered by
your ISP, call your ISP and request to register a new MAC addre ss for your
account. Register th e default MAC address of the Wireless Router.

STATIC IP  Configur es a static IP for the WAN port.

Figure 25: Static IP Configuration

Wide Area Network (WAN) Settings

This section allows you to configure the connection type and other related WAN parameters
suitable to your environment.

WAHN Connection Type: | STATIC (Fxed IP V|
Static Mode
IP Address

Subnet Mask

Primary DNS Server

| |
| |
Default Gateway | |
| |
Secondary DNS Server | |

Enabled
MAC Address | |[_Fillmy MAC |
[ Apply l [ Cancel ]

The followin g items are displayed on this page:

IP Address 8 The IP address of the Wireless Router. Valid IP
addresses consist of four decimal num bers, 0 to 255, separated by
periods.

Sub net Mask 8 The mask that identifiesthe host address bits used for
routing to specific subn ets.

Defau It Gateway 6 The IP address of the gateway router for the
Wir eless Router, which is used if the requested destinati on addre ss is
not on the local subnet.

Primary DNS Server 6 The IP addr ess of the Primary Domai n Name
Server on the network. A DNS map s numer ical IP addresses to domain
nam es and can be used to identif y network hosts by familiar names
instead of the IP addresses. Ify ou have one or more DNS servers
located on the local netw ork, type the IP addr esses in the text fields
provided. Oth erwi se, leave the addr esses as all zeros (0.0.0.0).
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Seco ndary DNS Server &8 The IP address of the Secondary Domain
Nam e Server on the netw ork.

MAC Clone 8 Some ISPslimit Internet connections to a specified MAC
address of one PC. This settin g allows you to manually chang e the MAC
address of the Wireless Router& WAN interface to mat ch the PC& MAC
address provided to your ISP for registration. You can enter the
registered MAC address man ually by typing it in the boxes provided.
Othe rwise, connect only the PC with the registered MAC addr ess to the
Wireless Router, then click the fi C heoyour PC& MAC Addresso (D efault:
Disabl e)

PPPOE Enable s the Wireless Router |P address to be assigned automati cally from
an Int ernet service provider (ISP) through a DSL mod em using Point-to-
Point Protocol over Ethernet (PPPOE).

Figure 26: PPPoOE Configur ati on

Wide Area Network (WAN) Settings

This section allows you to configure the connection type and other related WAMN parameters
suitable to your environment.

VWAN Connection Type: | PFPoE (ADSL) V|
User Mame |pppoe_user |
Password |ii..ii...i.i |

Verify Passwaord FEENERERRENS |

Keep Alive v
SLEELTOILE Keep Alive Mode: Redial Period senconds

On demand Mode: [dle Time |:| minutes

MAC Address | |[_Fillmy MAC ]

[ Apply ] [ Cancel ]

The followin g items are displayed on this page:

PPPoE User Name 0 Sets the PPPoE user nam e for the WAN port.
(Default: pppoe_user; Range: 1~3 2 characters)

PPPoE Password & Sets a PPPoE password for the WAN port.
(Default: pppoe_password; Range: 1~3 2 characters)

Verify Password & Promp ts you to re-enter your chosen password.
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Operation Mode & Selects the operation mod e as Keep Alive, On
Dema nd or Manual . (Default : Keep Alive)

Keep Alive Mod e: The Wireless Route r will periodically check your
Internet connection and automati cally re-establi sh your connection
when disconne cted. (Default: 60 seconds)

On Demand Mode: The maximum length of inactive tim e the unit
will stay connected to the DSL service provider before
disconnecting . (Default: 5 min utes)

MAC Clone 8 Some ISPslimit Internet connections to a specified MAC
address of one PC. This settin g allows you to manually chang e the MAC
address of the Wireless Router's WAN interface to mat ch the PC's MAC
address provided to your ISP for registration. You can enter the
registered MAC address man ually by typing it in the boxes provided.
Othe rwise, connect only the PC with the registered MAC addr ess to the
Wir eless Router, then click the i C heoyour PC& MAC Addresso (D efault:
Disabl e)

T 5210



CHAPTER 6 | Internet Settings
WAN Setting

PPTP Enable s the Point-to-Point Tunneling Protocol (PPTP) for imp leme nting
virtual private netwo rks. The service is provided in many European
countr ies.

Figure 27: PPTP Configurati on

Wide Area Network (WAN) Settings

This section allows you to configure the connection type and other related WAk
parameters suitable to yaur environment.

WAN Connection Type: [PFTP v
PPTP Mode
Server IP
User Marme |pptp_user |
|F'asswurd (ssssssesses
|Address Mode

Subnet Mask RR.2RE.2BRD
Default Gateway 92.168.1.254

‘ i w
P Address [EEESE.
1921681

‘ Keep Alive |+
Cperation Made Keep Alive Mode: Redial Period |60
senconds

DNS Setings ptiona) |

|F'rimary ONS Server || |

|SECDﬂdar\j DMNS Server || |

|Enab|ed |
| |
MAC Address [ Clone Your PC's MAC Address ]

[ Apphy l [ Cancel l

The followin g items are displayed on this page:
Server IP 8 Sets a PPTP server |P Address. (De fault: pptp_ server)

User Name & Setsthe PPTP user nam e for the WAN port. (Default:
pptp_user; Range: 1~ 32 characters)

Password 6 Sets a PPTP password for the WAN port. (De fault:
pptp_password; Range: 1~3 2 characters)

Verify Password & Promp ts you to re-enter your chosen password.

Address Mode & Sets a PPTP network mode . (Default : Static)
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IP Address & Sets the stati c IP addr ess. (Default: 0.0.0.0, available
when PPTP Network Mode is set to static IP)

Sub net Mask 8 Sets the stati c IP subnet mask. (De fault:
255.255.255 .0, available when PPTP Netwo rk Mode is set to static IP)

Defau It Gateway 8 The IP address of the gateway router for the
Wireless Router, which is used if the requested destinati on addre ss is
not on the local subnet.

Operation Mode 0 Selects the operation mod e as Keep Alive, or
Manual. (Default: Keep Alive)

Keep Alive Mod e: The Wireless Route r will periodically check your
Internet connection and automati cally re-establi sh your connection
when disconne cted. (Default: 60 seconds)

Manual Mod e: The unit will remai n connected to the Int ernet
wit hout disconnecting.

Primary DNS Server 8 The IP address of the Primary Domain Name
Server. A DNS map s num erical IP addresses to domain name s and can
be used to identify netw ork hosts by familiar nam es instead of the IP
addresses. To specify a DNS server, type the IP addr esses in the text
field provided . Otherwise, leave the text field blank.

Seco ndary DNS Server 8 The IP addr ess of the Secondary Domain
Nam e Server.

MAC Clone 8 Some ISPs limit Internet connectionsto a specified MAC
address of one PC. This settin g allows you to manually chang e the MAC
address of the Wireless Router's WAN interface to mat ch the PC's MAC
address provided to your ISP for registration. You can enter the
registered MAC address man ually by typing it in the boxes provided.
Othe rwise, connect only the PC with the registered MAC addr ess to the
Wir eless Router, then click the i C heoyour PC& MAC Addresso (D efault:
Disabl e)
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L2TP Enable sthe Layer 2 Tunneling Protocol (L2TP) for imp lemen ting virt ual
private netw orks. The service is provided in many European countries.

Figure 28: L2TP Configuration

Wide Area Network (WAN) Settings

This section allows vou to configure the connection type and other related WWARN
parameters suitable to vour environment.

WAN Connection Type: ‘L2TP v |
Server [P ‘I2tp_sewer ‘
Lser Name ‘I2tp_user ‘
Fassword ‘ooooooooooo
Address Made
IP Address 192.168.1.1 |
Subnet Mask 265.256.255.0 |
Default Gateway ‘192.168.1 254 ‘
Cperation Moade keep Alive Mode: Redial Period
sencands

DNS Settings (Optional)

Primary DNS Server

Secondary ONS Server

Enahled Disable +

l Apply ] l Cancel l

The followin g items are displayed on this page:
Server IP 0 Setsthe L2TP server IP Address. (Default: 12tp_ server)

User Name 0 Sets the L2TP user name for the WAN port.
(Default: 12tp_u ser; Range: 1~3 2 characters)

Password 0 Sets a L2TP password for the WAN port. (De fault:
[2tp_pa ssword; Range: 1~3 2 characters)

Verify Password 0 Promp ts you to re-enter your chosen password.

Address Mode & Sets a L2TP network mode. (Defaul t: Static)
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IP Address & Sets the stati c IP addr ess. (Default: 0.0.0.0, available
when L2TP Network Mode is set to static IP)

Sub net Mask 8 Sets the stati c IP subnet mask. (De fault:
255.255.255 .0, available when L2TP Netwo rk Mode is set to static IP)

Defau It Gateway 8 The IP address of the gateway router for the
Wireless Router, which is used if the requested destinati on addre ss is
not on the local subnet.

Operation Mode 0 Selects the operation mod e as Keep Alive, or
Manual. (Default: Keep Alive)

Keep Alive Mod e: The Wireless Route r will periodically check your
Internet connection and automati cally re-establi sh your connection
when disconne cted. (Default: 60 seconds)

Manual Mod e: The unit will remai n connected to the Int ernet
wit hout disconnecting.

Primary DNS Server 8 The IP address of the Primary Domain Name
Server. A DNS map s num erical IP addresses to domain name s and can
be used to identify netw ork hosts by familiar nam es instead of the IP
addresses. To specify a DNS server, type the IP addr esses in the text
field provided . Otherwise, leave the text field blank.

Seco ndary DNS Server 8 The IP addr ess of the Secondary Domain
Nam e Server.

MAC Clone 8 Some ISPs limit Internet connectionsto a specified MAC
address of one PC. This settin g allows you to manually chang e the MAC
address of the Wireless Router's WAN interface to mat ch the PC's MAC
address provided to your ISP for registration. You can enter the
registered MAC address man ually by typing it in the boxes provided.
Othe rwise, connect only the PC with the registered MAC addr ess to the
Wir eless Router, then click the i C heoyour PC& MAC Addresso (D efault:
Disabl e)
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LAN SETTING

The Wireless Router mu st have a valid 1P addr ess for managem ent using a

web browser and to support other features. The unit has a default IP
address of 192 .168.0.1. You can use this IP addr ess or assignh another
address that is compatibl e with your existin g local netwo rk. Click on
fi | armet Settingsofollowed by ALAN.O

Figure 29: LAN Configuration

Local Area Network (LAN) Settings

This section is provided to configure LAN settings like DHCF and other
networking features.

MAC Address 00:22:2D:62:EA:38
IP Address 192.168.0.1
Subnet Mask 255.2556.255.0
DHCP Setup

DHCP Server Enable +

Start IP Address 192.168.0.100
End IP Address 192.168.0.199
Lease Time One week ~

LLTD Enable +
IGMP Prosy Disable ~
UPMP Enable
Router Advertiserment Disable +

PPFoE Relay Disable +

DONS Proxy Enable +

Apply l [ Cancel

The followin g items are displayed on this page:
LAN IP Address 0 Valid IP addresses consist of four decimal
numbers, 0 to 255, separated by periods. The defaul t setti ng is
192 .168.0.1.
Sub net Mask & Indicate the local subnet mask. (Default:
255 .255.255.0.)
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MAC Address 0 The shared physical layer addre ss for the Wireless
Router& LAN ports.

DHCP Serv er 8 Enable this feature to assign IP settings to wired and
wireless clients connected to the Wireless Router. The IP addr ess,
subn et mask, default gate way, and Domain Name Server (DNS)
address are dynami cally assigned to clients. (Options: Enable, Disable;
Default: Enable)

Start/E nd IP Address 8 Specify the start and end IP addresses of a
range that the DHCP server can allocate to DHCP clients. Note that the
address pool range is always in the same subnet as the unit& IP
setting. The maximu m clients that the unit can support is 253.

Primary DNS Server 0 The IP addr ess of Domain Name Servers on
the network. A DNS map s nume rical IP addr esses to doma in names
and can be used to identif y network hosts by familia r nam es instead of
the IP addresses.

Seco ndary DNS Server & The IP address of the Secondary Domain
Name Server on the netw ork.

Defau It Gateway 0 The default gateway is the IP address of the
router for the Wireless Router, which is used if the requ ested
destinati on addr ess is not on the local subnet.

Lease Time 8 Select atime limit for the use of an IP address from the
IP pool. When the tim e limit expir es, the client has to request a new IP
address. The lease time is expressed in seconds. (Options: Forever, Two
weeks, One week, Two days, One day, Half day, Two hours, One hour,
Half hour; Default: One week)

Stat ically Assigned 0 Up to three devices wit h specific MAC
addresses can be assigned static IP addresses. That is, the DHCP server
always assigns the se devices the same |IP addresses.

LLTD & Link Layer Topology Discovery (LLTD) is a Microsoft proprietary
discovery protocol which can be used for both wired and wir eless
netwo rks. (Options: Disable/Enable, Default: Enable)

| GMP Proxy & Enables IGMP proxy on the Wireless Route r. (Options:
Disabl e/ Enabl e, Default: Disabl e)

UPNP & Allows the device to adv erti se its UPnP capabili ties. (Defau It:
Enable)

Rout er Advert isement & Enables the sending and receiving of
routing advertisements to discover the existen ce of neighb oring
routers. (Options: Disable/Enable, Default: Disable)

PPPoE Relay 8 When enabled, the Wireless Route r wil | forward PPPoE
me ssages to clients. Clients are then able to connect to the PPPoE
service through the WAN port. (Options: Disable/ Enabl e, Default:
Disabl e)
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CHAPTER 6 |

DNS proxy on the LAN port. DNS Proxy receives
DNS queries from th e local netwo rk and forwards them to an Int ernet

DNS server. (Default: Enable)

DHCP CLIENTS

The DHCP Clients page displays informati on on connected client stations

that have been assigned IP addr esses from the DHCP address pool.

Figure 30: DHCP Clients

Hostname

annita_wang_nhD
jie_nh3

kinasd

DHCP Client List

A DHCP client list is displayed in this section.

MAC Address IF Address Expires in

182 1662107 | B 02ys

0o 14:A4:46:88:08 230747

192 1682100 | B 9ays

00 1A73:.61.07.AC 29-57-07

192 1682101 | B Hays

Q0. CO.CA2F.DO:BS 29-97-02

The followin g items are displayed on this page:

Host nam e & The nam e of the connected client stati on.

MAC Address 8 The MAC addr ess of the connected client stati on.

IP Address & The IP address assigned to the client from the IP pool.

Expires in 8 Thetime limit for the use of the IP address from the |P pool.
When the tim e limit expir es, the client has to request a new |P addr ess.
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ADVANCED ROUTING

ADVANCED ROUTING
SETTINGS

Routi ng setup allow s a man ual method to set up routin g between

netwo rks. The netw ork adm inistrator configur es stati ¢ routes by entering
routes directly into the routing table. Stati ¢ routin g has the advantag e of
being predictabl e and easy to configure.

This screen is used to manual ly configure stati ¢ routes to oth er IP
netwo rks, subnetw orks, or hosts. Click i | nrheé¢ Setti ngso followed by
fAdvanced Routinga (Maximum 32 entries are allow ed.)

Figure 31: Advanced Routing ( Router Mod e)

Advanced Routing Settings

The Advanced Routing Section allows wou to configure Static and Dynamic Routing
settings.

Add a routing rule

Destination ‘ ‘
| \
Interface

| |

l Apply l [ Reset l

Current Routing table in the system

Mo,  Destination MNetmask Gateway Flags Metric Ref \Use |Interface Comment
1 |255.255255 255 255255265 255/0000 |4 0 o 0 I(‘t;ﬂfal)
2 |239.255255250 1255255255 255/0000 |5 o o 0 l(‘tffg)
3 18218820 2552552550 0000 1 0 o 0 I(_t;’—\rral]
4 239000 255000 pooo 1 o0 o g WA
Ralyl)

l Delete ] [ Resetl

Dynamic Routing Protocol

[ Apply ] l Reset ]
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The followin g items are displayed on this page:

Destination & A destinati on netwo rk or specific host to which packets
can be routed.

Type 0 Definesthe type of destinati on. (Options: Host/Net, Default:
Host)

Gateway & The |IP addr ess of the router at the next hop to which
mat ching frame s are forwarded.

Interface & The selected interface to which a static routing subnet is
to be appli ed.

Com ment 8 Enters a useful comment to help identify this route.

This page displays the informat ion necessary to forward a packet along the
best path toward its destinati on. Each packet contai ns informati on about
its origin and destinati on. When a packet is received, a network devi ce
examines the packet and mat ches it to the routing table entry providing
the best mat ch for its destinati on. The table then provides the device with
instructions for sending the packet to the next hop on its route across the
netwo rk.

NoTE: The Routi ng Table is only availabl e whe n the Wireless Router is set to
Router Mode.

Destination & Display s all destinati on network s or specific hosts to
which packets can be routed.

Netmask & Displays the subnetwo rk associate d wit h the destinat ion.

Gateway & Displays the IP addr ess of the router at the next hop to
which mat ching frame s are forwarded.

Flags 0 Flagsi Possible flags identify as below
0: reject route
1: route is up
3: route is up, use gate way
5: route is up, target is a host
7: route is up, use gate way, targ et is a host
Metric 8 A numb er used to indicate the cost of the route so that the

best route, among pot ential ly mul tiple routes to the same destinati on,
can be selected.
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Ref & Number of references to this route.
Use & Count of lookups for the route.
Interface & Inte rface to which packets for this route will be sent.

Com ment & Displays a useful comme nt to identify the routing rules.

The Wireless Router supports RIP1 and RIP 2 dynami crouting protocol.
Routi ng Informati on Protocol (RIP) is the most widel y used met hod for
dynami cally maintai ning routi ng tables. RIP uses a distan ce vector-
based approach to routing. Routes are chosen to min imiz e th e distan ce
vector, or hop count, which serves as a rough estimat e of transmission
cost. Each router broadcasts its advertiseme nt every 30 seconds,
together with any updat es to its routi ng tabl e. This allows all routers on
the network to build consistent tabl es of next hop links which lead to
relevant subn ets.

RIP & Enables or disable the RIP protocol for the WAN or LAN
interface. (Options: Disable/vl/v2 , Default: Disable)
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WIRELESS CONFIGURATION

The wir eless settings section displays configuration settings for the access
point fun ctionality of the Wireless Router. It includes the following sections:

fi Bsic Settingsoon page 63
fAdvanced Setti ngsdoon page 67

i VLAN Security on page 73

=1}

Wieless Distrib ution System (WDS) 6 on page 80

=1}

WFi Protected Setup (WPS)don page 83

fi St @ntListdo on page 86

BASIC SETTINGS

®

The IEEE 802 .11n interface include s configu rati on options for radio signal
characteristics and wireless security features.

The Wireless Router® radio can operate in six modes, mixed 802 .11b/g/ n,
mixed 802 .11b/g , mixed 802.11g/n, 802.11n only, 802.11b only, or

802 .11g only. Note that 802 .11g is backward compatible with 802 .11b, and
802.11n is backward compatible with 802 .11b/g at slower data transmit
rates.

The Wireless Router supports two virtual access point (VAP) inte rfaces.
One VAP is the primary (Networ k Name SSID) , and the other one is
referred to as "Multipl e SSID1 ." Each VAP functions as a separate access
point, and can be configured with its own Service Set Id entification (SSID)
and security settin gs. However, most radio signal parameters apply to all
VAP interfaces.

Traffic to specific VAPs can be segregat ed based on user groups or

app lication traffi c. All VAPs can have up to 64 wir eless clients, whereby the
clients associate wit h these VAPs the same as they would wit h a physical
access point.

NoOTE: The radio chann el setting s for the access point are limite d by local
regulations, which determin e the numb er of channels that are available.
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The Basic Settin gs page allows you to configure th e wir eless network name
(Service Set ldentifier or SSID) and set the wireless security meth od.

Click on fAWireless Sett ings,0 followed by fiBasic.0

Figure 32: Basic Sett ings

Basic Wireless Settings

This section allows you to configure basic wireless features such as SSID
settings as well as HT Physical Mode settings.

Wireless Network

Wireless Qn/Off

Neteork Mode \11h/g.’n mixed mode v ‘
Netwark Name (SSID) LevelOne | Hide O
Multiple SSID 1 | | Hide O
Broadcast Network Name (SSID) | & Enable O Disahle

AP |solation O Enable ® Disable

MBSSID AP Isolation O Enable ® Disable

BSSID 00:22:20:62.EA:3A

Frequency (Channel) AutoSelect v

The followin g items are displayed on this page:
Wireless On/ Off & Enables or Disable the radio. (Default : Enable)

Network Mode & Defines the radio operatin g mode. (Default: 11g/n
Mixed)

11b / g mi xed: Both 802 .11b and 802.11g clients can communi cate
wit h the Wireless Router (up to 108 Mbps), but data transmission
rates may be slowed to compen sate for 802 .11b clients. Any

802 .11 n clients will also be able to communi cate with the Wireless
Router, but they will be limi ted to 802 .11¢g protocols and data
transmission rates.

11b only: All 802 .11b, 802.11g, and 802 .11n clients will be able to
commu nicate wit h the Wireless Router, but the 802.11g and

802 .11 n clients will be limite d to 802 .11b protocols and data
transmission rates (up to 11 Mbps).

11g only: Both 802.11g and 802 .11n clients will be able to
commu nicate wit h the Wireless Router, but the 802 .11n clients will
be limite d to 802.11g protocols and dat a transmission rates (up to
54 Mbps). Any 802 .11b clients will not be able to communi cate with
the Wireless Router.
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11n only: Only 802 .11n clients will be able to communicate with
the Wireless Router (up to 150 Mbps).

11g / n mi xed: Both 802.119g and 802 .11n clients can comm unicate
wit h the Wireless Router (up to 150 Mbps), but data transmission
rates may be slowed to compen sate for 802 .11g clients.

11b / g/n Mixed: All 802 .11b/g /n clients can communicate wit h the
Wireless Router (up to 150 Mbps), but data transmission rates may
be slowed to compe nsate for 802 .11b/g clients.

Netwo rk Name (SSID) 8 The name of the wireless network service
provided by the Wireless Router. Clients that want to connect to the
netwo rk mu st set their SSID to the same as that of the Wireless Route r.
(Default: ALevelOneod ;Range: 1-32 characters)

Multiple SSID1 0 One additional VAP inte rface supp orted on the
device. (Default : no nam e configured; Range: 1-32 characters)

Broadc ast Network Name (SSID) & By default, the Wireless Router
always broadcasts the SSID in its beacon signal. Disabling the SSID
broadcast increases security of the network because wireless clients
need to already know the SSID before att empti ng to connect. When set
to disable, the Netwo rk Nam e SSID, and SSID1 are aut omati cally set to
fiHide .0 (D efault: Enabled)

AP Isolation 8 The Wireless Router will isolate commu nincation
betwee n all clients in order to protect them. Normall y for users who are
at hotspots. (Default: Disabled)

MBSSID AP Isolation & The Wireless Route r will isolate wireless
clients from different SSID.

BSSID & The identifier (MAC address) of the Wireless Router in the
Basic Service Set (BSS) netw ork.

Freque ncy (Channel) 8 The radio channel that the Wireless Router
uses to comm unicate with wireless clients. When mu ltiple access points
are deployed in the same area, set the channel on neig hboring access
points at least five channels apart to avoid interference wit h each other.
For example , you can deploy up to three access pointsin the same area
using channels 1, 6, 11. Note that wireless clients aut omatically set the
channel to the same as that used by the Wireless Router to which it is
linked. Selectin g Auto Select enabl es the Wireless Router to
automatically select an unoccupied radio channel. (Default: AutoSelect)
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HT PHYSICAL MODE The HT Physical Mode section on the Wireless Setti ngs Advanced page
SETTINGS includes additi onal paramete rs for 802.11n operation.

Figure 33: HT Physical M ode Sett ings

HT Physical Mode

Channel Bandwidth ®20 20140
Guard Interval 'Long @ Auta
MCS Auta v

Reverse Direction Grant (RDG) ) Disable @ Enable

Agagregation MSDLU (A-MSDLY %) Disable () Enable

Auto Block ACK _)Disable @ Enable

Decline BA Request ! Disable (_)Enahle

]

[ Apply ] [ Cancel ]

The followin g items are displayed in this section on thi s page:

HT Channel Bandwidth 8 The Wireless Route r provides a channel
bandwidth of 40 MHz by defaul t givin g an 802 .11g connection speed of
108 Mbps (sometime s referred to as Turbo Mode) and a 802 .11n
connection speed of up to 150 Mbps. Setting the HT Chan nel Bandw idth
to 20 MHz slows connection speed for 802.11g and 802 .11n to 54 Mbps
and 74 Mbps respectively and ensures backward comp liance for slower
802.11b devi ces. (Defaul t: 20MH2z)

Guard Interval 8 The guard interval betwe en symb ols helps receivers
overcome the effects of multipat h delays. When you add a guard tim e,
the back portion of useful signal time is copied and appen ded to the
front. (De fault : Auto)

MCS & The Modu lation and Coding Schem e (MCS) is a value that
determine s the modulati on, coding and number of spatia | channe Is.
(Options: value [range] = 0~7 (1 Tx Stream), 8~ 15 (2 TxStream ), 32
and auto (33). Default: auto)

Rev erse Direction Grant (RDG) 8 When Reverse Direction Grant is
enable d, the Wireless Router can reduce the transmitt ed data packet
collision by using the reverse direction protocol. During TXOP
(Transmission Opportunity) period, the receiver could use remaini ng
transmission tim e to transmit data to a sender. The RDG imp roves
transmission performance and scalability in a wir eless environmen t.

Extension Channel 8 When 20/40MH z channel bandwid th has been
set, the extension channel option will be enabl ed. The ext ension
channel will allow you to get extra bandwidth . (Options: 2417MH z/
Channel 2, 2457MHz/Cha nnel 10. Default: AutoSelect.)
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Aggregate MSDU (A-MSDU) 8 This optio n enables Mac Servi ce Data
Unit (MSDU) aggregation. (De fault : Disable)

Auto Block ACK & Select to block ACK (Acknowledge Numb er) or not

durin g data transferrin g.

Decline BA Reque st & Select to reject peer BA-Reque st or not.

ADVANCED SETTINGS

The Advanced Setti ngs pag e includes additional parameters concerning the
wireless netw ork and Wi-Fi Multimed ia settings.

@ NOTE: There are several variables to consider when selecting a radio mode
that make it fully functional. Simp ly selecting the mod e you want is not
enough to ensure full compatib ility for that mode. Inform ation on the se
variables may be found in the HT Physcial Mode Settin g section.

ADVANCED WIRELESS The Advanced Wireless section on the Wireless Settings Advanced page
includes additi onal radio paramet ers.

Figure 34: Advanced Wireless Settings

BG Protection Mode

Beacon Interval

Fragment Threshold
FTS Threshald

TX Power
Shart Preamble
Short Slot

Tx Burst

FPacket Aggregate

Advanced Wireless

Data Beacon Rate (OTIk)

Auto ~

100 ms (range 20 - 998, default 100)
1 ms (range 1- 255, default 1)
2346 |(range 256 - 2346, default 2346)
2347 |(range 1- 2347, default 2347)

100 (range 1 - 100, default 100)
O Enable @ Disable
® Enable O Disable
®Enable O Disable
@ Enahble O Disable

The followin g items are displayed in this section on thi s page:

BG Protect ion Mode & Enables a backward compati ble protecti on
me chanism for 802 .11b clients. There are three modes: (Defaul t: Auto)
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Auto 8 The unit enab les its protection mechani sm for 802 .11b
clients when they are detected in the network . When 802 .11b
clients are not detected, the protection mechanism is disabled.

On d Forces the unit to always use protection for 802 .11b clients,
whether they are detected in the netwo rk or not. Note that enabli ng
b/ g Protection can slow throughput for 802 .11g/n clients by as
much as 50%.

Off 8 Forces the unit to never use protection for 802 .11b clients.
This prevents 802 .11b clients from connectin g to the network.

Beacon Interval 8 The rate at whic h beacon signals are transmitted
from the access point. The beacon signals allow wireless clients to
mai ntai n conta ct wit h the access point. They may also carry powe r-
manag ement informat ion. (Range: 20-999 TUs; Defau lt: 100 TUs)

Data Beacon Rate (DT IM) & The rate at which stations in sleep
mode mu st wake up to receive broad cast/mul ticast transmissions.

Known also as the Delivery Traffic Indication Map (DTIM) interval, it
indicates how often the MAC layer forward s broadcast/mu lticast traffic,
which is necessary to wake up stations that are using Power Save
mode. The default value of one beacon indi cates that the access point
wil | save all broad cast/ multi cast frame s for th e Basic Servi ce Set (BSS)
and forward the m after every beacon. Using small er DTIM int ervals
delivers broadcast/mu lIticast frames in a more time ly mann er, causing
stati ons in Power Save mode to wake up more often and drain pow er
faster. Using higher DTIM values red uces the power used by stations in
Power Save mod e, but delays th e transmission of broadcast/m ulti cast
frames. (Range: 1-255 beacons; Default: 1 beacon)

Fragme ntat ion Threshold i Configuresthe minimum packet size that
can be fragmented when passing through the access point.

Fragmen tation of the PDUs (Packag e Data Unit) can increase the

reliab ility of transmissions because it increases the probabili ty of a
successful transmission due to smaller frame size. If there is significant
interference present, or collisions due to high netwo rk utiliza tion, try
setting the fragment size to send smaller fragment s. This will speed up
the retransmis sion of smaller frames. However, it is more efficient to
set the fragmen t size larger if very litt le or no interference is present
because it requires overhead to send multiple frames. (Range: 256 -
2346 bytes; Default : 234 6 byt es)

RTS Thr eshold & Setsthe packet size threshold at which a Request to
Send (RTS) signal must be sent to a receiving station prior to the
sending station starting comm unications. The access point sends RTS
frame s to a receivin g stati on to negotia te the sending of a dat a frame.
After receiving an RTS frame, the station sends a CTS (clear to send)
frame to notify the sending station that it can start sending data.

If the RTS threshold is set to 0, the access point always sends RTS

signal s. If set to 2347, the access point never sends RTS signals. If set
to any other value, and the packet size equal s or exceeds the RTS

T 68 1



CHAPTER 7 | Wireless Configuration
Advanced Settings

threshold, the RTS/CTS (Request to Send / Clear to Send) mechanism
will be enabl ed.

The access points conte ndin g for the medium may not be aware of each
other. The RTS/CT S me chani sm can solve this i Hi ehdNode Problem .0
(Range: 1-2347 byte s: Default: 234 7 byte s)

Short Preamb le 8 Setsthe length of the signal preambl e that is used
at the start ofa data transmission. Use a short preambl e (96

mi croseconds) to increase data throughp ut when it is supported by all
connected 802 .11g clients. Use a long preambl e (19 2 microseconds) to
ensure all 802 .11b clients can connect to the netw ork.

(Default: Disabled)

Short Slot 8 Sets the basic unit of tim e the access point uses for
calculati ng waiting time s before data is transmitt ed. A short slot time
(9 microseconds) can increase data throughpu t on the access point, but
requires that all clients can support a short slot tim e (that is, 802.119g-
comp liant clients mu st support a short slot time). A long slot time

(20 microseconds) is required if the access point has to supp ort

802 .11b clients. (Def ault: Enabled)

TX Burst 8 A performan ce enhancement that transmit s a numb er of
data packets at the same tim e when the feature is supported by
compat ible clients. (Default : Enabled)

Packet Aggregate & A performance enhancementthat combines data
packets together when the feature is supported by compatibl e clients.
(D efault: Enabled)

WI-FI MULTIMEDIA The Wireless Router implem ents Quality of Service (QoS) using the Wi-Fi
Multimedia (WM M) standard. Using WMM, th e access point is able to
prioritize traffic and optimi ze performa nce when multi ple appli cati ons
comp ete for wireless netw ork bandwidt h at the same tim e. WMM empl oys
techniqu es that are a subset of the developing IEEE 802 .11e QoS stan dard
and it enables access points to int eroperate with both WMM-enabl ed clients
and othe r devi ces that may lack any WMM functionality.

WMM defines four access categ ories (ACs): voice, vid eo, best effort, and
background. These categories correspond to traffic priority levels and are
mapp ed to IEEE 802.1D priority tags (see Table 3). The direct mappi ng of
the four ACs to 802 .1D prioritie s is specifically inten ded to facilitate
interoperability wit h other wired netwo rk QoS policies. While the four ACs
are specified for specific types of traffic, WMM allows the priority levels to
be configured to match any netw ork-wid e QoS policy. WMM also specifies a
protocol that access points can use to communi cate the configured traffic
priority levels to QoS-enable d wireless clients.
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Table 3: WMM Access Categories

Acce ss WM M Description 802. 1D

Cate gory Designation Tags

AC_VO (AC3) Voice Highest priority, minimum delay. Time-sensitive 7, 6
data such as Vol P (Voice over IP) calls.

AC_VI (AC2) Video High priority, minimum delay. Time-sensitive 54
data such as streaming video.

AC_BE (ACO0) Best Effort Normal priority, medium delay and throughput. 0, 3
Data only affected by long delays. Data from
applications or devices that lack QoS
capabilities.

AC_BK (AC1) Background Lowest priority. Data with no delay or 2,1
throughput requirements, such as bulk data
transfers.

The Wi-Fi Multimedi a section on the Wireless Settin gs Advanced page
allows you to enable WMM and set detailed QoS parameters.

Figure 35: Wi-FiMultimedia Settings

WM ® Enable O Disable
APSD O Enahle ® Disahle
YWMM Parameters [ WMM Configuration ]

The followin g items are displayed in this section on thi s page:

WM M & Setsthe WMM operational mode on the access point. When
enable d, the QoS capabilities are adv erti sed to WMM-enable d clients in
the network. WMM mu st be supported on any device trying to
associated wit h the access point. Devices that do not support this
feature will not be allowed to associate with the access point.

(D efault: Enabled)

APSD 8 When WMM is enabled, Automati c Power Save Delivery
(APSD) can also be enabl ed. APSD is an efficient pow er managem ent
method that enables client devices sending WMM packets to enter a
low-powe r sleep state betw een receivin g and transmitt ing data.
(Default: Disabled)

WM M Param eters & Click the WMM Configu rati on butt on to set
detaile d WMM parameters.
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Figure 36: WMM Configura tion

WMM Parameters of Access Point

Aifsn CWMin | CWyMax Txop |ACM AckPolicy
AC_BE 3 | sy 83v 0 O O
AC_BK 7 | s~ v 0o | O O
AC_VI i 7] svllesa | o] O
AC_VO i s 7¢] |47 o] o

WMM Parameters of Station

Aifsn CWillin | CWWMax Txop | ACM

AC_BE 3 | 15 | [1023 v |0 | O

AC_BK 7 15 v 1023 v 0o | O

AC_VI 2 | 7~ 1% 4 | O

AC_VO 2 | 3| 7¢I | O
Apply ] [ Cancel ] l Close ]

The followin g items are displayed in the WMM Configu ration wind ow:

Al FSN (Arbitration Inte r-Frame Space) 6 The minimum amount of
wait tim e before the next data transmission attemp t. Specify the AIFS
value in the range 0-15 microseconds.

CWMi n (Minim um Conte ntion Window) & The initial upper limit of the
random backoff wait time before wireless med ium access can be

att empte d. The initial wait time is a random value between zero and
the CWMin value. Specify the CWMin value in the range 0-15

mi croseconds. Note that the CWMin value must be equal or less than
the CWMax value.

CWMa x (Maximu m Contention Window) 8 The maximum uppe r limit
of the random backoff wait tim e before wireless mediu m access can be
att empte d. The contenti on wind ow is doubled after each dete cted
collision up to the CWMax value. Specify the CWMax value in the range
0-15 microseconds. Note that the CWMax value must be greater or
equal to the CWMin value.

Txop (Transmit Opportunity Limit) 8 The maximum time an AC
transmit queue has access to the wireless medi um. When an AC queue
is grante d a transmit opportunity, it can transmit data for a tim e up to
the TxOpLimit. This data burstin g greatly imp roves th e efficiency for
high data -rate traffi c. Specify a value in the range 0-65535
microseconds.
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ACM & The admission control mode for the access categ ory. When
enabled, clients are blocked from using th e access category.
(Default: Disabled)

AckPolicy 8 By default, all wireless data transmissions require the
sender to wait for an acknowl edgement from the receiver. WMM allows
the acknowl edgemen t wait time to be tur ned off for each Access
Category (AC) 0-3. Althoug h this increases dat a through put, it can also
result in a high numbe r of errors when traffic levels are heavy.

(D efault: Acknowledg e)

MULTICAST-TO- The Multicast-to-Unicast Converte r section on the Wireless Settings
UNICAST CONVERTER Advanced page allows you to enable mult icast traffic conversion.

Convertin g multi cast traffic to unicast before sending to wir eless clients
allows a longer DTIM (Data Beacon Rate) interval to be set. A longer DTIM
interval prevents clients in power-save mode having to activate their radios
to receive the multi cast data, which saves batt ery life.

Figure 37: Multicast-to-Unicast Converter

Multicast-to-Unicast Converter

Multicast-to-Unicast (O Enable & Disable

[ Apply I l Cancel l

The followin g items are displayed in this section on thi s page:
Mu lticast-to -Unicast & Enables mul ticast traffic streams to be

converted to unicast traffic before delivery to wir eless clients.
(Default: Disabled)
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WLAN SECURITY

The Wireless Routeré wireless int erface is configured by default as an

fi pen system ,0 which broadcasts a beacon signal including the configured
SSID. Wireless clients with a configured SSID of fFAN Y @&an read the SSID
from the beacon, and aut omati cally set their SSID to allow imm ediate
connection to the wireless netw ork.

To imp lemen t wireless netwo rk security, you have to empl oy one or both of
the following functions:

Authe ntication 0 It must be verified that clients attem pting to
connect to the netw ork are auth orized users.

Traff ic Encrypt ion 8 Data passing betwe en the unit and clients mu st
be protected from interception and eavesdropping.

The Wireless Router supports supports ten different security mechanisms
that provide various level s of auth enti cation and encrypti on depending on
the requiremen ts of the netwo rk.

The Wireless Router supports two SSID int erfaces. Each SSID interface
functions as a separate access point, and can be configured wit h its own
security settin gs.

Click on fiwWireless Sett ings,0 followed by fiBasica

Figure 38: Security Mode Options

Wireless Security and Encryption Settings

The Wireless Security and Encryption Settings page allows you to make detailed
security configurations to prevent unauthorized access and monitoring.

SSID Chaice LevelOne v
Security Mode Disable i
OPEN
‘ WEP-AUTO
Policy WPA
: WPA-PSK
Add a station MAC
a slation WPA?2
WPA2-PSK
Apply WPA-PSK_WPA2-PSK
WPA1_WPA2
802.1X
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The supp orted security mechanisms and the ir configuration paramet ers are
described in th e followi ng sections:

OPEN, SHARED , WEP -AUTO 8 See fi Wed Equivalent Privacy (WEP) «
on page 74

WP A-PSK, WPA2 -PSK, WPA -PSK_WPA2 -PSK & See fi VPA Pre-
Shared Keyo on page 75

WP A, WPA2 , WPAL W PA2 0 See it VWA Enterprise Modeo on
page 76

802 .1X 0 Seen IHE802.1X and RADI| U&dage 78

WIRED EQUIVALENT WEP provides a basic level of security, preventing unauth orized access to
PRrivacy (WEP) the netwo rk, and encryptin g data transmitt ed betwee n wir eless clients and
an access point. WEP uses static shared keys (fixed-length hexadecimal or
alphanum eric strings) that are manual ly distributed to all clients that want
to use the network.

When you select to use WEP, be sure to define at least one static WEP key
for user auth enti cation or data encryptio n. Also, be sure that the WEP
shared keys are the same for each client in the wireless network.

Figure 39: Sec urity Mode - WEP

Security Mode OPENM »
Encrypt Type v
Default Key Key 1+
WEP Key 1: Hex v
WEP Key 2: Hex v
WEP Keys
WEF Key 3 : Hex
WEP Key 4 : Hex

The followin g items are displayed in this section on thi s page:

Security Mode & Configures the WEP security mod e used by clients.
When using WEP, be sure to define at least one static WEP key for the
Wireless Router and all its clients. (Defaul t: Disable)

OPEN 0 Open-system authentication accepts any client attempti ng to
connect the Wireless Router without verifying its identity. In this mode
the default data encryption type is AWEPRO

SHARED & The shared-key security uses a WEP key to authenticate
clients connecting to the netwo rk and for data encryption.
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WEP -AUTO 6 Allows wireless clients to connect to the netwo rk using
Open-WEP (uses WEP for encryption only) or Shared-WEP (uses WEP
for authe ntication and encrypti on).

Encrypt Type 0 Selects WEP for data encrypt ion (OPEN mode only).

Def ault Key d Selects the WEP key numb er to use for authentication
or data encryption. If wireless clients have all four WEP keys configur ed
to the same values, you can chang e the encrypt ion key to any of the
setting s without having to updat e the client keys. (De fault : 1;

Range: 1~4)

WEP Keys 1 ~ 4 8 Sets WEP key values. The user must fir st select
ASCII or hexadecimal keys. Each WEP key has an index num ber. Enter
key values that mat ch the key typ e and lengt h settings. Enter 5
alphanum eric characters or 10 hexade cimal digit s for 64-bit keys, or
enter 13 alphanum eric characters or 26 hexade cimal digit s for 128 -bit
keys. (Default : Hex, no preset value)

WPA PRE-SHARED Wi-Fi Protected Access (WPA) was introd uced as an interim solution for the
Key vulnerability of WEP pending the adopti on of a more robust wir eless
security standard. WPA2 include s the comp lete wireless security standard,
but also offers backward compatibili ty with WPA. Both WPA and WPA2
provide an fienterprised and i preonal ® mod e of operation.

For small home or office netwo rks, WPA and WPA2 provide a simple

fi preonald operatin g mod e that uses just a pre-shared key for netwo rk
access. The WPA Pre-Shared Key (WPA-PSK) mode uses a comm on
password phrase for user auth enti cation that is man ually entered on the
access point and all wireless clients. Data encryption keys are

automati cally generated by the access point and distributed to all clients
connected to the network.

Figure 40: Sec urity Mode - WPA-PSK

Security Mode WPA-PSK hd
WPA Algarithms OTKIP (AES (I TKIPAES

Pass Phrase

Key Renewal Interval 3600 |seconds

The followin g items are displayed in this section on thi s page:

Security Mode & Configuresthe WPA-PSK and WPA2-PSK security modes
used by clients. When using WPA-PSK or WPA2-PSK, be sure to define the
shared key for the Wireless Router and all its clients. (Default: Disable)

WP A-PSK 6 Clients using WPA with a Pre-shared Key are accepted for
authentication. The default data encryption type for WPA is TKIP.
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WP A2-PSK d Clients using WPA2 with a Pre-shared Key are accepted
for authe ntication. The default data encrypti on typ e for WPA is AES.

WP A-PSK_WPA2 -PSK d Clients using WPA or WPA2 with a Pre-
shared Key are accept ed for aut hentication. The default data encrypti on
type is TKIP/AES.

WP A Algorithms d Selects the data encrypti on type to use. (De fault
is determi ned by the Security Mode selected.)

TKIP & Uses Tempo ral Key Int egrity Protocol (TKIP) keys for
encryptio n. WPA specifies TKIP as the data encrypti on met hod to
replace WEP. TKIP avoids the problems of WEP stati ¢ key s by
dynami cally changing data encryption keys.

AES 0 Uses Advanced Encrypti on Standa rd (AES) keys for
encryptio n. WPA2 uses AES Counter-Mode encryption with Cipher
Block Chaini ng Message Authe ntication Code (CBC-MAC) for

me ssage integrity. The AES Counte r-Mode/C BCMAC Protocol (AES-
CCMP) provides extremely robust data confid ential ity using a 128 -
bit key. Use of AES-CCMP encryption is specified as a standard
requirem ent for WPA2. Before implem enting WPA2 in the netwo rk,
be sure client devices are upgraded to WPA2-complian t hardware.

TKIP/ AES 8 Uses either TKIP or AES keys for encrypti on. WPA and
WPA2 mixed modes allow both WPA and WPAZ2 client s to associate
to a common SSID. In mixed mode, the unicast encryption type
(TKIP or AES) is negotiated for each client.

Pass Phrase 8 The WPA Preshared Key can be input as an ASCII
string (an easy-to-rememb er form of letters and numb ers that can
include spaces) or Hexadecimal format. (Range: 8~63 ASCII
characters, or exactly 64 Hexade cimal digit s)

Key Renewal Inte rval 8 Setsthe time period for automati cally
chang ing dat a encrypti on keys and redistrib uting them to all connected
clients. (Defaul t: 3600 seconds)

WPA ENTERPRISE Wi-Fi Protected Access (W PA) was introd uced as an interim solution for the
Mopg Vvul nerability of WEP pending the adoption of a more robust wir eless
security standard. WPA2 include s the comp lete wireless security standard,
but also offers backward com patibili ty with WPA. Both WPA and WPA2
provide an fienterprisedand fi prsonal 0 mod e of operation.

For enterprise deployment, WPA and WPA2 use |IEEE 802 .1X for user
authentication and require a RADIU S authentication server to be
configured on the wired network . Data encryption keys are automat ically
generated and distributed to all clients connected to the netwo rk.
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Figure 41: Security Mode - WPA

Security Mode

weaz 19

WPA Algorithms (DTKIP (D AES (O TKIPAES

Key Renewal Interval 3600 |seconds
PK Cache Period minute

Fre-Authentication @ Dizable () Enable

IP Address |

Port 1812

Shared Secret

Session Timeout

L E

Idle Timeaout

The followin g items are displayed in this section on thi s page:

Security Mode 8 Configuresthe WPA and WPA2 security modes used by
clients. When using WPA or WPA2, be sure there is a RADIUS server in the
connected wired network, and that the RADIU S setti ngs are configur ed.
See il EEE 802 .1X and RADIUSO on page 78 for more information.
(Default: Disable)

WP A 6 Clients using WPA wit h an 802 .1X auth enti cation meth od are

accepte d for authe ntication. The default data encrypti on typ e for WPA
is TKIP.

WP A2 0 Clients using WPA2 wit h an 802 .1X auth enti cation method

are accepted for auth enti cation. The default data encrypt ion type for
WPA is AES.

WP A1 _WPA 2 d Clients using WPA or WPA2 with an 802 .1X
authentication method are accepted for auth entication. The default
data encryption type is TKIP/AE S.

WP A Algorithms 0 Selects the data encrypti on type to use. (De fault
is det ermi ned by the Security Mode selected.)

TKIP & Uses Tempo ral Key Int egrity Protocol (TKIP) keys for
encryptio n. WPA specifies TKIP as the data encrypti on met hod to
replace WEP. TKIP avoids the problems of WEP stati ¢ key s by
dynami cally changing data encryption keys.

AES & Uses Advanced Encrypti on Standa rd (AES) keys for

encryptio n. WPA2 uses AES Counter-Mode encryption with Cipher
Block Chaini ng Message Authe ntication Code (CBC-MAC) for
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me ssage int egrity. The AES Counte r-Mod e/C BCMAC Protocol (AES-
CCMP) provides extremely robust data confid ential ity using a 128 -
bit key. Use of AES-CCMP encryption is specified as a standard

requirem ent for WPA2. Before implem enting WPA2 in the netwo rk,
be sure client devices are upgraded to WPA2-complian t hardware.

TKIP/ AES & Uses either TKIP or AES keys for encryption. WPA and
WPA2 mixed modes allow both WPA and WPA2 clients to associate
to a common SSID. In mixed mode, the unicast encryption type
(TKIP or AES) is negotiated for each client.

Key Renewal Inte rval 8 Setsthe time period for automati cally
chang ing data encrypti on keys and redistrib utin g them to all connected
clients. (Defaul t: 3600 seconds)

PMK Cache Period 8 WPA2 provides fast roaming for auth enti cated
clients by retaini ng key s and oth er security informati on in a cache, so
that if a client roams away from an access point and then returns
reaut hentication is not required. This paramet er sets the tim e for
deleting the cached WPA2 Pairwise Master Key (PMK) security
informati on. (Def ault: 10 minu tes)

Pre-Aut hent ication 8 When using WPA2, pre-auth enti cation can be
enabled that allows clients to roam to another access point and be
quickly associated wit hout performin g full 802 .1X authe ntication.

(D efault: Disabled)

IEEE 802 .1X is a stan dard framework for networ k access control that uses
a central RADIU S server for user auth enti cation. This control featu re
prevent s unauth orized access to the netwo rk by requiring an 802 .1X client
application to submit user credential s for authentication. The 802 .1X
standa rd uses the Exten sible Authentication Protocol (EAP) to pass user
credentials (either digital certificates, user name s and passwords, or other)
from the client to the RADIU S server. Client authe ntication is then verified
on the RADIU S server before the client can access the netw ork.

Remot e Auth enti cation Dial -in User Servi ce (RADIUS ) is an aut hentication
protocol that uses software running on a central server to control access to
RADIUS -aware devi ces on the netw ork. An authe nticatio n server contains a
databa se of user credentials for each user that requires access to the
netwo rk.

The WPA and WPA2 enterprise security modes use 802.1X as the method of
user aut hentication. IEEE 802.1X can also be enabled on its own as a
security mode for user auth entication. When 802.1X is used, a RADIUS
server must be configured and be available on the connected wired netw ork.

NOTE: This guide assum es that you have already configu red RADIUS
server(s) to support the access point. Configuration of RADIUS server
software is beyond the scope of this guide, refer to the documen tation
provided wit h the RADIUS server software.
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Figure 42: Security Mode - 802. 1X
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The followin g items are displayed in this section on thi s page:

Security Mode 8 Configu res the 802.1X security mode used by clients.
When using 802 .1X, either with WPA/W PA2 or on its own, be sure there is
a configured RADIUS server in the conne cted wired netwo rk.

(Default: Disable)

802 .1X WEP : Selects WEP keys for data encrypti on. When enabled, WEP
encryptio n keys are aut omatically generated by the RADIUS server and
distribut ed to all connected clients. (De fault: Disabled)

RADI US Serv er 8 Configures RADIU S server setti ngs.
I P Address 8 Specifies the IP address of the RADIUS server.

Port 8 The User Datagram Protocol (UDP) port num ber used by the
RADIU S server for authe ntication messages. (Range: 1024 -65535;
Defaul t: 1812)

Shared Secret & A shared text string used to encrypt messages
betwee n the access point and the RADIU S server. Be sure that the
same text string is specified on the RADIUS server. Do not use blank
spaces in the string. (Maximum length: 20 characters)

Session Timeo ut & Numb er of seconds the access point waits for a
reply from the RADIUS server before resending a request. (Range: 1-
60 seconds; Default: 0)

Idle Timeout & Setsthe maximu m tim e (in seconds) of client
inactivity befor e a session is termi nated.
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ACCESS PoLICY The Wireless Router provides a MAC addr ess filte ring facility. The access
policy can be set to allow or reject specific station MAC addresses. This
feature can be used to connect known wir eless devices that may not be
able to support the configured security mod e.

Figure 43: Acce ss Policy

Access Policy

Folicy Allow v

00:11:22:33:44:55 00:22:33:44:55:66
00:55:44:33:22:11

Add a station MAC

Apply l l Cancel

The followin g items are displayed in this section on thi s page:

Access Policy 8 The access policy can be set to allow or reject specific
station MAC addresses.

Add a station MAC & Enter the MAC address of the stati on that you
want to filter. MAC addr esses mu st be entered in the format
XX T XX XX T XX XX XX

WIRELESS DISTRIBUTION SYSTEM (WDS)

The radio interface can be configu red to operate in a mode that allows it to
forward traffic directly to other Wireless Router units. This feature can be
used to exten d the range of the wireless netw ork to reach remot e clients,
or to link disconnected network segmen ts to an Internet connection.

To set up links betwee n units, you must configur e the Wireless Distribut ion
System (WDS) forwardi ng table by specifying the wir eless MAC address of
all units to which you want to forward traffic.

@ NoOTE: All units in a WDS wir eless netwo rk mu st be configu red wit h the
same SSID and use the same radio channel. Also each WDS link mu st be
configured with the same encrypti on key on both units in the link.

Up to four WDS links can be specified for each unit in the WDS netw ork.
The following figures illustrate an exampl e WDS netw ork. Figure 44 shows
the manua | set up of MAC addresses for units in the WDS netwo rk.

Figure 45 shows th e basic configuration required on each unit in the WDS
netwo rk.
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Figure 44: Manual WDS MAC Add ress Configuration
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Figure 45: WDS Configuration Example
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LAN IP Address: 192.168.0.3
A WDS link between two units can be configured in any of the following
Operati on Mode combi natio ns:
1. Both unitsin alink are configured as Router Mode.

2. One unit in a link is configu red in Route r Mode and the other in Bridge
Mode.

3. Both unitsin a link are configured as Bridge Mode.

When two or more units in the WDS netwo rk are set to Router Mode, be
sure to check these setting s:

Be sure each unit is configured with a different LAN IP addr ess.
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Be sure that only one unit has an Internet access on its WAN port.

Be sure the DHCP server is enable d only on one unit. When one unit is
providing Int ernet access, enable the DHCP server on that unit.

@ NOTE: When using WDS Lazy mode in the netw ork, at least one unit must
be set to Bridge or Repeater mode.

Figure 46: WDS Configuration

Wireless Distribution System (WD3)
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The WDS setting s configure WDS related paramet ers. Up to four MAC
addresses can be specified for each unit in the WDS netwo rk. WDS links
may eithe r be manual ly configured (Bridge and Repeate r modes) or auto-
discovered (Lazy mode).

The followin g items are displayed on this page:

WDS Mode & Selectsthe WDS mode of the SSID. (Options: Disable,
Lazy, Bridge, Repeater. Default: Disable)

Disable: WDS is disabled.

Lazy: Operates in an automat ic mod e that detects and learns WDS
peer addresses from received WDS packets, witho ut the need to
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configure a WDS MAC list entry. This feature allow s the Wireless
Router to associate with other Wireless Routers in the network and
use their WDS MAC list. Lazy mode requires one other Wireless
Router withi n the wir eless netwo rk that is configured in Bridge or
Repeat er mod e, and has a configured MAC addr ess list.

Brid ge: Operates as a stan dard bridge that forwards traffic

betwee n WDS link s (links that connect to other units in Repeater or
Lazy mode). The MAC addresses of WDS peers must be configured
on the Wireless Router.

Rep eater: Operates as a wireless repeat er, ext ending the range for
remo te wir eless clients and connecting them to an AP connected to
the wir ed netwo rk. The MAC addresses of WDS peers mu st be
configured on the Wireless Router.

Phy sical & The radio media coding used on all WDS links. CCK
correspondsto 11b, OFDM correspondsto 11g, and HTMIX corresponds
to 11n.

Encryption Type & The data encryption used on the WDS link. Be
sure that both ends ofa WDS link are configured wit h the same
encryptio n type and key. (Options: None, WEP, TKIP, AES.

Default: None)

Encryption Key 8 The encryption key for the WDS link. The key type
and lengt h varies depending on the encrypti on typ e selected. For WEP,
enter 5 alphanum eric characters or 10 hexade cimal digit s for 64 -bit
keys, or 13 alphanumeric characters or 26 hexadecimal digits for 128 -
bit keys. For TKIP or AES, enter a password key phrase of betwe en 8 to
63 ASCII characters, which can include spaces, or specify exactly 64
hexadecimal digits.

AP MAC Address 8 The MAC addre ss of the other Wireless Router in
the WDS link.

Wi-FI PROTECTED SETUP (WPS)

Wi-Fi Protected Setup (WPS) is designed to ease instal lation and activation
of security features in wireless networks. WPS has two basic modes of
operati on, Push-butt on Configuration (PBC) and Personal Id enti fication
Numb er (PIN). The WPS PIN setu p is optional to the PBC setup and
provides more security. The WPS butto n on the Wireless Router can be
pressed at any tim e to allow a single devi ce to easily join the netwo rk.

The WPS Setti ngs pag e includes configurati on options for setting WPS
device PIN codes and activating the virtual WPS but ton.

Click on fAwireless Settings,0 followed by AWPSa
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Figure 47: Enabling WPS

Wi-Fi Protected Setup

Wyi-Fi Protected Setup, or WS, is an easy way of securely connecting to
the system. Both PIM and PEC methods are availahle.

if you have enabled WEP and wish to enable YWPS as well, WEP settings
will automatically be changed to VWRA.

wes Disable .

The followin g items are displayed on this page:

WP S 8 Enables WPS, locks security settings, and refreshes WPS
configuration inform ation. (Default: Disabled)

Figure 48: WP S Configuration
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The followin g items are displayed on this page:
WPS Summa ry & Provides detai led WPS statistical informat ion.

WPS Current Status 0 Displays if there is currently any WPS traffic
connectin g to the Wireless Route r. (Options: Start WSC Process; Idle)

WPS Conf igured 8 State s if WPS for wireless clients has been
configured for this device.

WPS SSID 8 The service set identifier for the unit.

WP S Auth Mode & The method of aut hentication used.

WPS Encryp Type 0 The encrypti on typ e used for the unit.
WPS Defau It Key Index & Displays the WEP default key (1~4).

WPS Key (ASCII) 0 Displays the WPS security key (ASCIIl) which can
be used to ensure the security of the wireless network.

AP PIN 0 Displaysthe PIN Code for the Wireless Router. The default is
exclusive for each unit. (Default : 64824901)

Reset WPS to Defau It 8 Resets the WPS setti ngs to factory default
values.

WP S Conf ig 8 Configures WPS settings for the Wireless Router.

WPS Mode 8 Selects between methods of broadcasting the WPS
beacon to networ k clients wantin g to join the netwo rk:

PIN: The Wireless Router, along with other WPS devices, such as
notebook PCs, cameras, or phones, all come with their own eight-
digit PIN code. When one devi ce, the WPS enrollee, sends a PIN
code to the Wireless Router, it becomes the WPS registrar. After
configuring PIN-Code informa tion you mu st press fiApplyoto send
the beacon, after which you have up to two min utes to activate WPS
on devices that need to join the netwo rk.

PBC: This has the same effect as pressing the physical WPS button
that is located on the front of the Wireless Router. After checking
this optio n and clickin g fApply 0 you have up to two minute s to
activate WPS on devices that need to join the netw ork.
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STATION LIST

Displays th e stati on info rmatio n which associated to this Wireless Router.

Figure 49: Station List

Station List

|This section allows you to view the stations that have associated with this device.

Wireless Network
| MAC Address Aid |PSH | MimoPS mCs|Bw sGI STBC
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FIREWALL CONFIGURATION

The Wireless Router provides ext ensive firewall protection by restricting
connection paramete rsto limit the risk of intrusion and defendin g against a
wide array of common hacker attacks.

Firewall Configuratio n contain s th e fol lowin g sections:

i MA C/ RoR Filteringdon page 87

fi \ftual Server Settings (Port Forwardi ng) o on page 90

=1}

D Mo on page 91
fiSystem Securit y an page 92

fi Critent Filteringdon page 93

MAC/IP/PORT FILTERING

MACI/IP/ Port filtering restricts connection parameters to limit the risk of
intrusion and defends again st a wide array of commo n hacker atta cks.
MACI/IP/ Port filtering allow s the unit to permit, deny or proxy traffic
through its MAC addr esses, |P addr esses and ports.

The Wireless Router allow s you define a sequential list of perm it or deny
filtering rules (up to 32) . This devi ce tests ingress packets against th e filter
rules one by one. A packet will be accepted as soon as it mat ches a permit
rule, or dropped as soon as it mat ches a deny rule. If no rules mat ch, the
packet is either accepted or dropped depending on the default policy
setting.
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Figure 50: MAC/ IP/ Port Filtering

The followin g items are displayed on this page:

MAC/ I P/Po rt Filtering 8 Enables or disables MAC/IP/ Port Filte ring.
(Default: Disable)

Defau It Policy 8 When MAC/IP/ Port Filtering is enabled , the default
policy will be enabl ed. If you set the defaul t policy to i Dapped g all
incomin g packets that dond@ mat ch the rules will be dropped . If the
policy is set to "Accepted," all incoming packets that don't mat ch the
rules are accepted . (De fault: Dropped)

MAC Address 0 Specifiesthe MAC address to block or allow traffic
from.
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