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FEDERAL COMMUNICATION COMMISSION INTERFERENCE STATEMENT 

Thi s equ ipmen t  has bee n teste d and found to compl y wi th th e lim its for  a 

Class B digita l device, pu rsuant  to Part  15 of the FCC Rules. These limits 
are design ed to pro vide reasonabl e prot ect ion agai nst  harm ful int erference 
in a resident ial  installati on. This equipmen t  generates, uses and can 
radiat e radio freque ncy energ y and , if no t  installed and used in accordan ce 
wit h the inst ruct ions, m ay cause harm ful inte rference to radio 
commu nicat ions. This t ransmitt er  mu st  no t  be co- locate d or ope rat ing in 
conjun cti on wit h any oth er ant enn a or t ransmi t te r. However, ther e is no 
guarante e that  inte rfere nce wil l not  occur in a part icular installati on. I f this 
equipm ent  does cause harm ful in ter ference to radio or tel evision recepti on, 
wh ich can  be det ermi ned by tur ning th e equipm ent  off  and on, the user is 
encourage d to tr y t o correct  th e inte rference by one of th e following 
m easures:  

 Reorien t  or relocate th e receivi ng anten na 

 In crease the separati on betwe en th e equipm ent  and receiver  

 Connect  th e equipm ent  in to an ou t let  on a circui t  differen t  from  tha t  to  

which the receiver is conn ected 

 Consult  th e deale r or an expe rienced radio/ TV techni cian for  help  

Thi s device compli es wit h Part  15 of the FCC Rules. Operatio n is sub ject  to  

the following tw o cond itio ns:  (1 )  Thi s devi ce ma y no t  cause harm ful 
inte rference, and (2 )  this device mu st  accept  any int erference receiv ed, 
includin g interf erence that  m ay cause un desir ed operati on.  

FCC Cau t ion :  Any changes or m odif icat ions not  expr essly  approved  by th e 

part y responsible for com plian ce coul d void the user's auth ority t o operate 
this equipme nt.  

IEEE 802.11b  or 802.11g  operat ion  of th is pr odu ct  in th e U.S.A. is 

fi rmw are - limit ed to channels 1 thr oug h 11.  

IMPORTANT NOTE: 
FCC RADIATION EXPOSURE STATEMENT 

Thi s equipm ent  complie s wi th FCC radiatio n exp osure limit s set  fo r th for an 

uncont rolled envir onme nt . Thi s equ ipmen t  shoul d be install ed and 
operat ed wi th m inimu m  distanc e 20 cm  between the radiat or and your 
body. 

ï  3 ï 

  
 

COMPLIANCES 
 



IC STATEMENT 

This  Class B dig ital  appa ratus  comp lies wi th Canadian  ICES-003.  

Operati on is sub ject  to th e fol lowin g tw o conditi ons:  (1 )  thi s devi ce may  

not  cause inte rference, and (2 )  this device mu st  accept  any int erference, 
includin g interf erence that  m ay cause un desir ed operati on of th e device. 

Cet  appa rei l numé riqu e de la classe B conform e á la norm e NMB-00 3 du  

Canada.  

The devi ce could aut om at ically  discontin ue t ran smi ssion in case of absence 

of inf ormati on to t ransmit , or operati onal  failure. Note th at  th is is n ot 
inten ded to prohi bit  t ransmi ssion of contr ol or  signal ing info rmatio n or the 
use of repet itiv e codes wh ere requ ired by th e techno logy. 

IMPORTANT NOTE: 
IC RADIATION EXPOSURE STATEMENT: 

Thi s equip ment  compl ies wit h IC RSS-10 2 radiatio n exposur e limit s set  forth 

for  an uncont rolled environm ent . This equipment  should  be installed and 
operate d wi th minimum  di sta nce 20 cm  betw een  the radia tor and your body. 

TAIWAN NCC 
 

 

 ̡  
̡ ̢ 

 

  
̢  

̢ ̡ ̢ 

EC CONFORMANCE DECLARATION 

Markin g by th e above  symb ol indi cate s complian ce wit h the Essential  

Requi reme nts of th e R&TTE Di rectiv e of the European Uni on (1999/5/ EC). 
Thi s equ ipmen t  me ets the followin g conformanc e sta ndard s:  

 EN 60950 -1:  2006  (IEC  60950 -1)  ð Product  Safe ty 

 EN 55022:2006  +  A1:2007,  Class B ð ITE EMC 

 EN 55024:1998  +  A1:2001  + A2:2003  ð I TE EMC 

 EN 30 0 32 8 V1.7.1  (2006 -10 )  ð Technical  requi rem ent s fo r 2.4 GHz 

radio equ ipm ent  

 EN 30 1 489 -1 V1.8.1  (2008 -04 )  ð EMC requ irem ent s for radio  

equ ipm ent  

 EN 30 1 489 -17 V1.3.2  (2008 -04 )  ð EMC requirem ent s for radio  

equ ipm ent  

 5038 5 (2002 )  ð Coun t ry-specifi c SAR requ irem ents  
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Thi s devi ce is intend ed for use in th e followi ng Europea n Communi ty and  

EFTA coun t rie s:  

 Austr ia  

 Denm ark  

 Gre ece 

 Lat v ia 

 Norway  

 Slovenia 

 Belgium  

 Estonia  

 Hun gary  

 Lit huan ia 

 Poland 

 Spain  

 Bulgar ia 

 Finland  

 Ic eland 

 Luxe mb ourg 

 Port ugal 

 Sweden 

 Cyprus 

 France 

 I reland  

 Malta 

 Rom ania 

 Swi tzer land 

 Czech Republic 

 Germ any 

 Italy  

 Nether lands 

 Slovakia  

 Unit ed Kingdom 

NOTE:  The user mu st  use th e configuratio n utili ty pro vide d wit h this 

product  to ensur e the chann els of operatio n are in conforman ce wi th the 
spectr um  usage rul es for Eur opea n Comm uni ty countri es as described 
below. 

 Thi s devi ce will aut om at ically  lim it  the all owab le channels det ermi ned 

by the cur ren t  count ry of operat ion. In correctl y ente ring the countr y of 
operati on ma y re sult  in ille gal operati on and ma y cause harmful 
inte rference to other system s. The user is obligated to ensure th e 
device is operati ng accordin g to th e chann el limita t ion s, ind oor/ou tdoor 
restri cti ons and license requir emen ts for each Euro pean  Commu nity 
countr y as describ ed in thi s docume nt .  

DECLARATION OF CONFORMITY IN LANGUAGES OF THE EUROPEAN 

COMMUNITY 
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Czech 

Ļesky 

Manufacturer tímto prohlaġuje, ģe tento Radio LAN device je ve shodŊ se základními 

poģadavky a dalġími pŚísluġnými ustanoveními smŊrnice 1999/5/ES. 

Estonian 

Eesti 

Käesolevaga kinnitab Manufacturer seadme Radio LAN device vastavust direktiivi 1999/ 

5/EÜ põhinõuetele ja nimetatud direktiivist tulenevatele teistele asjakohastele sätetele. 

English 

 
Hereby, Manufacturer, declares that this Radio LAN device is in compliance with the 

essential requirements and other relevant provisions of Directive 1999/5/EC. 

Finnish 

Suomi 

 

Valmistaja Manufacturer vakuuttaa täten että Radio LAN device tyyppinen laite on 

direktiivin 1999/5/EY oleellisten vaatimusten ja sitä koskevien direktiivin muiden ehtojen 

mukainen. 

Dutch 

Nederlands 

 

Hierbij verklaart Manufacturer dat het toestel Radio LAN device in overeenstemming is 

met de essentiële eisen en de andere relevante bepalingen van richtlijn 1999/5/EG 

Bij deze Manufacturer dat deze Radio LAN device voldoet aan de essentiële eisen en aan 

de overige relevante bepalingen van Richtlijn 1999/5/EC. 

French 

Français 

Par la présente Manufacturer déclare que l'appareil Radio LAN device est conforme aux 

exigences essentielles et aux autres dispositions pertinentes de la directive 1999/5/CE 

Swedish 

Svenska 

 

Härmed intygar Manufacturer att denna Radio LAN device står I överensstämmelse med 

de väsentliga egenskapskrav och övriga relevanta bestämmelser som framgår av direktiv 

1999/5/EG. 

Danish 

Dansk 

Undertegnede Manufacturer erklærer herved, at følgende udstyr Radio LAN device 

overholder de væsentlige krav og øvrige relevante krav i direktiv 1999/5/EF 

COMPLIANCES 
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German 

Deutsch 

 

Hiermit erklärt Manufacturer, dass sich dieser/diese/dieses Radio LAN device in 

Ü bereinstimmung mit den grundlegenden Anforderungen und den anderen relevanten 

Vorschriften der Richtlinie 1999/5/EG befindet". (BMWi) 

Hiermit erklärt Manufacturer die Ü bereinstimmung des Gerätes Radio LAN device mit den 

grundlegenden Anforderungen und den anderen relevanten Festlegungen der Richtlinie 

1999/5/EG. (Wien) 

Greek 

Ⱥɚɚɖɜɘəɐ 

ɛŮ Űɖɜ Ŭ́ɟɞɡůŬ Manufacturer ŭɖɚɤɜŮɘ ɞŰɘ radio LAN device ůɡɛɛɞɟűɤɜŮŰŬɘ ́ ɟɞů Űɘů 

ɞɡůɘɤŭŮɘů Ŭ́ ŬɘŰɖůŮɘů əŬɘ Űɘů ɚɞɘ́Ůů ůɢŮŰɘəŮů ŭɘŬŰŬɝŮɘů Űɖů ɞŭɖɔɘŬů 1999/5/Ůə. 

Hungarian 

Magyar 

Alulírott, Manufacturer nyilatkozom, hogy a Radio LAN device megfelel a vonatkozó 

alapvetõ követelményeknek és az 1999/5/EC irányelv egyéb elõírásainak. 

Italian 

Italiano 

Con la presente Manufacturer dichiara che questo Radio LAN device è conforme ai 

requisiti essenziali ed alle altre disposizioni pertinenti stabilite dalla direttiva 

1999/5/CE. 
Latvian 

Latviski 

Ar ġo Manufacturer deklarǛ, ka Radio LAN device atbilst Direktǭvas 1999/5/EK bȊtiskajǕm 

prasǭbǕm un citiem ar to saistǭtajiem noteikumiem. 

Lithuanian 

LietuviȎ 

Ġiuo Manufacturer deklaruoja, kad ġis Radio LAN device atitinka esminius reikalavimus ir 

kitas 1999/5/EB Direktyvos nuostatas. 

Maltese 

Malti 

Hawnhekk, Manufacturer, jiddikjara li dan Radio LAN device jikkonforma mal-ǩtiǣijiet 

essenzjali u ma provvedimenti oǩrajn relevanti li hemm fid-Dirrettiva 1999/5/EC. 

Spanish 

Español 

 

Por medio de la presente Manufacturer declara que el Radio LAN device cumple con los 

requisitos esenciales y cualesquiera otras disposiciones aplicables o exigibles de la 

Directiva 1999/5/CE 

Polish 

Polski 

Niniejszym Manufacturer oŜwiadcza, Ũe Radio LAN device jest zgodny z 

zasadniczymi wymogami oraz pozostağymi stosownymi postanowieniami Dyrektywy 

1999/5/EC. 
Portuguese 

Português 

Manufacturer declara que este Radio LAN device está conforme com os requisitos 

essenciais e outras disposições da Directiva 1999/5/CE. 

Slovak 

Slovensky 

Manufacturer týmto vyhlasuje, ģe Radio LAN device spŌŔa základné poģiadavky a vġetky 

prísluġné ustanovenia Smernice 1999/5/ES. 

Slovenian 

Slovensko 

Manufacturer izjavlja, da je ta radio LAN device v skladu z bistvenimi zahtevami in ostalimi 

relevantnimi doloļili direktive 1999/5/ES. 

COMPLIANCES 

 



PURPOSE This  guide  gives  specif ic info rmatio n on how to instal l th e Wir eless Router  

and its physical and performa nce relat ed characte rist ics. It  also gives 
informati on on how to operat e and use th e mana gemen t  funct ion s of the 
Wireless Broadban d Route r.  

AUDIENCE This gu ide is for  users wi th a basic working knowl edge of comp uters. You 

shoul d be fam ilia r wit h Wind ows operatin g system  concept s. 

CONVENTIONS The followin g convent ions are used through out  th is guid e t o show  

informati on:  

NOTE:  Empha sizes impo rtan t  inf ormati on or calls your atte ntio n to re lated  

feat ures or inst ru cti ons. 

CAUTION: Alerts you to a potent ial hazar d tha t  could  cause loss of data,  or  

damag e the syste m  or equipm ent.  

WARNING: Alerts you to a pot entia l hazard tha t  could  cause personal inj ury. 

RELATED PUBLICATIONS As par t  of th e Wir eless Rout erôs software, there is an onlin e web-based 

help tha t  describ es al l manag emen t  relat ed featur es. 

REVISION HISTORY This sect ion summ arizes th e chang es in  each revi sion of th is gu ide. 

DECEMBER 2009 REVISION 

Thi s is the f irst  revi sion of th is gui de.  
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Thi s sect ion pro vides an overvi ew of th e Wireless Rout er, and describes  

how to instal l and mo unt  th e unit . I t  also describes the basic setti ngs 
requ ired to access th e ma nageme nt  inte r face and run th e set up Wizard.  

Thi s sect ion includes these chapte rs:  

 ñIntroduct ionò on pag e 16  

 ñNet wo rk Planningò on page  23  

 ñIni t ial Configu rat ionò on pag e 31  

 ñInstalli ng the Wir eless Route rò on page 26  
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SECTION  I 
 

 

  

GETTING STARTED 
 



The 150M  N Wir eless Rout er (WBR-6005 )  suppo rts rout ing from  an  

In ternet  Service Pro vider (ISP )  connect ion (DS L or cable m odem )  to a local 
netwo rk. I t  is simpl e to configur e and can be up and run ning in min ute s. 

KEY HARDWARE FEATURES 

The followin g tab le describes th e mai n hardware feat ures of the Wir eless 

Rout er.  

Ta b le  1 : Key  Ha rd wa r e Feat ur es  

WAN Port  One 10 0BASE-TX RJ-45  port  for  conn ecti ng to the  I ntern et.  

4 LAN Ports  Four  100BASE-TX RJ-45 por ts  for  local network conn ecti ons. 

WPS Butt on To set up a secure  conn ect ion  to  a wi re less device.  

Reset But ton  For  resetting  the un it  and restor ing  factory  defaul t s. 

LEDs Prov ides LED indicato rs for Power, WAN port,  LAN por ts, WLAN, 
and WPS status. 

Mounti ng Opt ions Can be m oun ted on any hor izontal sur face suc h as a desktop  or 
shelf, or  on a  wall using two screws. 

DESCRIPTION OF CAPABILITIES 

 In ternet  conn ect ion throug h an RJ-45 WAN port.  

 Local  netw ork conn ect ion th rough four 10/10 0 Mbp s Eth ern et  por ts.  

 DHCP for dynami c I P configu rat ion.  

 Firewall wit h Stat eful Packet  In spectio n, client  privil eges, intru sion 

dete cti on, and NAT. 

 NAT also enable s multi -user Int ern et  access via  a single  user account,  

and vir tua l server fun cti onali ty (providin g prot ected access to I nte rnet 
serv ices such as Web, FTP, e-m ail,  and Telnet).  

 VPN passt hrough  (IPs ec, PPTP, or L2TP) . 

 User-definabl e appli catio n sensing tunn el suppo rts appl icat ions 

requ irin g mu ltipl e connecti ons. 

ï 16 ï 

Fe at u re  De scri p t io n  

  

1 
 

 

INTRODUCTION 
 



 Easy setup th roug h a Web br owser on any oper at ing syste m  that  

supp ort s TCP/ IP. 

 Com pat ibl e wit h al l popula r I nte rnet  app licat ions. 

I n addi t ion, th e Wireless Rout er off er s full network managem ent  

capabili t ies thr oug h an easy- to-configur e web inte rface.  

APPLICATIONS Many advanced networki ng feat ures are pro vided by th e Wireless Route r:  

 W ir ed  LAN ð The Wir eless Rout er pr ovides conn ect ivit y t o wir ed 

10/100  Mbps  devi ces, ma king  it  easy  to  create  a netw ork in sm all 
offices or home s.  

 I n te r n et  Acce ss ð This devi ce sup ports I nt ern et  access th rough a 

WAN connect ion. Since m any DSL pr ov iders use PPPoE to establish 
commu nicat ions wi th end users, the Wireless Rou ter includes buil t - in 
client s fo r  these pr oto cols, elimi nat ing th e need to instal l these servi ces 
on your comput er.  

 Sh ar ed  I P Add r ess  ð The Wir eless Rout er pr ov ides I nt ern et  access 

for  up to 253  users v ia a single shared IP addr ess. Using  only  one  ISP 
accoun t , mult ipl e users on your netw ork can brow se th e Web at  the 
sam e time.  

 Vi r t u a l  Se rv er  ð If you have a fi xed IP a ddress, you can  set  the 

Wir eless Route r to act  as a v irtua l host  for  netw ork add ress t ranslati on. 
Rem ote users access various servi ces at  your site using a constant  IP 
add ress. Then, dep endin g on th e requ ested servi ce (o r port  numbe r), 
the Wir eless Rout er can  route th e reque st  to th e appr opria te server (at 
anoth er int erna l IP addr ess) . This secure s your netwo rk from  di rect 
atta ck  by hackers, and pro vides mo re fl exib le manag emen t  by allow ing 
you to chan ge inter nal I P add resses wit hou t  affecti ng outside access to 
your net work.  

 DMZ  Host  Sup p ort  ð All ows a netw ork ed comput er t o be fully  

exposed to th e Inte rnet .  This fun cti on is used wh en NAT and firewall 
secur ity pr event  an Inte rnet  appl icati on fro m  fun cti onin g correctl y.  

 Sec u rity  ð The Wireless Router supp ort s securit y featu res that  deny  

In ternet  access to specifi ed users, or f ilte r  al l requests fo r specific 
serv ices th e admi nist rato r does not  want  t o serve. WPA (Wi -Fi 
Prote cted Access)  and MAC fil ter ing pr ovide secur ity over th e wi reless 
netwo rk.  

 Vi r t u a l  Pr ivate  N et w o r k  ( VPN)  Passth r ou g h  ð The Wireless Rout er 

supp ort s th e passthr oug h of th ree of th e m ost  comm onl y used VPN 
protocols  ï IPsec, PPTP, and L2TP. These pr otocols allow  rem ote users 
to establi sh a secure conn ecti on to thei r  corporat e netw ork . I f your 
serv ice pro vider supp ort s VPNs, then th ese prot ocols can  be used to 
create an auth enti cate d and encrypte d tu nnel for passing secur e data 
over the Inte rnet  ( i.e., a t raditi onall y share d dat a netwo rk) . The VPN-  
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passthr oug h prot ocols supp ort ed by the Wirel ess Route r are bri efly 

descri bed bel ow. 

I n ter n et  Pr otocol  Secu r i ty  ð I Psec encrypt s and authe nti cates  

enti re I P packets and encapsula tes them  int o new I P packets for 
secur e com m unicat ions between net work s. 

 

Po int - to - Po int  Tu nn e l ing  Protoc o l  ð Prov ide s a secure  tun nel 

for  rem ote clien t  access to a PPTP security gate way. PPTP includes 
pro visions for call orig inati on and flow contr ol re quir ed by ISPs.  

 

Layer  2 Tu nn e l ing  Prot o co l  ð L2TP m erg es th e best  featur es of 

PPTP and the Layer 2 Forwarding (L2F)  protocol.  Like PPTP, L2TP 

requ ires tha t  th e ISPôs rout ers supp ort  the pr oto col.  

 

PACKAGE CONTENTS 

The Wir eless Rout er package includes:  

 WBR-6005  150M  N Wire less Router  

 RJ-45 Cat egory 5 network cable 

 AC pow er adapter  

 Qui ck In stallat ion Guide  

In form  your deale r if th ere are any incorrect , mi ssing or damage d part s. If  

possibl e, retai n the carto n, including th e orig ina l packing mat eria ls. Use 
them  agai n to repa ck th e pro duct  in case the re is a need to retu rn it.  
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HARDWARE DESCRIPTION 

The Wir eless Rout er conn ects to the I nte rnet  using it s RJ-45 WAN port .  It 
connects di rectl y t o your PC or to a local  area networ k using it s RJ-45 Fast 
Ethe rnet  LAN port s.  

The Wir eless Rout er includ es an  LED display on th e front  panel for  syste m  

powe r and port  indicat ions tha t  simplifie s installati on and network 
t rouble shooti ng.  

Figu r e 1 :  Top Pa n el  
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Figu r e 2 :  Rear Pa n el  

WPS But ton Reset But ton  

RJ-45 W AN Port  
DC Power 

Socket  RJ-45 LAN Ports 

LED INDICATORS The Wir eless Rout er includ es eigh t  statu s LED indi cators, as described in  

the following figur e and table.  

Figu r e 3 :  LEDs 

WPS WAN LAN 1~ 4 Power WLAN 
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Tab le  2: LED  Behav io r  

Power On Blue The un it  is receiv ing power and is operati ng 
norm ally. 

Off There is no powe r cur rent ly being suppl ied to 
the un it.  

WLAN On/ Blink ing Blue The 80 2.1 1n radio is enabled and 

t rans m itt ing  or receivi ng data  th rou gh wireless 
links.  

Off The 80 2.1 1n radio is d isabled.  

WPS Blin k ing  WPS auth enti cat ion  is in progress. 

Off WPS auth enti cat ion  is not in  progress. 

WAN On Blue The Eth ernet  WAN por t  is aquiri ng an IP 
address.  

Blink ing  The Eth ernet  WAN por t  is conn ected and is 
t rans m itt ing / receiv ing  data. 

Off The Eth er net  WAN port  is disconn ected or  has 
m alfun cti oned.  

LAN1~L AN4 On Blue The Ethernet  LAN port  is connected to a PC or 
serv er. 

Blink ing  The Eth ernet  port  is conn ected and is 
t rans m itt ing / receiv ing  data. 

Off The Ethernet  port  is disconnected or  has 
m alfun cti oned.  

ETHERNET WAN PORT A 100BAS E-TX RJ-45 port  that  can  be atta ched to an Inte rnet  access 

device, such as a D SL or Cable m odem . 

ETHERNET LAN 

PORTS 

The Wireless Route r has four 100BASE-TX RJ-45 ports tha t  can  be at ta ched 

di rect ly  to  10BAS E-T/100BAS E-TX LAN segm ents. 

These port  supp ort  aut omati c MDI/MD I -X operatio n, so you can  use 

st raigh t- thr oug h cable s for al l networ k conn ect ion s to PCs, swit ches, or 
hubs.  

POWER CONNECTOR The Wir eless Rout er mu st  be powe red wit h it s suppli ed powe r adap ter.  

Failur e to do so results in void ing of any warrantl y suppli ed wi th the 
product .  The pow er adapte r automati call y adju sts t o any volta ge betwe en 
100~24 0 volt s at  50 or 60 Hz, and supp lies 5 volt s DC power to the uni t . 
No voltag e range settin gs ar e requ ire d. 
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RESET BUTTON Thi s bu t to n is used to rest ore th e factory defaul t  configu rati on. I f you hold  

down th e bu t to n for 5 seconds or m ore, any configu rati on changes you 
m ay have ma de are rem oved, and th e facto ry default  configu rati on is 
resto red to the Wireless Router.  

WPS BUTTON Press to aut om at ica lly  configur e the Wire less Route r wi th oth er WPS 

devices in th e WLAN. 
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The Wir eless Rout er is designed to be very flexibl e in it s deployment  

opti ons. I t  can  be used as an Inte rnet  gat eway for  a smal l network , or as 
an access point  to exte nd an existi ng wired netwo rk to supp ort  wi reless 
users. I t  also supp ort s use as a wi reless bridg e to conne ct  up to four wir ed 
LANs. 

This chapter explains som e of th e basic  feature s of the Wire less Route r and 

shows som e network topology exam ples in whi ch th e devi ce is 
imp leme nted.  

INTERNET GATEWAY ROUTER 

The Wir eless Rout er can  connect  dir ect ly t o a cable or DSL m odem  to 
pro vide an Inte rnet  connecti on for mul t ipl e users th rough a sing le servi ce 
pro vider accoun t . User s conn ect  t o the Wire less Route r eith er th rough a 
wi red conn ect ion to a LAN port ,  or thoug h the devi ceôs ow n wi reless 
netwo rk. The Wireless Route r funct ions as an Int ern et  gat eway when set  to 
Rout er Mode. 

An In ternet  gate way em ploys several  fun cti ons tha t  essential ly creat e two  

sepa rate Inter net  Proto col (IP )  subn etwork s;  a privat e int erna l netwo rk 
wit h wi red and wi reless users, and a publi c ext erna l networ k tha t  connects 
to the Int ern et . Network t raffic  is forwarded , or  routed, betwe en th e two 
subn etworks.  

Figu re  4 :  Operat in g  as an  Inter n et  Gateway  Router  

Internet 
Service 
Provider 

Cable/DSL 
Modem 

Wireless AP/Router 

Notebook PC 
(IP: 192.168.0.x) 

LAN Switch 

Server 
(IP: 192.168.0.x) 

Desktop PC 
(IP: 192.168.0.x) 
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The pri vat e local  netw ork , conne cted to the LAN port  or wir eless inte rface,  

pro vides a Dynam ic Host  Confi gu rat ion Protocol (DHCP)  server for 
all ocat ing IP add resses to local  PCs and wi reless client s, and Network 
Add ress Tran slati on (N AT)  for mappin g the mul t ipl e ñinte rnalò I P add resses 
to one ñexternal ò IP add ress. 

The publi c external netw ork , connecte d to the WAN port ,  supp ort s DHCP 

client , Point- to-Point  Protocol ov er Eth ern et  (PPPoE)  and stat ic IP for 
connecti on to an Inte rnet  service pro vide r ( I SP)  thro ugh a cable or DSL 
m odem.  

LAN ACCESS POINT 

The Wir eless Rout er  can  provide an  access point  servi ce for an  exi st ing  

wi red LAN, creatin g a wi reless exten sion to th e local  network . The Wir eless 
Rout er fu nct ions as pure ly an  access poi nt  wh en set  t o Brid ge Mode. When 
used in thi s m ode, the re are no gate way fun cti ons betwee n the WAN port 
and  the LAN and  wi reless  in ter face.  

A Wi-Fi wir eless netwo rk is define d by it s Servi ce Set  Id entifie r  (SSI D)  or 

netwo rk nam e. Wir eless clients that  want  t o connect  t o a netw ork mu st  set 
thei r SSI D to th e sam e SSI D of the network servi ce.  

Figu re  5 :  Operat in g  as an  Acce ss P o in t  

Server 
(IP: 192.168.0.x) 

Desktop PC 
(IP: 192.168.0.x) 

LAN Switch 

Wireless AP/Router 
Notebook PC 

(IP: 192.168.0.x) 
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WIRELESS BRIDGE 

The IEEE 802 .11 stan dard defin es a Wireless Dist r ibu t ion Syste m  (W DS)  

for  bridg e connectio ns betw een access point s. The Wire less Route r can  use 

WDS to forward t raff ic on link s between unit s. 

Up to four  WDS lin ks can  be specifi ed for the Wire less Route r.  

The WDS feat ure enable s tw o basic fun cti ons to be configu red in the  

wi reless netw ork . Eithe r a repea ter fun cti on tha t  exte nds the rang e of the 
wi reless netwo rk , or a bridg e functio n tha t  connects a remot e LAN segme nt 
to an Inte rnet  connectio n. 

Figu re  6 :  Operat in g as a  W i re less Br id ge  

Internet 
Service 
Provider 

Cable/DSL 
Modem 

Gateway Router 
(Bridge Mode) Gateway Router 

(Router Mode) 

Desktop PCs 
Desktop PCs 

Figu re  7 :  Operat in g  as a  W i re less Repeater  

Internet 
Service 
Provider 

Cable/DSL 
Modem WDS Link 

Gateway Router 
(Router Mode) Gateway Router 

(Bridge Mode) 
Notebook PC 

Notebook PC 
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The Wir eless Rout er has tw o basic ope rat ing mod es tha t  can  be set  

throug h th e web-based managem ent  int erface. For in formati on on setti ng 
the mod e suitabl e for  your netw ork envi ronm ent . See ñOperati on Modeò on 
pag e 47. 

 Rout er Mode ð A gat eway m ode tha t  connects a wir ed LAN and 

wir eless cli ent s to an  Inte rnet  access devic e, such as a cable or DSL 

m odem . This is the factory set  default  mod e. 

 Br idge Mode ð An access poin t  m ode tha t  exte nds a wire d LAN to  

wi relessclients.  

I n add itio n to these basic operatin g m odes, the wi reless int erface supports  

Wireless Dist r ibut ion Syste m  (WDS)  lin ks to othe r Wireless Route rs. These 
advanced configu rati ons are not descr ibed in this sectio n. See ñNetwork 
Planningò on pag e 23 for m ore in form at ion. 

In  a basic  confi gurat ion,  how th e Wire less Router is connecte d dep end s on 

the operat ing mod e. The secti ons in this chapt er describe connecti ons for 
basic Rout er Mod e and Br idge Mode operati on.  

SYSTEM REQUIREMENTS 

You mu st  m eet  th e followi ng m inimu m  requi reme nts:  

 An Inte rnet  access device (DSL or Cable m odem )  wi th an  Eth ern et  port  

connect ion. 

 An up- to -dat e web br owser:  Int ern et  Explo rer 6. 0 or above or Mozilla  

Firefox 2.0 or  above.  
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MOUNTING THE DEVICE 

The Wireless Rout er can be m oun ted on any horizonta l surface, or  on a 
wall .  The follow ing sect ions describe th e m oun t ing op t ions. 

MOUNTING ON A WALL The Wir eless Route r shoul d be moun ted on ly to a wall or wood surface that  

is at  least  1/ 2- inch plywo od or it s equ ivalent . To mo unt  th e unit  on a wall, 
always use it s wall -m ount ing slot s.  The unit  mu st  be mou nte d wit h the RJ-  
45 cable conn ector ori ente d upwa rds to ensur e proper operatio n. 

Figu r e 8:  W al l M oun t in g  

Mount ing Slots 

To m ount  on a wa ll,  follow th e inst ructio ns below. 

1. Mar k th e positio n of the tw o screw holes on the wa ll.  For concrete or  

brick wall s, you will  need to  dr ill  ho les and insert  wall plug s for the 

screws.  

2. In sert  tw o 20 -m m  M4 ta p screws (n ot  included)  in to th e hol es, leaving  

about  2~ 3 m m  (0 .08~0 .12 inches)  clearance fr om  th e wall.  

3. Line up the two m ounti ng point s on th e unit  wit h th e screws in the wall,  

then slid e the un it  dow n onto the screws unti l it  is in a secured posit ion.  
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MOUNTING ON A   To ke ep th e Wir eless Rout er from  slidi ng on th e surface, th e Wir eless 

HORIZONTAL SURFACE Rout er has four ru bber feet  on th e bott om  of the unit.  

It  is recomm ended to select  an  unclutt ere d area on a sturd y surface, such 

as a deskto p or tabl e. The un it  can  also be prot ected by secur ing all 
atta ched cables to a tabl e leg or othe r nea rby fi xed stru cture.  

ROUTER MODE CONNECTIONS 

I n it s default  Rout er Mode, the Wireless Route r forwards t raff ic betwe en an 
In ternet  conn ected cable or DSL m odem , and w ired or wir eless PCs or 
note book s. The basic connecti ons are illu st rated in th e figu re bel ow. 

Figu r e 9 :  Rout er Mo de Con n ect io n  

4. Set up wireless
 devices 

Notebook PC 

1. Connect WAN port to
 cable/DSL modem 

Internet 

3. Connect AC power
 adapter to power source 

Cable/DSL Modem 

2.Connect LAN port
 to PC 

To connect  the Wire less Route r in Router Mode for  use as an Inte rnet  

gat eway, follow these steps:  

1. Connect  an Eth ern et  cabl e from  the Wire less Route rôs WAN port  t o your  

I nternet  conn ected cable or DSL m odem . 

2. Connect  an Ethe rnet  cable from  the Wireless Rout erôs LAN port s t o your  

PCs. Alt ernat ively, you can  conn ect  t o a wo rkgro up swit ch to supp ort 
m ore wi red users. The Wireless Route r can  support  up to 25 3 wir ed and 
wi reless users.  

3. Power on the Wireless Router by conn ecti ng th e AC power adapter and 

pl uggin g it  into a powe r sour ce. 

CAUTION: Use ONLY th e powe r adap ter suppl ied wit h th e Wireless Rout er. 

Othe rwise, the pr odu ct  ma y be damaged.  

Whe n you powe r on th e Wir eless Route r,  veri fy tha t  the Power LED 

turn s on and that  the ot her LED indi cators star t  funct ioni ng as 
descri bed und er see ñLED Ind icatorsò on pag e 20. 
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4.  Set up wire less devi ces by pressing the WPS bu t to n on th e Wir eless 

Rout er or by using th e web int erface. See ñIni t ial Configu rat ionò on 

pag e 31 fo r  m ore informat ion on accessing the web int erfa ce. 

BRIDGE MODE CONNECTIONS 

I n Br idg e Mode, th e Wireless Rout er operate s as a wi reless access point, 

extendi ng a local  wi red network to associat ed w ire less clien ts (PCs or 
note book s wi th wire less capabili ty) . From  any nearb y locati on, you can 
then mak e a wi reless connecti on to th e Wireless Rout er and access the 
wi red ne twor k resour ces, includin g local  servers and the Inte rnet .  

I n Brid ge Mode, the Wireless Rout er does no t  supp ort  gate wa y fun ctio ns on  

its WAN port .  Both th e LAN port  and the WAN port s can  be conn ected to a 
local  Ethe rnet  LAN.  

NOTE:  Bridg e Mode is not  th e facto ry default  m ode and mu st  be manual ly 

set  using the web managem ent  int erface. 

Figu r e 1 0 :  Br id ge Mode Con n ect ion  

4. Set up wireless
 devices 

Notebook PC 

2.Connect AC power
 adapter to power source 

1.Connect LAN and WAN ports
 to PCs or an Ethernet LAN switch 

3.Connect LAN port
 to PC 

To connect  the Wire less Route r for  use as an access point , follow these 

step s:  

1.  Using Eth ern et  cable conne ct  the Wireless Route rôs LAN and WAN ports  

to PCs or  a LAN swi tch. 

2.  Power on the Wireless Router by conn ecti ng th e AC power adapter and 

pl uggin g it  into a powe r sour ce. 

CAUTION: Use ONLY th e powe r adap ter suppl ied wit h th e Wireless Rout er. 

Othe rwise, the pr odu ct  ma y be damaged.  
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Whe n you power on th e Wirel ess Rout er,  veri fy  t hat  th e Power LED turn s on 

and that  the ot her LED indi cato rs star t  fun cti onin g as described un der ñLED 
In dicatorsò on pag e 20. 

3. Connect  an Ethe rnet  cable from  the Wireless Rout erôs LAN port s t o your  

PCs. Alt ernat ively, you can  conn ect  t o a wo rkgro up swit ch to supp ort 
m ore wi red users. The Wireless Route r can  support  up to 25 3 wir ed and 
wi reless users 

4. Set up wire less devi ces by pressing the WPS bu t to n on th e Wir eless 

Rout er or by using th e web int erface. See ñIni t ial Configu rat ionò on 
pag e 31 fo r  m ore informat ion on accessing the web int erfa ce. 
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The Wir eless Rout er off er s a user- fri endl y web-based managem ent  

inte rface fo r the configu rati on of al l th e unitôs featu res. Any PC di rectly 
atta ched to th e uni t  can  access th e mana gemen t  inte rface using a web 
brow ser, such as Inter net  Expl orer (v ersion 6.0  or above).  

ISP SETTINGS 

I f you are no t  sure of your conn ect ion me thod , plea se contact  your  

I nternet  Service Prov ider. There are sev eral  connect ion ty pes to choose 
from :  Stati c I P, DHCP (cabl e connecti on) ,  PPPoE (DS L conne cti on) , PPTP, 
and  L2TP. 

NOTE:  I f using the PPPoE opti on, you wil l need to rem ove or disable any 

PPPoE client  software on your comp ute rs. 

CONNECTING TO THE LOGIN PAGE 

I t  is recomm ende d to ma ke in itia l configu rati on change s by connecti ng a 
PC dir ect ly t o one of th e Wireless Rout erôs LAN port s. The Wire less Router 
has a default  IP add ress of 192 .168 .0.1  and a sub net  ma sk of  
255 .255 .255 .0. You mu st  set  yo ur PC IP addr ess to be on the sam e subn et 
as th e Wireless Route r (tha t  is, th e PC and Wire less Route r add resses mu st 
both star t  192 .168 .0.x).  

To access the Wire less Route rôs m anagemen t  inte rface, follow th ese steps:  

1.  Use your web brow ser t o connect  to the managem ent  int erface using 

the defaul t  IP addre ss of 192 .168 .0.1.  

2.  Log in to th e inte rface by ent eri ng the default  usernam e ñadminò and  

password ñpassword,ò the n cli ck Login.  

NOTE:  I t  is str ongl y recomm ende d to change th e default  user nam e and  

password th e fi rst  t im e you access th e web inte rface. For informa t ion on 
chang ing user nam es an d passwo rds, See ñSyste m  Managem entò on 
pag e 96.  
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Figu r e 1 1 :  Log in Pa ge  

HOME PAGE AND MAIN MENU 

Afte r  logg ing in to the web int erface, th e Hom e page di splay s. The Home 
pag e shows th e mai n m enu and th e m eth od to access the Set up Wiza rd. 

Figu r e 1 2 :  Hom e Pa ge  
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COMMON WEB PAGE BUTTONS 

The list  below describes th e comm on butt ons found on m ost  web 
manag emen t  pag es:  

 Ap pl y  ï Appli es th e new param ete rs and saves them  to mem ory. Also 

di splays a screen  to  inform  you when  it  has  tak en affec t .  Clicking  

óApply ô ret urn s to th e hom e pag e. 

 Cancel  ï Cancels th e newl y en ter ed sett ing s an d restores the pr evious 

set t ing s. 

 Nex t  ï Proceeds to th e nex t  step. 

 Pr ev iou s ï Retu rns to th e previo us screen.  

SETUP WIZARD 

The Wizar d is designed to help yo u configure th e basic settin gs req uir ed to  

get  th e th e Wireless Router up and runn ing . There ar e onl y a few basic 
step s you need to set  up the th e Wirel ess Route r and pro vide a conn ect ion.  

Follow these st eps:  

STEP 1 - LANGUAGE 

SELECTION 

Select  betwe en English, Tradit iona l Chinese, or Simpl e Chine se. Click Next  

to pro ceed to th e nex t  step of the wiza rd. 

Figu r e 1 3 :  W izar d St ep 1 -  Lan gu age Select ion  

The followin g item s are di spla yed on the fi rst  pag e of th e Setu p Wizard:  

 Se lect  Lan g u age  ð Selects Engli sh, Tradit iona l Chinese, or Simple  

Chinese as th e int erface language.  
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STEP 2 - TIME 

SETTINGS 

The St ep 2 pag e of the Wizar d configure s tim e zone and SNTP set ting s. 

Select  a t im e zone accordi ng to whe re th e device is operated . Click Next  

afte r com pleti ng th e setu p. 

Figu r e 1 4 :  W izar d St ep 2 -  Tim e an d SNTP Se t t in gs  

The fo llowin g item s are di spla yed on thi s pag e:  

 Cu r r ent  Time  ð Receiv es a t im e and date stam p fro m  an SNTP server.  

 Tim e Zo ne ð Select  th e t im e zone that  is appli cabl e to your regio n. 

 SNTP Se r ver  ð Ent er th e addre ss of an  SNTP server to receive t im e 

update s.  

 SNTP synch r on i zat ion  ( h ou r s)  ð Specify the int erval betw een SNTP 

server update s.  
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STEP 3 - WAN 

SETTINGS - DHCP 

The St ep 3 pag e of the Wizar d specifies the Int ern et  conn ect ion 

parame ters for the Wireless Rout erôs WAN port . Click Nex t  afte r  comp leti ng 
the setu p. 

By default , th e access point  WAN port  is confi gu red wi th DHCP enabled. 

The opti ons are Stati c IP, DHCP (cabl e m odem) , PPPoE (DSL mod em ), 
PPTP, and L2TP. Each opti on changes the paramet ers tha t  are displayed on 
the page.  

Figu r e 1 5 :  W izar d St ep 3 -  WA N Set t in gs -  DHCP 

The fo llowin g item s are di spla yed on thi s pag e:  

 W AN Con nec tio n  Typ e ð Select  th e connecti on type for  the WAN port  

from  the dr op dow n li st . (De fault :  DHCP)  

 Host n am e ð Specifie s the host  nam e of the DHCP clie nt . 

(D efau lt :  WBR-6005)  

 Pr im ar y  DNS  Se r ver  ð The IP addr ess of the Prim ary Dom ain  Nam e 

Serv er.  A DNS map s num eri cal I P add resses to dom ain name s and can 
be used to ide nti fy  netw ork hosts by fam ilia r nam es instea d of th e IP 
add resses. To specify  a DNS serv er,  type th e IP addr esses in th e text 
fi eld pro vided . Otherwise, leave  the te xt  fi eld blank.  

 Seco n d ar y  DNS  Se r ver  ð The I P addr ess of t he Secondar y Dom ain 

Nam e Server.  

 MAC Clon e ð Som e IS Ps limi t  In ternet  conn ect ions to a specif ied MAC 

add ress of one PC, which is regi ste red wit h th e IS P. This sett ing allows 
you to man ually chang e the MAC addr ess of the Wireless Router 's  WAN 
inte rface to mat ch th e PC's MAC add ress pro vided to your IS P for 
regi st rati on. You can  ente r th e regi ste red MAC add ress man uall y by 
typing it  in th e boxes pr ovided. Othe rwise, connect  on ly th e PC with the 
regi ste red MAC address to th e Wireless Route r,  th en click th e ñClone 
your PCôs MAC Add ressò. (De fau lt :  Disabled)  
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NOTE:  I f you are unsure of th e PC MAC add ress origi nall y regi stered by  

your I SP, call your IS P and request  to regi ster a new MAC addre ss for your 
accoun t . Register th e default  MAC add ress of th e Wireless Rout er.  

STEP 3 - WAN 

SETTINGS - STATIC IP 

Configur es a stat ic IP for  th e WAN port .  

Figu r e 1 6 :  W izar d St ep 3 -  WA N Set t in gs -  Stat i c IP  

The fo llowin g item s are di spla yed on thi s pag e:  

 W AN Con nec tio n  Typ e ð Select  th e connecti on type for  the WAN port  

from  the dr op dow n li st . (De fault :  DHCP)  

 I P Ad dr ess ð The I P add ress of th e Wir eless Rout er. Valid IP 

add resses consist  of four decima l num bers, 0 t o 255 , separate d by 
peri ods. 

 Sub n et  Mask  ð The ma sk tha t  ide nti fi es the host  address bit s used for  

rout ing to specifi c subn ets. 

 Defau l t  Gat ew ay  ð The IP add ress of th e gate way  route r for the  

Wir eless Rout er,  wh ich is used if the requeste d dest inati on addre ss is 
not  on the local  subne t .  

 Pr im ar y  DNS  Se r ver  ð The I P addr ess of th e Prima ry Domai n Name  

Serv er.  A DNS map s num eri cal I P add resses to dom ain name s and can 
be used to ide nti fy  netw ork hosts by fam ilia r nam es instea d of th e IP 
add resses. To specify  a DNS serv er,  type th e IP addr esses in th e text 
fi eld pro vided . Otherwise, leave  the te xt  fi eld blank.  

 Seco n d ar y  DNS  Se r ver  ð The IP addr ess of t he Secondary Dom ain  

Nam e Server.  
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 MAC Clon e ð Som e IS Ps limi t  In ternet  conn ect ions to a specif ied MAC 

add ress. This sett ing allow s you to manual ly chang e the MAC add ress 
of th e Wireless Router 's WAN inte rface to mat ch th e PC's MAC add ress 
pro vided to your IS P for regi st rati on. You can  ente r the regi ste red MAC 
add ress manua lly  by typi ng it  in th e boxes pr ovided. Oth erwi se, 
connect  on ly th e PC wit h th e regi stered MAC addr ess to th e Wir eless 
Rout er, th en cli ck the ñClone your PCôs MAC Addr essò (De fau lt :  Disable)  

STEP 3 - WAN 

SETTINGS - PPPOE 

Enabl e the Wireless Router I P addre ss to be assigned aut om at ically  from  

an Int ernet  servi ce pr ovider (ISP )  thr oug h a DSL mod em  using Poin t- to-  
Point  Pro tocol over Ethernet  (PPPoE).  

Figu re  1 7 :  W izard S t ep 3 -  W AN Set t in gs -  PPP oE 

The fo llowin g item s are di spla yed on thi s pag e:  

 User  Name  ð Sets the PPPoE user nam e for the WAN port.  

(D efau lt :  pppo e_u ser ;  Rang e:  1~3 2 characte rs)  

 Pass w ord  ð Sets a PPPoE passwo rd for th e WAN port.  

(D efau lt :  pppo e_pa sswo rd;  Range :  1~3 2 characters)  

 Ver i f y  Passw or d  ð Promp ts you to re-ente r your chosen passwo rd. 

 Ope r ati on  Mode  ð Enabl es and configu res th e keep ali ve tim e and  

configures th e on-dem and idle t ime . 

 MAC Clon e ð Som e IS Ps limi t  In ternet  conn ect ions to a specif ied MAC 

add ress of one PC. Thi s settin g allow s you to m anuall y chang e th e MAC 
add ress of th e Wireless Rout er's WAN inte rface to mat ch  th e PC's MAC 
add ress pro vided to your IS P for regi st rati on. You can  ente r the 
regi stered MAC address man ually  by typing  it  in  the  boxes pro vided. 
Othe rwise, connect  onl y th e PC wi th the regis ter ed MAC addr ess to the  
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Wir eless Router,  th en cli ck the ñClone your PCôs MAC Add ressò (D efau lt :  

Disabl e)  

STEP 3 - WAN 

SETTINGS - PPTP 

Enable s th e Point- to-Point  Tunnel ing Protocol (PPTP)  for  imp leme nting  

vir tua l pri vat e netwo rks. The serv ice is pr ovided in ma ny European 
countr ies.  

Figu r e 1 8 :  W izar d St ep 3 -  WA N Set t in gs -  PPTP  

The fo llowin g item s are di spla yed on thi s pag e:  

 Se r ver  IP  ð Set s the PPTP serv er I P Address. (De faul t :  pptp_ server)  

 User  Name  ð Sets the PPTP user nam e for the WAN port .  

(D efau lt :  pptp_u ser;  Range:  1~3 2 characters)  

 Pass w ord  ð Sets a PPTP passwo rd for th e WAN port . (De fault:  

pp tp_pa sswo rd;  Range:  1~3 2 characters)  

 Ver i f y  Passw or d  ð Promp ts you to re-ente r your chosen passwo rd. 

 Ad dr ess  Mode  ð Set s a PPTP network mode . (De fault :  Stat ic)  

 I P Ad dr ess ð Set s th e stati c I P addr ess. (Default :  0.0.0.0, avai lable  

when PPTP Network Mode is set to stat ic IP.)  
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 Sub n et  Mask  ð Set s th e stati c I P subne t  ma sk. (De fault:  

255.255.255 .0,  available  when PPTP Netwo rk Mode  is set  to  static  IP.)  

 Defau l t  Gat ew ay  ð The IP add ress of a  ro ute r tha t  is used when the  

requ ested destinat ion I P addre ss is not on th e local  sub net.  

 Ope r ati on  Mode  ð Enabl es and configu res th e keep ali ve tim e. 

 Pr im ar y  DNS  Se r ver  ð The I P addr ess of th e Prima ry Domai n Name  

Serv er.  A DNS map s num eri cal I P add resses to dom ain name s and can 
be used to ide nti fy  netw ork hosts by fam ilia r nam es instea d of th e IP 
add resses. To specify  a DNS serv er,  type th e IP addr esses in th e text 
fi eld pro vided . Otherwise, leave  the te xt  fi eld blank.  

 Seco n d ar y  DNS  Se r ver  ð The IP addr ess of t he Secondary Dom ain  

Nam e Server.  

 MAC Clon e ð Som e IS Ps limi t  In ternet  conn ect ions to a specif ied MAC 

add ress of one PC. Thi s settin g allow s you to m anuall y chang e th e MAC 
add ress of th e Wireless Rout er's WAN inte rface to mat ch  th e PC's MAC 
add ress pro vided to your IS P for regi st rati on. You can  ente r the 
regi stered MAC address man ually  by typing  it  in  the  boxes pro vided. 
Othe rwise, connect  onl y th e PC wi th the regis ter ed MAC addr ess to the 
Wir eless Router,  th en cli ck the ñClone your PCôs MAC Add ressò (D efau lt : 
Disabl e)  
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STEP 3 - WAN 

SETTINGS - L2TP 

Enable s th e Layer 2 Tun neli ng Prot ocol (L2TP)  fo r imp lemen t ing virt ual  

privat e netw ork s. The servi ce is pro vided in ma ny Eur opea n countr ies. 

Figu r e 1 9 :  W izar d St ep 3 -  WA N Set t in gs -  L2 TP 

The fo llowin g item s are di spla yed on thi s pag e:  

 Se r ver  IP  ð Set s the L2TP server IP Addre ss. (Defaul t :  l2tp_ server)  

 User  Name  ð Sets the L2TP user nam e for the WAN port .  

(D efau lt :  l2tp_u ser;  Range:  1~3 2 characters)  

 Pass w ord  ð Sets a L2TP passwo rd for th e WAN port .  (De fault:  

l2 tp_pa ssword;  Range:  1~3 2 characters)  

 Ver i f y  Passw or d  ð Promp ts you to re-ente r your chosen passwo rd. 

 Ad dr ess  Mode  ð Sets  a L2TP network m ode. (Defaul t :  Static)  

 I P Ad dr ess ð Set s th e stati c I P addr ess. (Default :  0.0.0.0, avai lable  

when L2TP Network Mode is set to stat ic IP.)  

 Sub n et  Mask  ð Set s th e stati c I P subne t  ma sk. (De fault:  

255.255.255 .0,  available  when L2TP Netwo rk Mode  is set  to  static  IP.)  
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 Defau l t  Gat ew ay  ð The IP add ress of a  ro ute r tha t  is used when the  

requ ested destinat ion I P addre ss is not on th e local  sub net.  

 Ope r ati on  Mode  ð Enabl es and configu res th e keep ali ve tim e. 

 Pr im ar y  DNS  Se r ver  ð The I P addr ess of th e Prima ry Domai n Name  

Serv er.  A DNS map s num eri cal I P add resses to dom ain name s and can 
be used to ide nti fy  netw ork hosts by fam ilia r nam es instea d of th e IP 
add resses. To specify  a DNS serv er,  type th e IP addr esses in th e text 
fi eld pro vided . Otherwise, leave  the te xt  fi eld blank.  

 Seco n d ar y  DNS  Se r ver  ð The IP addr ess of t he Secondary Dom ain  

Nam e Server.  

 MAC Clon e ð Som e IS Ps limi t  In ternet  conn ect ions to a specif ied MAC 

add ress of one PC. Thi s settin g allow s you to m anuall y chang e th e MAC 
add ress of th e Wireless Rout er's WAN inte rface to mat ch  th e PC's MAC 
add ress pro vided to your IS P for regi st rati on. You can  ente r the 
regi stered MAC address man ually  by typing  it  in  the  boxes pro vided. 
Othe rwise, connect  onl y th e PC wi th the regis ter ed MAC addr ess to the 
Wir eless Router,  th en cli ck the ñClone your PCôs MAC Add ressò (D efau lt : 
Disabl e)  

STEP 4 - WIRELESS 

SECURITY 

The St ep 4 pag e of the Wizar d configure s th e wi reless netw ork nam e and  

secur ity opt ions.  

Figu r e 2 0 :  W izar d St ep 4 -  W i r eless Secur i ty  

The fo llowin g item s are di spla yed on thi s pag e:  

 SSI D Cho ice  ð The nam e of th e wi reless netwo rk serv ice pr ovided by  

the Wireless Route r. Clients tha t  want  t o connect  to the netw ork mu st 
set  th eir  SSI D to th e sam e as that  of the Wireless Route r.  
(D efau lt :  ñLevelOneò) 

ï 41 ï 

 

CHAPTER 4  |  In it ial Conf igura t ion 

Setup W izard  



 Sec u rity  Mode  ð Specifi es th e secur ity m ode for th e SSID. Select  the 

secur ity me thod and th en configure th e requir ed paramet ers. For mo re 
informati on, see ñWLAN Securityò on page  73 . (Op t ion s:  Disabled, 
Open , Sha red, WEP-AUTO, WPA-PSK, WPA2-PSK, WPA- PSK_WPA2-PSK, 
WPA, WPA2,  WPA1_W PA2,  802.1X;  Default:  Disabled)  

NOTE:  To keep your wireless network pr ote cted and secure, you should  

imp leme nt  the hig hest  security possibl e. For smal l netwo rks, it  is 
recomme nded to select  WPA2-PSK using AES encrypt ion as the mo st 
secur e opt ion. Howev er, if  you have older wireless devices in  th e net work 
that  do no t  supp ort  AES encryptio n, select  TKI P as th e encryption 
alg orithm.  

 Acc ess  Po l i cy  ð The Wireless Router pr ovide s a MAC add ress fil ter ing 

facili ty. The access pol icy can  be set  t o allow or rej ect  specifi c stati on 
MAC addre sses.  This featur e can  be used to connect  known  wir eless 
devices tha t  m ay not  be abl e to supp ort  the configu red securi ty  m ode.  

 Ad d  a sta t ion  MA C ð Ente r the MAC add ress of th e stati on tha t  you 

want  t o filt er. MAC addr esses mu st  be ent ered in the format 
xx : xx: xx : xx: xx : xx. 

COMPLETION Afte r  complet ion of th e Wiza rd, the screen retu rns to th e Hom e Page.  
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Thi s sect ion pro vides detail s on configu ring the Wireless Router using the 

web brow ser inte rface.  

Thi s sect ion includes these chapte rs:  

 ñOperati on Modeò on pag e 44  

 ñInt ern et  Sett ing sò on page 48  

 ñWireless Configuratio nò on pag e 63  

 ñFirewal l Config ur at ionò on page 87  

 ñAdmi nist rat ion Settin gsò on pag e 95  
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The Wir eless Rout er off er s a user- fri endl y web-based managem ent  

inte rface fo r the configu rati on of al l th e unitôs featu res. Any PC di rectly 
atta ched to th e uni t  can  access th e mana gemen t  inte rface using a web 
brow ser, such as Inter net  Expl orer (v ersion 6.0  or above).  

The fo llowin g secti ons are contain ed in thi s chapte r:  

 ñLogging Inò on page  45  

 ñOperati on Modeò on pag e 47  
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LOGGING IN 

I t  is recomm ende d to ma ke in itia l configu rati on change s by connecti ng a 

PC dir ect ly t o one of th e Wireless Rout er's LAN port s. The Wir eless Rout er 
has a default  IP add ress of 192 .168 .0.1  and a sub net  ma sk of  
255.255.255 .0. If your  PC is set  to  ñObtain  an  IP add ress aut omati callyò 
(tha t  is, set  as a DHCP client) , you can  conn ect  imm ediate ly to the web 
inte rface. Oth erwi se, you m ust  set  your PC IP add ress to be on th e same 
subn et  as th e Wireless Rout er (t hat  is, th e PC and Wireless Rout er 
add resses mu st  bot h sta rt  19 2.168 .0.x) .  

To access the confi gu rat ion me nu, follow th ese step s:  

1.  Use your web brow ser t o connect  to the managem ent  int erface using 

the defaul t  IP addre ss of 192 .168 .0.1.  

2.  Log in to th e Wireless Rout er managem ent  int erface by ente ring the 

default  user nam e ñadminò and passwo rd ñpasswor d,ò then cli ck OK. 

NOTE:  I t  is str ongl y recomm ende d to change th e default  user nam e and  

password th e fi rst  t im e you access th e web inte rface. For informa t ion on 
chang ing user nam es an d passwo rds, see ñAdmin ist rat ion Set ting sò on 
pag e 95. 

Figu r e 2 1 :  Logg in g On  
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The hom e pag e displays the mai n men u item s at  the top of the screen and  

the Set up Wiza rd. See ñSetu p Wizardò on page 33 . 

Figu r e 2 2 :  Hom e Pa ge  

NOTE:  The di spla yed pag es and setti ngs m ay di ff er  depend ing on wh ether  

the uni t  is in Route r or Bri dge Mode. See ñOperati on Modeò on pag e 47.  
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OPERATION MODE 

The Operati on Mode Configu rati on pag e all ows you to set  up th e m ode 

suitab le for  your netwo rk envi ronment.  

Figu r e 2 3 :  Operat ion Mode  

The fo llowin g item s are di spla yed on thi s pag e:  

 Br id g e Mo de  ð An access poin t  m ode tha t  ext end s a wir ed LAN to  

wi reless client s. 

 Rout er  Mode  ð The inte rnet  gat eway m ode tha t  connects a wired LAN 

and wir eless cli ent s to an  Inte rnet  access devic e, such as a cable or 

DSL m odem . This is the factory set default  mod e. 
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The In ternet  Set t ing s pages al low you to manag e basic system  

configuratio n set ting s. I t  includes the foll owin g sect ions:  

 ñWAN Set ting ò on pag e 48  

ñDHCPò on page  49   

ñStatic IPò on  page  50   

ñPPPoEò on page  51   

ñPPTPò on page  53   

ñL2TPò on page  55   

 ñLAN Set ting ò on pag e 57  

 ñDHCP Clien tsò on pag e 59  

 ñAdvanced Rout ingò on pag e 60  

NOTE:  I n Bridg e m ode, th e Wir eless Routerôs Inte rnet  Set ting s opt ions are  

sign if icant ly redu ced, with on ly LAN Set ting s an d th e Client  List  being 
availa ble to th e user.  

WAN SETTING 

The WAN Settin g pag e specifies th e Inter net  connectio n pa ram ete rs. Click 

on ñInte rnet  Set ting sò follow ed by ñWANò. 

 W AN Con n ec t io n  Ty p e ð By default , th e access poin t  WAN port  is 

configured wi th DHCP enabled. After  you have net work access to th e 
access poi nt , you can  use the web br owser in ter face to mod ify  the 
initial  IP configu rati on,  if  need ed. The opti ons are  Static  IP, DHCP (cable 
m odem) , PPPoE (DSL mod em ), and PPTP. Each opti on change s the 
parame ters di spla yed below it . (Default :  DHCP).  
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DHCP Enable s Dynam ic Host  Configu rati on Prot ocol (DHCP) for th e WAN port .  

Thi s settin g all ows the Wireless Router t o automat icall y ob tain an I P 
add ress from  a DHCP server norm ally  ope rat ed by the Int ern et  Servi ce 
Provider (ISP).  

Figu r e 2 4 :  DHCP Con f igu r at ion  

The fo llowin g item s are di spla yed on thi s pag e:  

 Host n am e (Opti onal )  ð The hostnam e of th e DHCP clie nt .  

 Pr im ar y  DNS  Se r ver  ð The I P addr ess of th e Prima ry Domai n Name  

Serv er.  A DNS map s num eri cal I P add resses to dom ain name s and can 
be used to ide nti fy  netw ork hosts by fam ilia r nam es instea d of th e IP 
add resses. To specify  a DNS serv er,  type th e IP addr esses in th e text 
fi eld pro vided . Otherwise, leave  the te xt  fi eld blank.  

 Seco n d ar y  DNS  Se r ver  ð The IP addr ess of t he Secondary Dom ain  

Nam e Server.  

 MAC Clon e ð Som e IS Ps limi t  In ternet  conn ect ions to a specif ied MAC 

add ress of one PC. Thi s settin g allow s you to m anuall y chang e th e MAC 
add ress of th e Wireless Rout er's WAN inte rface to mat ch  th e PC's MAC 
add ress pro vided to your IS P for regi st rati on. You can  ente r the 
regi stered MAC address man ually  by typing  it  in  the  boxes pro vided. 
Othe rwise, connect  onl y th e PC wi th the regis ter ed MAC addr ess to the 
Wir eless Router,  th en cli ck the ñClone your PCôs MAC Add ressò (D efau lt : 
Disabl e)  
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NOTE:  I f you are unsure of th e PC MAC add ress origi nall y regi stered by  

your I SP, call your IS P and request  to regi ster a new MAC addre ss for your 
accoun t . Register th e default  MAC add ress of th e Wireless Rout er.  

STATIC IP Configur es a stat ic IP for  th e WAN port .  

Figu r e 2 5 :  St at i c IP  Con fi gu r at ion  

The fo llowin g item s are di spla yed on thi s pag e:  

 I P Ad dr ess ð The I P add ress of th e Wir eless Rout er. Valid IP 

add resses consist  of four decima l num bers, 0 t o 255 , separate d by 
peri ods. 

 Sub n et  Mask  ð The ma sk tha t  ide nti fi es the host  address bit s used for  

rout ing to specifi c subn ets. 

 Defau l t  Gat ew ay  ð The IP add ress of th e gate way  route r for the  

Wir eless Rout er,  wh ich is used if the requeste d dest inati on addre ss is 
not  on the local  subne t .  

 Pr im ar y  DNS  Se r ver  ð The I P addr ess of th e Prima ry Domai n Name  

Serv er on th e netwo rk. A DNS map s numer ical  I P add resses to domain  
nam es and can  be used to identif y  network hosts by familiar  names 
instead of the IP a dd resses. If y ou have  one or m ore DNS servers 
located on the local  netw ork , type th e I P addr esses in th e text  fi elds 
pro vided . Oth erwi se, leave  the addr esses as al l zeros (0 .0.0.0) .  
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 Seco n d ar y  DNS  Se r ver  ð The IP addr ess of t he Secondary Dom ain  

Nam e Server on th e netw ork.  

 MAC Clon e ð Som e IS Ps limi t  In ternet  conn ect ions to a specif ied MAC 

add ress of one PC. Thi s settin g allow s you to m anuall y chang e th e MAC 
add ress of th e Wireless Rout erôs WAN int erface to mat ch the PCôs MAC 
add ress pro vided to your IS P for regi st rati on. You can  ente r the 
regi stered MAC address man ually  by typing  it  in  the  boxes pro vided. 
Othe rwise, connect  onl y th e PC wi th the regis ter ed MAC addr ess to the 
Wir eless Router,  th en cli ck the ñClone your PCôs MAC Add ressò (D efau lt : 
Disabl e)  

PPPOE Enable s th e Wir eless Rout er I P add ress to be assigne d automati call y from  

an Int ernet  servi ce pr ovider (ISP )  thr oug h a DSL mod em  using Poin t- to-  
Point  Pro tocol over Ethernet  (PPPoE).  

Figu re  2 6 :  PPP oE Con f igur ati on  

The fo llowin g item s are di spla yed on thi s pag e:  

 PPPoE  User  Name ð Set s th e PPPoE user nam e for th e WAN port.  

(D efau lt :  pppo e_u ser ;  Rang e:  1~3 2 characte rs)  

 PPPoE  Passw or d  ð Set s a PPPoE password for th e WAN port .  

(D efau lt :  pppo e_pa sswo rd;  Range :  1~3 2 characters)  

 Ver i f y  Passw or d  ð Promp ts you to re-ente r your chosen passwo rd. 
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 Ope r ati on  Mode  ð Select s th e operati on mod e as Keep Alive, On 

Dema nd or Manual . (Default :  Keep Ali ve)  

Ke ep  Al ive  Mod e :  The Wir eless Route r will per iodi call y check your  

In ternet  conn ect ion and au tomati call y re -establi sh your connection 
when disconne cted. (Default :  60 seconds)  

 

On  Dema nd  Mod e :  The m axim um  lengt h of inacti ve tim e the un it  

wil l stay connecte d to the DSL servi ce pr ovider before 
di sconnecting . (Default :  5 min ute s)  

 

 MAC Clon e ð Som e IS Ps limi t  In ternet  conn ect ions to a specif ied MAC 

add ress of one PC. Thi s settin g allow s you to m anuall y chang e th e MAC 

add ress of th e Wireless Rout er's WAN inte rface to mat ch  th e PC's MAC 
add ress pro vided to your IS P for regi st rati on. You can  ente r the 
regi stered MAC address man ually  by typing  it  in  the  boxes pro vided. 
Othe rwise, connect  onl y th e PC wi th the regis ter ed MAC addr ess to the 
Wir eless Router,  th en cli ck the ñClone your PCôs MAC Add ressò (D efau lt : 
Disabl e)  
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PPTP Enable s th e Point- to-Point  Tunnel ing Protocol (PPTP)  for  imp leme nting  

vir tua l pri vat e netwo rks. The serv ice is pr ovided in ma ny European 
countr ies.  

Figu re  2 7 :  PPTP  Con f ig u r ati on  

The fo llowin g item s are di spla yed on thi s pag e:  

 Se r ver  IP  ð Set s a PPTP server I P Addre ss. (De faul t :  pptp_ server)  

 User  Name  ð Sets the PPTP user nam e for the WAN port .  (Default:  

pp tp_u ser ;  Rang e:  1~ 32 characte rs)  

 Pass w ord  ð Sets a PPTP passwo rd for th e WAN port . (De fault:  

pp tp_pa sswo rd;  Range:  1~3 2 characters)  

 Ver i f y  Passw or d  ð Promp ts you to re-ente r your chosen passwo rd. 

 Ad dr ess  Mode  ð Set s a PPTP network mode . (De fault :  Stat ic)  
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 I P Ad dr ess ð Set s th e stati c I P addr ess. (Default :  0.0.0.0, avai lable  

when PPTP Network Mode is set to stat ic IP.)  

 Sub n et  Mask  ð Set s th e stati c I P subne t  ma sk. (De fault:  

255.255.255 .0,  available  when PPTP Netwo rk Mode  is set  to  static  IP.)  

 Defau l t  Gat ew ay  ð The IP add ress of th e gate way  route r for the  

Wir eless Rout er,  wh ich is used if the requeste d dest inati on addre ss is 
not  on the local  subne t .  

 Ope r ati on  Mode  ð Select s th e operati on mod e as Keep Alive, or  

Manua l. (Defaul t :  Keep Ali ve)  

Ke ep  Al ive  Mod e :  The Wir eless Route r will per iodi call y check your  

In ternet  conn ect ion and au tomati call y re -establi sh your connection 
when disconne cted. (Default :  60 seconds)  

 

Man u al  Mod e :  The uni t  wil l remai n connecte d to the Int ern et  

wit hou t  disconnecting.  

 

 Pr im ar y  DNS  Se r ver  ð The IP addr ess of the Prim ary Dom ain  Nam e 

Serv er.  A DNS map s num eri cal I P add resses to dom ain name s and can 
be used to ide nti fy  netw ork hosts by fam ilia r nam es instea d of th e IP 
add resses. To specify  a DNS serv er,  type th e IP addr esses in th e text 
fi eld pro vided . Otherwise, leave  the te xt  fi eld blank.  

 Seco n d ar y  DNS  Se r ver  ð The I P addr ess of t he Secondar y Dom ain 

Nam e Server.  

 MAC Clon e ð Som e IS Ps limi t  In ternet  conn ect ions to a specif ied MAC 

add ress of one PC. Thi s settin g allow s you to m anuall y chang e th e MAC 
add ress of th e Wireless Rout er's WAN inte rface to mat ch  th e PC's MAC 
add ress pro vided to your IS P for regi st rati on. You can  ente r the 
regi stered MAC address man ually  by typing  it  in  the  boxes pro vided. 
Othe rwise, connect  onl y th e PC wi th the regis ter ed MAC addr ess to the 
Wir eless Router,  th en cli ck the ñClone your PCôs MAC Add ressò (D efau lt : 
Disabl e)  
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L2TP Enable s th e Layer 2 Tun neli ng Prot ocol (L2TP)  fo r imp lemen t ing virt ual  

privat e netw ork s. The servi ce is pro vided in ma ny Eur opea n countr ies. 

Figu r e 2 8 :  L2 TP  Con f ig u r at ion  

The fo llowin g item s are di spla yed on thi s pag e:  

 Se r ver  IP  ð Set s the L2TP server IP Addre ss. (Defaul t :  l2tp_ server)  

 User  Name  ð Sets the L2TP user nam e for the WAN port .  

(D efau lt :  l2tp_u ser;  Range:  1~3 2 characters)  

 Pass w ord  ð Sets a L2TP passwo rd for th e WAN port .  (De fault:  

l2 tp_pa ssword;  Range:  1~3 2 characters)  

 Ver i f y  Passw or d  ð Promp ts you to re-ente r your chosen passwo rd. 

 Ad dr ess  Mode  ð Sets  a L2TP network m ode. (Defaul t :  Static)  
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 I P Ad dr ess ð Set s th e stati c I P addr ess. (Default :  0.0.0.0, avai lable  

when L2TP Network Mode is set to stat ic IP.)  

 Sub n et  Mask  ð Set s th e stati c I P subne t  ma sk. (De fault:  

255.255.255 .0,  available  when L2TP Netwo rk Mode  is set  to  static  IP.)  

 Defau l t  Gat ew ay  ð The IP add ress of th e gate way  route r for the  

Wir eless Rout er,  wh ich is used if the requeste d dest inati on addre ss is 
not  on the local  subne t .  

 Ope r ati on  Mode  ð Select s th e operati on mod e as Keep Alive, or  

Manua l. (Defaul t :  Keep Ali ve)  

Ke ep  Al ive  Mod e :  The Wir eless Route r will per iodi call y check your  

In ternet  conn ect ion and au tomati call y re -establi sh your connection 
when disconne cted. (Default :  60 seconds)  

 

Man u al  Mod e :  The uni t  wil l remai n connecte d to the Int ern et  

wit hou t  disconnecting.  

 

 Pr im ar y  DNS  Se r ver  ð The IP addr ess of the Prim ary Dom ain  Nam e 

Serv er.  A DNS map s num eri cal I P add resses to dom ain name s and can 
be used to ide nti fy  netw ork hosts by fam ilia r nam es instea d of th e IP 
add resses. To specify  a DNS serv er,  type th e IP addr esses in th e text 
fi eld pro vided . Otherwise, leave  the te xt  fi eld blank.  

 Seco n d ar y  DNS  Se r ver  ð The I P addr ess of t he Secondar y Dom ain 

Nam e Server.  

 MAC Clon e ð Som e IS Ps limi t  In ternet  conn ect ions to a specif ied MAC 

add ress of one PC. Thi s settin g allow s you to m anuall y chang e th e MAC 
add ress of th e Wireless Rout er's WAN inte rface to mat ch  th e PC's MAC 
add ress pro vided to your IS P for regi st rati on. You can  ente r the 
regi stered MAC address man ually  by typing  it  in  the  boxes pro vided. 
Othe rwise, connect  onl y th e PC wi th the regis ter ed MAC addr ess to the 
Wir eless Router,  th en cli ck the ñClone your PCôs MAC Add ressò (D efau lt : 
Disabl e)  
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LAN SETTING 

The Wireless Rout er mu st  have a valid  IP addr ess for managem ent  using a 

web brow ser and to sup por t  oth er featu res. The un it  has a defaul t  IP 
add ress of 192 .168 .0.1. You can  use thi s IP addr ess or assign anot her 
add ress tha t  is compatibl e with your exi stin g local  netwo rk. Click on 
ñIntern et  Sett ing sò followe d by ñLAN.ò 

Figu r e 2 9 :  LAN Con f igur at ion  

The fo llowin g item s are di spla yed on thi s pag e:  

 LAN IP  Ad d r ess ð Valid  IP addr esses consist  of four decim al  

numbe rs, 0 t o 255 , sepa rate d by periods. The defaul t  setti ng is 

192 .168 .0.1.  

 Sub n et  Mask  ð Ind ica te th e local  sub net  m ask.  (Default :  

255 .255 .255 .0.)  
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 MAC  Add r ess  ð The shared physical  layer addre ss for  th e Wir eless 

Rout erôs LAN ports.  

 DHCP  Serv e r  ð Enable thi s featu re to assign I P setti ngs to wi red and  

wi reless client s conne cted to th e Wir eless Rout er.  The IP addr ess, 
subn et  ma sk,  default  gate way, and Dom ain Nam e Server (DNS) 
add ress are dynami cally assigne d to clients. (Opt ions:  Enable, Disable; 
Default :  Enabl e)  

 St ar t/E n d  I P Add r ess  ð Specify  th e sta rt  and end IP addresses of a  

rang e th at  the DHCP ser ver can  all ocate to DHCP cli en ts. Note th at  the 
add ress pool rang e is alw ays in the sam e sub net  as th e unit ôs IP 
set t ing . The maximu m  clients that  the un it  can  supp ort  is 253.  

 Pr im ar y  DNS  Se r ver  ð The I P addr ess of Domai n Nam e Server s on  

the network . A DNS map s nume rical IP addr esses to doma in names 
and can  be used to identif y network hosts by familia r nam es instead of 
the IP add resses. 

 Seco n d ar y  DNS  Se r ver  ð The IP addr ess of t he Secondary Dom ain  

Nam e Server on th e netw ork.  

 Defau l t  Gat ew ay  ð The defaul t  gateway  is the I P add ress of the  

router for  the Wire less Route r, whi ch is used if th e requ ested 
dest inati on addr ess is not on th e local  sub net.  

 Le ase Time  ð Select  a t im e limi t  for th e use of an I P add ress from  the  

I P pool.  Whe n the tim e limi t  expir es, th e client  has to reque st  a new IP 
add ress. The lease t im e is expressed in seconds. (Op t ions:  Forever, Two 
weeks, One week, Two  days, One day, Half  day, Two  hours, One hour, 
Half hour;  Defau lt :  One week)  

 Stat ica l l y  Assig n ed  ð Up to th ree devices wit h specific MAC 

add resses can  be assign ed stat ic IP add resses. That  is, the DHCP server 
always assign s the se devices th e sam e I P add resses. 

 LLT D ð Link  Layer Topology  Discovery (LLTD)  is a Microsoft  proprieta ry 

di scovery prot ocol whi ch can  be used for bot h wi red and wir eless 

netwo rks. (Opt ions:  Disable/E nable , Default :  Enable)  

 I GMP Pr ox y  ð Enable s IGM P pro xy  on th e Wir eless Route r.  (Opti ons:  

Disabl e/ Enabl e, Default :  Disabl e)  

 UPNP ð All ows the  devi ce to adv erti se its  UPnP capabili t ies. (Defau lt :  

Enable)  

 Rout er  Ad v ert i sem ent  ð Enables the sendi ng and receivi ng of 

rout ing adverti sem ent s to di scover the existen ce of ne ighb oring 

routers.  (Opti ons:  Disable/Enable , Default :  Disable)  

 PPPoE  Relay  ð When enabled , the Wireless Route r wil l forward PPPoE 

me ssages to client s.  Clien ts are then able to conn ect  t o the PPPoE 

service thro ugh th e WAN port . (Optio ns:  Disable/ Enabl e, Default: 
Disabl e)  
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 DNS  Pr oxy  ð Enables DNS prox y on th e LAN por t .  DNS Prox y receiv es 

DNS queries from  th e local  netwo rk and forwards them  to an Int ern et  

DNS serve r. (Default :  Enable)  

DHCP CLIENTS 

The DHCP Clients page  displays informati on on connecte d client  stat ions 

that  have been assign ed I P addr esses from  th e DHCP add ress pool.  

Figu r e 3 0 :  DHCP Cl ients  

The fo llowin g item s are di spla yed on thi s pag e:  

Host  n am e ð The nam e of the conn ect ed cli ent  stati on.  

MAC  Add r ess  ð The MAC addr ess of the conn ected clien t  stati on.  

I P Ad dr ess ð The I P add ress assigned to the clien t  from  the IP pool.  

Ex p i r es  in  ð The tim e limi t  for th e use of th e IP add ress fro m  th e I P pool.  

Whe n the tim e limi t  expir es, th e client  has to req uest  a new I P addr ess. 
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ADVANCED ROUTING 

Routi ng setup allow s a man ual m eth od to set  up routin g between  

netwo rks. The netw ork adm ini st rato r configur es stati c route s by ente ring 
routes di rectl y int o the routi ng table . Stati c routin g has the advantag e of 
being pr edi ctabl e and easy to configu re.  

ADVANCED ROUTING 

SETTINGS 

Thi s screen is used to manual ly configu re stati c routes to oth er IP 

netwo rks, sub netw ork s, or hosts. Click ñInternet  Setti ngsò followed by  

ñAdvanced Rout ingò. (Ma ximu m  32 entr ies are allow ed.)  

Figu r e 3 1 :  Adva n ced Rou t in g ( Rout er Mod e)  
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The fo llowin g item s are di spla yed on thi s pag e:  

 De st in at i on  ð A dest inati on netwo rk or specif ic host  to whi ch packets  

can  be rout ed. 

 Type  ð Defi nes th e type of dest inati on. (Opt ion s:  Host / Net ,  Defaul t :  

Host )  

 Gat ew ay  ð The I P addr ess of the rout er at  th e next  hop to whi ch 

mat chi ng frame s are forwarded.  

 I n t erf ace  ð The selecte d inte rface to wh ich a sta t ic rout ing subne t  is 

to be appli ed.  

 Com m ent  ð Ente rs a useful com m ent  to help identi fy  thi s ro ute.  

ROUTING TABLE Thi s pag e di splays th e informat ion necessar y to forward a packet  alo ng the 

best  pat h toward it s destinati on. Each packet  contai ns inf ormati on about 
its or igi n and dest inati on. When a packet  is receiv ed, a network devi ce 
exami nes the packet  an d mat ches it  to the ro utin g tab le ent ry pro viding 
the best  mat ch for it s dest inati on. The ta ble th en pr ovide s th e device with 
inst ructi ons for sendin g th e packet  to the nex t  hop on it s route across the 
netwo rk.  

NOTE:  The Routi ng Table is on ly availabl e whe n the Wireless Route r is set  to  

Rout er Mode. 

 De st in at i on  ð Display s all destinati on network s or specifi c hosts to  

wh ich packets can  be route d. 

 Net m ask  ð Displays th e sub netwo rk associate d wit h the destinat ion.  

 Gat ew ay  ð Displays th e I P addr ess of the rout er at  the next  hop to  

wh ich mat chin g frame s are forwarded.  

 Fl ags  ð Flags ï Possible f lags ident ify  as below  

0:  rej ect  route   

1:  rout e is up   

3:  rout e is up, use gate way  

5:  rout e is up, tar get  is a host   

7:  rout e is up, use gate way, targ et  is a host   

 Met r ic ð A numb er used to indi cate th e cost  of th e rout e so that  the  

best  rout e, am ong pot ential ly mul t ipl e rout es to the sam e destinati on, 
can  be selecte d. 
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 Ref  ð Numb er of references to this route.  

 Use ð Count  of lookups for the route.  

 I n t erf ace  ð Inte rface to which packet s for thi s ro ute wil l be sen t .  

 Com m ent  ð Displays  a useful comme nt  to ide nti fy  th e rout ing ru les.  

DYNAMIC ROUTE  The Wir eless Rout er suppo rts RIP 1 and RIP 2 dynami c rout ing pr oto col.  

Routi ng Informati on Proto col (RIP )  is the mo st  widel y used met hod for 
dynami cally maintai ning routi ng table s. RIP uses a di stan ce vector -  
based app roach to routi ng. Rout es are chosen to min imiz e th e di stan ce 
vecto r, or hop coun t ,  wh ich serves as a ro ugh estimat e of t ran smi ssion 
cost .  Each router broadcasts it s advert iseme nt  eve ry 30 seconds, 
toget her with any updat es to it s routi ng tabl e. Thi s all ows al l ro ute rs on 
the network to bui ld consistent  tabl es of nex t  hop link s whi ch lea d to 
relevant  subn ets. 

 RIP  ð Enabl es or di sable th e RIP pr oto col for th e WAN or LAN 

inte rface. (Opt ions:  Disable/v1/v2 , Defaul t :  Disable)  
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The wir eless set t ing s sect ion displays confi gu rat ion sett ings for  the access 

poin t  fun cti onali ty of th e Wireless Rout er.  I t  includes the following sect ions:  

 ñBasic Set t ing sò on pag e 63  

 ñAdvanced Setti ngsò on pag e 67 

 ñWLAN Secur ityò on  page  73  

 ñWireless Distrib uti on System  (WDS) ò on pag e 80  

 ñWi-Fi Prote cte d Setup (WPS)ò on pag e 83  

 ñStation Listò on page 86  

BASIC SETTINGS 

The IEEE 802 .11 n int erfa ce include s configu rati on op t ion s for radio signal  

character ist ics and wire less security features. 

The Wir eless Rout erôs radio can  ope rate in six mo des, mi xed 802 .11b/g/ n, 

mi xed 802 .11b/g , mi xed 802 .11g/n , 802 .11 n onl y, 802 .11 b onl y,  or  

802 .11 g onl y. Not e tha t  802 .11 g is backward com pat ibl e with 802 .11 b, and  

802.11n  is backwa rd compatible  wi th 802 .11 b/g  at  slower data  t rans m it 
rates. 

The Wir eless Rout er suppo rts tw o vi rtua l access poin t  (VAP)  inte rfaces. 

One VAP is the pr im ary (N etwor k Nam e SSID) , and th e othe r on e is 
refer red to as "Multipl e SSID1 ."  Each VAP fun cti ons as a sepa rate access 
point , and can  be configured with its own  Service Set  Id enti fi cati on (SSID) 
and secur ity settin gs. Howeve r, mo st  radio signa l parame ter s appl y to all 
VAP inte rfaces. 

Traff ic t o specific VAPs can  be segregat ed based on user group s or  

app licat ion t raffi c. All VAPs can have up to 64 wir eless client s, wh ereby the 
client s associat e wit h th ese VAPs th e sam e as they woul d wit h a physical 
access point . 

NOTE:  The radio chann el setting s for th e access po int  ar e limite d by local  

regu lat ions, which dete rmin e the numb er of channe ls tha t  are available.  
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The Basi c Settin gs page al lows you to configure th e wir eless network name  

(S ervice  Set  I dent if ier or  SSID)  and  set  the wi reless secur ity m eth od. 

Click on ñWireless Sett ing s,ò fo llowed  by  ñBasic.ò 

Figu re  3 2 :  Ba sic Sett in gs  

The fo llowin g item s are di spla yed on thi s pag e:  

 W ir eless On / Of f  ð Enabl es or Disable the radio. (Default :  Enable)  

 Net w or k  Mod e ð Defi nes the radio operatin g m ode. (Default :  11g/n  

Mixed)  

11b / g  mi x ed :  Both 802 .11 b and 802 .11 g clients can  communi cate  

wit h the Wire less Route r (up to 10 8 Mbps) ,  bu t  dat a t ran smi ssion 
rates ma y be slowe d to compen sate fo r 802 .11 b clien ts. Any 
802 .11 n clients wil l also be abl e to communi cate wit h the Wire less 
Rout er,  but they will be limi ted to 802 .11 g pr oto cols and data 
t ransm ission rate s. 

 

11b  o n ly :  All 802 .11 b, 802 .11g , and 802 .11 n clien ts wil l be ab le to  

commu nicate wit h th e Wireless Rout er,  but  th e 802 .11 g and  

802 .11 n clients wil l be limite d to 802 .11 b prot ocols and data 
t ransmi ssion rate s (u p to 11 Mbp s).  

 

11g  on ly :  Bot h 802 .11 g and 802 .11n client s w ill be abl e to  

commu nicate wit h th e Wireless Rout er,  but  th e 802 .11 n clien ts will 
be limite d to 802.11 g prot ocols and dat a t ran smi ssion rate s (u p to  
54 Mbp s) . Any 802 .11 b clien ts wil l no t  be abl e to communi cate with 
the Wireless Route r.  
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11n  o n ly :  Onl y 802 .11 n client s wil l be abl e to com m uni cat e with  

the Wireless Route r (up to 15 0 Mbps).  

 

11g / n  mi x ed :  Bot h 802 .11 g and 802 .11 n client s can  comm uni cate  

wit h the Wire less Route r (up to 15 0 Mbps) ,  bu t  dat a t ran smi ssion 
rates ma y be slowe d to compen sate fo r 802 .11 g clien ts.  

 

11b / g/n  Mi x ed :  All 802 .11b/g / n client s can  com m uni cat e wit h the  

Wir eless Rout er (u p to 15 0 Mbp s) , but  dat a t ran sm ission rates m ay 
be slowed to compe nsate for 802 .11 b/ g client s.  

 

 Netwo r k  Name  ( SSID)  ð The nam e of the wireless net work serv ice 

pro vided by th e Wir eless Route r.  Client s tha t  wa nt  to conn ect  to the 
netwo rk mu st  set  the ir SSI D to the sam e as tha t  of th e Wir eless Route r.  
(Defau lt :  ñLevelOneò; Rang e:  1-32 cha racte rs)  

 Mu lt ip le SSI D1  ð One add itio nal VAP inte rface supp ort ed on the  

device. (Default :  no nam e configu red;  Rang e:  1-32 cha racte rs)  

 Br oadc ast  Net w o r k  N ame  (S SI D)  ð By defaul t , the Wir eless Rout er 

always br oadcasts the SSI D in its bea con signa l. Disablin g th e SSI D 
broadcast  increases securit y of th e network because wi reless cli ents 
need to alr eady know the SSI D before att empti ng to connect . When set 
to di sable , th e Netwo rk Nam e SSI D, and SSI D1  are aut omati cally  set  to 
ñHide.ò (D efault:  Enabl ed)  

 AP I so l at i on  ð The Wire less Route r wi ll isolat e commu nincation  

betwee n al l client s in or der to protect  th em . Normall y fo r users who are 
at  hotspots. (D efau lt :  Disabled)  

 MBSSI D AP I sol at io n  ð The Wir eless Route r will isolat e wi reless 

client s from  different  SSID. 

 BS SI D ð The ident ifi er (MAC add ress)  of th e Wir eless Rout er  in  the 

Basic Service Set  (B SS)  netw ork.  

 Fr eque n cy  ( Ch an n el)  ð The radio chann el tha t  th e Wireless Rout er 

uses to comm unicate wi th wire less client s.  When mu lt iple access point s 
are depl oyed in the sam e area, set  th e channel on neig hboring access 
point s at  least  fi ve channe ls apar t  to avoid in ter ference wit h each othe r. 
For example , you can  deploy up to th ree access po int s in th e sam e area 
using chan nels 1, 6, 11 . Not e tha t  wire less clien ts aut om at ically  set  the 
chan nel to the sam e as tha t  used by the Wire less Route r to whi ch it  is 
link ed. Selectin g Aut o Select  enabl es the Wireless Router to 
autom at ica lly  select  an  unoccup ied  radio channel.  (Default :  AutoSelect )  
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HT PHYSICAL MODE 

SETTINGS 

The HT Physical Mod e secti on on th e Wireless Setti ngs Advanced page  

includes additi ona l paramete rs for  80 2.11 n operati on.  

Figu r e 3 3 :  HT Phy sical M ode Sett in g s  

The fo llowin g item s are di spla yed in this sectio n on thi s page:  

 HT Ch an n el  Ban d w i d t h  ð The Wireless Route r provide s a chan nel 

bandwidt h of 40 MHz by defaul t  givin g an 802 .11 g connecti on spee d of  

10 8 Mbp s (som etime s referr ed to as Turbo Mod e)  and a 802 .11n 
connecti on speed of up to 150 Mbps. Set t ing the HT Chan nel Bandw idth 
to 20 MHz slow s conn ecti on speed fo r 802 .11 g and 802 .11 n to 54 Mbps 
and 74 Mbp s respect ive ly and ensur es backward  comp liance for slower 
802.11b  devi ces. (Defaul t :  20 MHz)  

 Gu ar d  I n t er v a l  ð The guard int erval betwe en symb ols helps receivers 

over com e th e effect s of m ultipat h delays. When you add a guard tim e, 
the back porti on of useful signa l t im e is copied and appen ded to the 
front .  (De fault :  Auto)  

 MCS  ð The Modu latio n and Codin g Schem e (MCS)  is a value that  

dete rmine s th e m odulati on, codin g and num ber of spatia l channe ls. 
(Opti ons:  value [ range]  =  0~ 7 (1 Tx St ream) , 8~ 15 (2 TxSt ream ) , 32 
and  au to (33).  Default:  aut o)  

 Rev erse  D i r ect ion  Gr ant  ( RDG)  ð When Reverse Di rect ion Grant  is 

enable d, th e Wireless Rout er can reduce the t ransmitt ed data packet 
collision by using th e reverse di rectio n protocol .  Duri ng TXOP 
(Transmi ssion Opportuni ty)  per iod , th e receiver coul d use remaini ng 
t ransmi ssion tim e to t ransmi t  dat a to a sender. The RDG imp ro ves 
t ransmi ssion perfo rm ance and scalabili ty in a wir eless enviro nmen t .  

 Ex t ens ion  Ch an n el  ð When 20/40MH z chan nel bandwid th has been  

set , th e extension chan nel op t ion wil l be enabl ed. The ext ension 
chan nel wil l all ow you to get  ext ra bandwidth . (Optio ns:  2417MH z/ 
Channel 2, 24 57MHz/Cha nnel 10 . Default :  AutoSelect .)  

ï 66 ï 

 

CHAPTER 7  |  Wire less Conf igura t ion 

Basic Set t ings 



 
 

 Ag gr eg at e MSDU  ( A- MSD U)  ð Thi s optio n enables Mac Servi ce Data  

Unit  (MS DU)  agg regat ion. (De fault :  Disable)  

 Au t o  B lock  ACK ð Select  t o block ACK (A cknowledg e Numb er)  or not  

durin g dat a t ransferrin g. 

 Dec l in e  BA Re q ue st  ð Sele ct  to rej ect  peer BA-Reque st  or not.  

ADVANCED SETTINGS 

The Advanced Setti ngs pag e includes addi t ional parame ters concerning the 
wi reless netw ork and Wi -Fi Multimed ia set t ing s. 

NOTE:  There ar e several  variable s to consider wh en selectin g a radio m ode 

that  ma ke it  full y funct ional . Simp ly selecti ng the mod e you want  is not 
enough to ensure ful l compatib ili ty for that  m ode. I nform at ion on  the se 
variabl es m ay be found in th e HT Physcial Mod e Settin g secti on.  

ADVANCED WIRELESS The Advanced Wireless sect ion on the Wireless Set t ing s Advanced page 

includes additi ona l radio paramet ers. 

Figu r e 3 4 :  Adv an ced Wi r e less Set t in gs  

The fo llowin g item s are di spla yed in this sectio n on thi s page:  

 BG  Pr otect ion  Mode  ð Enab les a backward compati ble protecti on 

me chanism  fo r 802 .11 b client s. There are th ree m odes:  (Defaul t :  Aut o)  
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Au t o  ð The unit  enab les its pr ote cti on me chani sm  for 802 .11b  

clients wh en th ey ar e dete cte d in the network . When 802 .11b 
clients are no t  dete cte d, th e protectio n m echanism  is di sabled.  

 

On  ð Forces the un it  to always use prot ect ion fo r 802 .11 b clien ts,  

wh ethe r they are dete cted in th e netwo rk or not . Not e that  enabli ng 
b/ g Prote cti on can  slow thro ughpu t  fo r  802 .11 g/ n client s by as 
much  as 50 % . 

 

Off  ð Forces the un it  to never use prot ect ion fo r 802 .11 b clients. 

Thi s pr events 802 .11 b client s from  connectin g to the network.  

 

 Beacon  I n t er v al  ð The rate at  whic h beac on sig nals are t ransmi t ted  

fr om  the access point .  The bea con signa ls all ow wi reless client s to 
mai ntai n conta ct  wit h th e access po int . They m ay also carry powe r-  
manag emen t  informat ion. (Range:  20 -99 9 TUs;  Defau lt :  10 0 TUs)  

 Data  Beacon  Rate  (DT I M)  ð The rate  at  which stat ions in  sleep 

m ode mu st  wake up to receiv e broad cast/mul t icast  t ran smi ssions. 

Know n also as the Delivery Traffic  In dicat ion Map (DTI M)  int erval , it  

indi cates how often th e MAC layer forward s br oadcast/mu lti cast  t raffi c, 
wh ich is necessary to wake up sta t ion s tha t  are using Powe r Save 
m ode. The defaul t  value of one beacon indi cate s tha t  th e access po int 
wil l save al l broad cast / multi cast  frame s for th e Basic Servi ce Set  (B SS) 
and forward the m  afte r every beacon. Using small er DTI M int ervals 
deliv ers br oadcast/mu lti cast  fram es in a mo re time ly mann er, causing 
stati ons in Powe r Save mo de to wake up m ore often and drain pow er 
faster.  Using hig her DTI M values red uces the pow er used by sta t ion s in 
Power Save mod e, bu t  delays th e t ransmi ssion of br oadcast/m ulti cast 
frame s.  (Rang e:  1-25 5 bea cons;  Def ault:  1 beacon)  

 Fr ag me n tat i on  Th r esho ld  ï Configu res th e min imu m  packet  size that  

can  be fragm ent ed when passing thr oug h the access point. 
Fragmen tat ion of the PDUs (Packag e Data Unit )  can  increase the 
reliab ilit y of t ransmi ssions because it  increases the pr obabili ty of a 
successful tr ansm ission du e to sm aller fram e size. If  the re is sign ificant 
inte rference present ,  or colli sions du e to hig h netwo rk ut iliza t ion , try 
set t ing the fragm ent  size to send sm aller fr agment s.  This will  spee d up 
the re t ransmis sion of sm al ler  frames.  Howeve r, it  is m ore ef f icient  to 
set  th e fragmen t  size larger if very litt le or no int erference is present 
because it  requ ires overhead  to send mu lt iple fram es. (Range:  256 -  
2346 byt es;  Default :  234 6 byt es)  

 RTS  Thr esh o ld  ð Sets th e packet  size thre shold  at  whi ch a Request  to  

Send (RTS)  signal  m ust  be sent  to a receivi ng stat ion pr ior t o the 

sending stat ion start ing comm un icat ions. The access point  sends RTS 
frame s to a receivin g stati on to negotia te th e sending of a dat a frame. 
Afte r  receivi ng an RTS fram e, th e stat ion sends  a CTS (clear  to send) 
fram e to noti fy  th e send ing sta t ion that  it  can  star t  send ing data.  

If the RTS thr eshold  is set  t o 0, th e access point  always  send s RTS 

signal s. If  set  to  2347,  t he access poi nt  never sends  RTS signals. If  set 

to any other value , and th e packet  size equal s or exceeds th e RTS 
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threshold, the RTS/CT S (Request  to Sen d /  Clear to Send)  m echani sm  

wil l be enabl ed.  

The access poi nts conte ndin g for the m ediu m  m ay no t  be aware of each 

othe r. The RTS/CT S me chani sm  can  solve thi s ñHidden Node Problem .ò 
(Rang e:  1-234 7 byte s:  Default :  234 7 byte s)  

 Sho r t  Pr eamb le ð Sets the len gth of th e signa l preambl e that  is used  

at  th e sta rt  of a  dat a t ransmi ssion. Use a shor t  preambl e (96 
mi crosecond s)  to increase data throughp ut  when it  is sup por ted by all 
connecte d 802 .11 g clien ts. Use a long pr eambl e (19 2 mi crosecond s)  to 
ensure al l 802 .11 b clien ts can  connect  t o the netw ork.  
(Default :  Disabled)  

 Sho r t  Slot  ð Sets th e basic uni t  of tim e the access poin t  uses for  

calculati ng wait ing time s before dat a is t ransmitt ed. A short  slot  time 
( 9 mi crosecond s)  can  increase dat a thro ughpu t  on th e access poin t , but 
requ ires tha t  al l clien ts can sup por t  a short  slot  tim e (t hat  is, 802 .11 g-  
comp liant  clients mu st  suppor t  a short  slot  t ime ) . A long slot  t im e 
(2 0 mi crosecond s)  is requi red if th e access poin t  has to supp ort  

802 .11 b clien ts. (Def ault :  Enabled)  

 TX Bu rs t  ð A per forman ce enhancemen t  tha t  t ransmit s a numb er of  

dat a packets at  th e sam e tim e wh en th e feat ure is supporte d by 
compat ibl e clients. (Default :  Enabled)  

 Pack et  Agg r eg at e  ð A perform ance enhancemen t  tha t  comb ines data  

packets toget her wh en th e feat ure is supporte d by compatibl e client s. 
(D efau lt :  Enab led)  

WI-FI MULTIMEDIA The Wir eless Rout er implem ent s Qual it y of Servi ce (QoS)  using th e Wi-Fi 

Mul t imedia  (WM M) standa rd. Using  WMM, th e access poi nt  is abl e to 
prior iti ze t raffic  and optimi ze performa nce wh en multi ple appli cati ons 
comp ete for wi reless netw ork bandwidt h at  th e sam e tim e. WMM empl oys 
techniqu es tha t  ar e a subset  of th e developin g I EEE 802 .11 e QoS stan dard 
and it  ena bles access poin ts to int eroperate with both WMM-enabl ed clients  
and othe r devi ces that  m ay lack any WMM funct ionali ty. 

WMM defines four access categ ori es (ACs) :  voice, vid eo, best  effort , and  

backgr ound . These categories correspond to t raffic  priority levels and are 
mapp ed to IEEE 802.1D pri ori ty tags (see Table 3) .  The direct  mappi ng of 
the four ACs to 802 .1D pr ioritie s is specifi cally inten ded to facilitate 
inte roperabili ty wit h othe r wired netwo rk QoS pol icies. While the four ACs 
are specifi ed for specif ic types  of  t raffi c, WMM all ows the  priori ty levels to 
be configur ed to m atch any netw ork-wid e QoS policy. WMM also specifie s a 
prot ocol tha t  access poin ts can  use to communi cate the configu red t raffic 
prior ity levels t o QoS-enable d wi reless client s. 
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Tab le  3 : W MM Ac cess Cat egori es  

AC_VO (AC3)  Voice Highest  pri or ity, m inim um delay. Tim e-sensit ive 
data such as VoI P (Voice ov er I P) cal ls. 

7, 6 

AC_VI  (AC2)  Video  High pri or ity, mi nim um delay. Time-sensitive 
data such as st re am ing video.  

5, 4 

AC_BE (AC0)  Best  Eff ort  Nor m al pr ior it y, me dium  delay and th roughput. 
Data  only  affected by  long delays. Data from 
applicat ions or devices tha t  lack QoS 
capabili t ies. 

0, 3 

AC_BK (AC1)  Backgr ound  Lowest  pr iorit y. Data  with  no delay or 
throughput  requirements, such as bulk  data 
t ransf ers.  

2, 1 

The Wi-Fi Mul t imedi a sectio n on th e Wir eless Settin gs Advanced page  

all ows you to enabl e WMM and set  detailed QoS param ete rs. 

Figu r e 3 5 :  W i- Fi M u l t im ed ia Set t in g s  

The fo llowin g item s are di spla yed in this sectio n on thi s page:  

 WM M ð Sets the WMM operat iona l m ode on the access point .  When  

enable d, the QoS capab iliti es are adv erti sed to WMM-enable d client s in 

the network . WMM mu st  be supp ort ed on any device t ry ing to 
associate d wit h th e access po int . Devices tha t  do not  suppo rt  this 
feat ure wil l not  be all owed to associat e with th e access poi nt.  
(D efau lt :  Enab led)  

 APSD  ð When WMM is enabled, Aut omati c Powe r Save Del ive ry 

(APSD )  can  also be enabl ed. APSD is an eff icient  pow er managem ent 

me thod that  enables client  devi ces sending WMM packets to en ter a 
low-powe r sleep stat e betw een receivin g and t ransmitt ing data. 
(Default :  Disabled)  

 WM M Pa r am et er s ð Click th e WMM Configu rati on butt on to set  

detaile d WMM parame ters. 
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Figu r e 3 6 :  W MM Con fi gura t ion  

The fo llowin g item s are di spla yed in the WMM Configu rat ion wind ow:  

 AI FSN  (A rbit rati on Inte r-Fram e Space )  ð The mi nimu m  am ount  of 

wait  tim e before the nex t  dat a t ran smi ssion attemp t . Specify  th e AIFS  

value in the range 0-15 mi cro seconds.  

 CWMi n  (Minim um  Conte nti on Window )  ð The initia l up per lim it  of the 

random  backoff  wait  t im e before wi reless med ium  access can  be 

att empte d. The in itia l wa it  t im e is a rand om  value between zero and 
the CWMin  value. Specify  the CWMin  value in the rang e 0-15 
mi crosecond s. Not e tha t  th e CWMin value m ust  be equa l or less than 
the CWMax  value. 

 CWMa x  (Maximu m  Conten t ion Wind ow)  ð The ma ximu m  uppe r limit  

of th e random  backoff  wait  tim e before wi reless mediu m  access can  be 

att empte d. The cont enti on wind ow is double d afte r  each dete cted 
collision up to th e CWMax value. Specify the CWMax  value in the range 
0-15 mi crosecond s. Not e tha t  th e CWMax value mu st  be grea ter or 
equa l to th e CWMin value.  

 Tx o p  (Transmi t  Opp ort uni ty Limit )  ð The m axim um  t im e an AC 

t ransmi t  queue has access to th e wi reless medi um . Whe n an AC qu eue 

is grante d a t ransmi t  opp ortuni ty, it  can  t ransmi t  dat a for  a tim e up to 
the TxOpLim it . Thi s dat a burstin g greatl y imp ro ves th e effi ciency for 
high data - rat e t raffi c. Specif y a value in the range 0-65535 
m icrosecond s. 

ï 71 ï 

 

CHAPTER 7  |  Wire less Conf igura t ion 

Advanced Set t ings 



 
 

 ACM ð The adm ission contr ol m ode for  the access categ ory. When 

enabled, clients are blocked from  using th e access category. 
(Default :  Disabled)  

 Ack Po l i cy  ð By default , al l w ire less dat a t ransmi ssions requ ire the 

sender to wait  for  an  acknowl edg em ent  from  the  receiver. WMM all ows 
the acknowl edg emen t  wait  t im e to be tur ned off  for  each  Access 
Cat egory (AC)  0-3. Alt houg h this increases dat a thr ough put ,  it  can  also 
resul t  in a hig h numbe r of errors when t raf f ic levels are heavy. 
(D efau lt :  Acknowledg e)  

MULTICAST-TO- 

UNICAST CONVERTER 

The Mul t icast- t o-Uni cast  Converte r sect ion on the Wire less Set t ings  

Advanced pag e all ows you to enable mult icast  t raffic  con version.  

Convertin g m ulti cast  t raff ic to uni cast  before send ing to wir eless clients  

all ows a longer  DTIM  (Data  Beacon Rate)  int erval to  be set.  A long er DTIM 
inte rval prevent s clients in power-save m ode havin g to acti vate thei r radios 
to receive th e m ulti cast  data , whi ch saves batt ery li fe.  

Figu r e 3 7 :  Mu l t i ca st - t o - Un ica st  Con v er ter  

The fo llowin g item s are di spla yed in this sectio n on thi s page:  

 Mu l t ica st - to - Un icast  ð Enabl es mul t icast  t raf f ic st reams  to be 

converte d to unicast  t raff ic before delivery to wir eless clients. 

(Default :  Disabled)  
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WLAN SECURITY 

The Wir eless Rout erôs wire less int erface is configured by defaul t  as an  

ñopen system ,ò whi ch br oadcasts a beacon signal includi ng the configu red 
SSID. Wir eless cli ent s wi th a confi gured SSID  of ñANYò can  read the SSID 
from  the bea con, and aut omati call y set  thei r  SSI D to all ow imm ediate 
connecti on to th e wi reless netw ork.  

To imp lemen t  wire less netwo rk secur ity, you have to empl oy one or both of 

the following funct ions:  

 Au the n t icat ion  ð It  mu st  be ve r ified  that  client s attem pt ing to 

connect  t o th e netw ork are auth orized users. 

 Tr aff ic  En cr ypt i on  ð Data passing betwe en th e un it  and client s mu st  

be protected from  in terceptio n and eavesdr opping.  

The Wir eless Rout er suppo rts supp ort s te n di ff eren t  secur ity m echani sms  

that  provide various level s of auth enti cati on an d encrypti on dep endi ng on 
the re quir emen ts of th e netwo rk. 

The Wir eless Rout er suppo rts tw o SSI D int erfaces. Each SSI D in ter face 

fun cti ons as a sepa rate access po int , and can  be configured wit h it s own 
secur ity settin gs. 

Click on ñWireless Sett ing s,ò fo llowed  by  ñBasicò. 

Figu r e 3 8 :  Secu r it y  Mo de Opt ion s  
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The supp ort ed security me chan ism s and the ir configu rat ion paramet ers are  

descri bed in th e followi ng secti ons:  

 OPE N, SHARED , WEP - AUT O ð See ñWired Equi valen t  Privacy (WEP)ò 

on pag e 74  

 WP A- PSK,  WPA2 - PSK, WPA - PSK_WPA2 - PSK  ð See ñWPA Pre-  

Sha red Keyò on pag e 75  

 WP A, WPA2 , WPA1_W PA2  ð See ñWPA Ente rpri se Modeò on 

pag e 76  

 802 .1X  ð See ñIEEE 802 .1X and  RADIUSò on page  78  

WIRED EQUIVALENT 

PRIVACY (WEP) 

WEP pr ovi des a basic level of security, pre vent ing una uth ori zed access to 

the netwo rk, and encryptin g dat a t ran smitt ed betwee n wir eless clien ts and 
an  access point.  WEP uses static  shared keys  ( fixed- length hexadecima l or 
alp hanum eri c st r ing s)  tha t  ar e manual ly di str ibut ed to all client s that  want 
to use the network.  

Whe n you select  to use WEP, be sure to defi ne at  least  one stat ic WEP key  

for  user auth enti cati on or data encryptio n. Also, be sur e tha t  th e WEP 

shared keys are th e sam e for each client  in th e wireless net work.  

Figu re  3 9 :  Sec u r i ty  Mode -  W EP 

The fo llowin g item s are di spla yed in this sectio n on thi s page:  

Sec u rity  Mo d e ð Configu res the WEP secur ity mod e used by clien ts.  

Whe n using WEP, be sur e to defi ne at  least  one stati c WEP key for the 

Wir eless Rout er and al l it s client s. (Defaul t :  Disable)  

 OPE N ð Open-system  au thenti cat ion accept s any clien t  at tempti ng to 

connect  th e Wir eless Rout er with out  veri fy ing its ide nti ty. I n thi s m ode 
the defaul t  dat a encrypt ion type is ñWEP.ò 

 SHARED  ð The shared-key security uses a WEP key to au thenti cate 

client s connectin g to th e netwo rk and for  dat a encryptio n. 

ï 74 ï 

 

CHAPTER 7  |  Wire less Conf igura t ion 

WLAN Securit y 



 
 

 WEP - AUT O ð Allow s wi reless client s t o connect  to th e netwo rk using  

Open -WEP (u ses WEP for encrypt ion only)  or Shared-WEP (uses WEP 

for authe nti catio n and encrypti on).  

 En cr y pt  Ty p e ð Selects WEP for dat a encrypt ion (OPEN m ode on ly).  

 Def au l t  Key  ð Selects  the WEP key  numb er to use for  authentication  

or  data encrypt ion. If  wi reless clien ts have all four WEP keys  configur ed 
to the sam e values, you can  chang e the encrypt ion key to any of the 
set t ing s wi thout  havin g to updat e the clien t  key s. (De fault :  1;  
Rang e:  1~ 4)  

 WEP  Keys  1  ~  4  ð Sets  WEP key  values. The user  m ust  fir st  select  

ASCI I  or  hexad ecimal  keys. Each WEP key  has an index num ber. Enter 
key values tha t  mat ch th e key typ e and lengt h sett ing s. Ente r 5 
alp hanum eri c cha racte rs or 10 hexade cima l digit s for  64 -bi t  keys, or 
ente r 13 alp hanum eri c characte rs or 26 hexade cima l digit s for 128 -bit 
keys. (Default :  Hex,  no preset  value)  

WPA PRE-SHARED 

KEY 

Wi-Fi Prote cte d Access (W PA)  was in t rod uced as an  in ter im  solu t ion for the  

vul nerabili ty of WEP pen ding th e adopti on of a m ore robu st  wir eless 
secur ity stand ard . WPA2 include s th e comp let e wi reless secur ity stand ard , 
but  also offe rs backwa rd com pat ibili ty wi th WPA. Both  WPA and  WPA2 
pro vide an ñent erp riseò and ñpersonalò mod e of operati on.  

For sma ll hom e or off ice netwo rks, WPA and WPA2 pr ovide a simple  

ñpersonalò operatin g mod e tha t  uses just  a pre- shar ed key for netwo rk 
access. The WPA Pre-Sha red Key (WPA-PSK)  m ode uses a comm on 
password ph rase for user auth enti cati on tha t  is man uall y ent ered on the 
access point  and all w ire less clients. Data encrypt ion keys  are 
au tomati call y gen erate d by th e access poin t  and dist r ibu ted to al l clie nts 
connecte d to the network.  

Figu re  4 0 :  Sec u r i ty  Mode -  W PA - PSK  

The fo llowin g item s are di spla yed in this sectio n on thi s page:  

Sec u rity  Mode  ð Configu res th e WPA-PSK and WPA2-PSK securi ty  m odes  

used by clien ts. When using WPA-PSK or WPA2-PSK, be sur e to defi ne the 

shared key for  the Wir eless Router and  al l it s clien ts.  (Default :  Disable)  

 WP A- PSK ð Clients using WPA with a Pre-shared Key are accept ed for  

authen t icat ion. The default  data encrypt ion type for  WPA is TKIP. 
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 WP A2 - PSK  ð Clients  using WPA2 with  a Pre-sha red  Key are accepted  

for  authe nti catio n. The default  dat a encrypti on typ e for  WPA is AES. 

 WP A- PSK_WPA2 - PSK  ð Clients using  WPA or WPA2 with  a Pre-  

shar ed Key ar e accept ed for aut hent icat ion . The default  dat a encrypti on 
type is TKIP/AE S. 

 WP A Alg o ri t h m s ð Selects th e data encrypti on type to use. (De fault  

is det ermi ned by the Security Mode selected.)  

TK I P ð Uses Tempo ral Key Int egr ity Prot ocol (TKIP)  key s for  

encryptio n. WPA specifies TKI P as the dat a encrypti on met hod to 
repla ce WEP. TKI P avoid s th e probl em s of WEP stati c key s by 

dynami cally changin g dat a encrypt ion keys. 

 

AES ð Uses Advanced Encrypti on Standa rd (AES)  keys for  

encryptio n. WPA2 uses AES Counte r-Mod e encryptio n wi th Cipher 
Block Chaini ng Message Authe nti catio n Code (CBC- MAC)  for 
me ssage int egr ity. The AES Counte r-Mode/C BCMAC Protocol (AES-  
CCMP)  pro vides  ext rem ely  robust  data  confid ential it y using a 128 -  
bit  key. Use of AES-CCMP encrypti on is specif ied as a sta ndard 
requ irem ent  for WPA2. Before implem enti ng WPA2 in th e netwo rk, 
be sure clien t  devices ar e upgrade d to WPA2-complian t  hard ware.  

 

TK I P/ AES ð Uses eit her TKIP or AES keys  for  encrypti on. WPA and  

WPA2 mi xed m odes allow bot h WPA and WPA2 client s to associate 
to a comm on SSI D. I n m ixed m ode, th e unicast  encrypt ion type 
(TKIP or AES)  is negot iate d for  each  cli ent . 

 

 Pass  Ph r ase ð The WPA Preshar ed Key can  be inp ut  as an ASCII  

str ing (an  easy- to- rememb er form  of let ters and numb ers tha t  can 
include spaces)  or Hexadecimal  form at . (Rang e:  8~ 63  ASCII 
characters, or exa ctl y 64 Hexade cima l digit s)  

 Key  Re n ew al  I nte r v a l  ð Sets th e t im e period for  automati cally  

chang ing dat a encrypti on keys and redi strib utin g the m  to al l conn ected 
client s. (Defaul t :  360 0 seconds)  

WPA ENTERPRISE 

MODE 

Wi-Fi Prote cte d Access (W PA)  was in t rod uced as an  in ter im  solu t ion for the  

vul nerabili ty of WEP pen ding th e adopti on of a m ore robu st  wir eless 
secur ity stand ard . WPA2 include s th e comp let e wi reless secur ity stand ard , 
but  also offe rs backwa rd com pat ibili ty wi th WPA. Both  WPA and  WPA2 
pro vide an ñent erp riseò and ñpersonalò mod e of operati on.  

For en ter pri se dep loym ent , WPA and WPA2 use IEEE 802 .1X for user  

au thenti cat ion and requ ire a RADIU S au thenti cat ion server t o be 
configured on th e wi red network . Dat a encryptio n key s are automat ically 
generated and di st rib ute d to al l client s connecte d to the netwo rk . 
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Figu re  4 1 :  Sec u r i ty  Mode -  W PA  

The fo llowin g item s are di spla yed in this sectio n on thi s page:  

Sec u rity  Mo d e ð Configu res the WPA and WPA2 securi ty  m odes used by  

client s. Whe n using WPA or WPA2, be sure th ere is a RADIU S serv er in the 

connecte d wi red ne twork , and tha t  th e RADIU S setti ngs ar e configur ed. 
See ñIEEE 802 .1X and RADIUSò on pag e 78 for  m ore inform at ion. 
(Default :  Disable)  

 WP A ð Clien ts using WPA wit h an 802 .1X auth enti cati on meth od are  

accepte d for authe nti catio n. The default  data encrypti on typ e for  WPA 

is TKIP. 

 WP A2  ð Client s using WPA2 wit h an 802 .1X auth enti cati on m eth od 

are accept ed for auth enti cati on. The defaul t  dat a encrypt ion type for  

WPA is AES. 

 WP A1 _WPA 2  ð Client s using WPA or WPA2 with an 802 .1X 

authen t icat ion me thod are accept ed for  auth ent icat ion. The default 

dat a encryptio n type is TKIP/AE S. 

 WP A Alg o ri t h m s ð Selects th e data encrypti on type to use. (De fault  

is det ermi ned by the Security Mode selected.)  

TK I P ð Uses Tempo ral Key Int egr ity Prot ocol (TKIP)  key s for  

encryptio n. WPA specifies TKI P as the dat a encrypti on met hod to 

repla ce WEP. TKI P avoid s th e probl em s of WEP stati c key s by 
dynami cally changin g dat a encrypt ion keys. 

 

AES ð Uses Advanced Encrypti on Standa rd (AES)  keys for  

encryptio n. WPA2 uses AES Counte r-Mod e encryptio n wi th Cipher  

Block Chaini ng Message Authe nti catio n Code (CBC- MAC)  for  
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me ssage int egr ity. The AES Counte r-Mode/C BCMAC Protocol (AES-  

CCMP)  pro vides  ext rem ely  robust  data  confid ential it y using a 128 -  
bit  key. Use of AES-CCMP encrypti on is specif ied as a sta ndard 
requ irem ent  for WPA2. Before implem enti ng WPA2 in th e netwo rk, 
be sure clien t  devices ar e upgrade d to WPA2-complian t  hard ware.  

TK I P/ AES ð Uses eit her TKIP or AES keys  for  encrypti on. WPA and  

WPA2 mi xed m odes allow bot h WPA and WPA2 client s to associate 
to a comm on SSI D. I n m ixed m ode, th e unicast  encrypt ion type 
(TKIP or AES)  is negot iate d for  each  cli ent . 

 

 Key  Re n ew al  I nte r v a l  ð Sets th e t im e period for  automati cally  

chang ing dat a encrypti on keys and redi strib utin g the m  to al l conn ected 

client s. (Defaul t :  360 0 seconds)  

 PMK  Cach e Pe r iod  ð WPA2 pro vides fast  roami ng for auth enti cated  

client s by retaini ng key s and oth er securi ty  informati on in a cache, so 
that  if a client  roams  away from  an  access point  and  then  return s 
reaut hent icat ion is not  requi red. This paramet er set s the tim e for 
delet ing th e cached WPA2 Pai rwi se Master Key (PMK)  security 
informati on. (Def ault :  10 minu tes)  

 Pr e- Aut h ent i cat ion  ð When using WPA2, pr e-auth enti cati on can  be 

enabled  that  allows cli ents  to roam  to  another access point  and be 
quickl y associate d wit hou t  perfo rmin g ful l 802 .1X authe nti catio n. 
(D efau lt :  Disabled)  

IEEE 802.1X AND 

RADIUS 

IEEE 802 .1X is a stan dard fram ework for networ k access contr ol tha t  uses 

a cent ral  RADIU S serv er for user auth enti cati on. Thi s cont rol featu re 
prevent s unauth orized access to th e netwo rk by requi r ing an 802 .1X clie nt 
app licat ion to submi t  user credential s for aut hent icati on. The 802 .1X 
standa rd uses th e Exten sibl e Aut hent icat ion Proto col (EAP)  to pass user 
creden t ials (e ither digital  cert ifi cates, user name s and passwords, or other) 
from  the clien t  to th e RADIU S server. Clien t  authe nti catio n is th en ve rifi ed 
on th e RADIU S server before the clien t  can  access th e netw ork.  

Remot e Auth enti cati on Dial - in User Servi ce (RADIUS )  is an aut hent icat ion  

protocol that  uses softwa re ru nning on a cent ral  server to cont rol access to 
RADIUS -aware devi ces on th e netw ork . An authe nti catio n serv er contains a 
databa se of user creden t ials for each user tha t  requi res access to the 
netwo rk.  

The WPA and WPA2 enterp rise security m odes use 80 2.1X as the me thod of  

user aut hent icat ion. IEEE 802.1X can also be enable d on  it s own as a 
secur ity mode for  user  auth ent icat ion. When 802.1X is used, a RADI US 
server must  be conf igured and be available on the connecte d wired netw ork. 

NOTE:  This guide assum es tha t  you have al read y configu red RADIUS  

server(s)  to suppo rt  th e access poi nt . Configu rati on of RADI US server 
software is beyond the scope of this guide , re fer to th e documen tat ion 
pro vided wit h the RADI US server software. 
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Figu r e 4 2 :  Secu r it y  Mo de -  802. 1 X 

The fo llowin g item s are di spla yed in this sectio n on thi s page:  

Sec u rity  Mo d e ð Configu res the 802 .1X secur ity m ode used by clien ts. 

Whe n using 802 .1X, eit her wit h WPA/W PA2 or on it s own , be sure ther e is 

a configu red RADI US server in th e conne cted wi red netwo rk.  
(Default :  Disable)  

802 .1X  WEP :  Selects  WEP keys for  data  encrypti on. When enab led, WEP 

encryptio n keys are aut om at ically  generated by the RADIUS server and 

di st r ibut ed to al l conn ected clien ts. (De fault :  Disabled)  

RADI US Serv er  ð Configur es RADIU S server setti ngs. 

 I P Ad dr ess ð Specifi es the IP addre ss of th e RADIUS serv er.  

 Po r t  ð The User Datagram  Proto col (UDP) port  num ber used by the  

RADIU S server fo r authe nti catio n m essage s.  (Range:  1024 -65535; 

Defaul t :  1812)  

 Sh ar ed  Secret  ð A shared te xt  st r ing used to encrypt  me ssages 

betwee n the access poin t  and the RADIU S server. Be sur e tha t  the 

sam e tex t  st ri ng is specif ied on th e RADI US server. Do not use blank 
spaces in the st r ing. (Ma ximu m  leng th:  20 characte rs)  

 Se ssion  Timeo u t  ð Numb er  of second s the access point  wai ts for  a 

repl y from  th e RADIU S server before resend ing a request . (Rang e:  1-  

60  second s;  Default:  0)  

 I d le  Tim eout  ð Sets th e maximu m  tim e ( in  second s)  of client  

inact ivity befor e a session is termi nated.  
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ACCESS POLICY The Wir eless Rout er pr ovides a MAC addr ess f ilte ring facilit y. The access 

policy can  be set  t o all ow or reje ct  specif ic stat ion  MAC addr esses. This 
feat ure can  be used to connect  know n wir eless devices tha t  ma y not be 
abl e to suppo rt  th e configured security mod e. 

Figu re  4 3 :  Acce ss Pol i cy  

The fo llowin g item s are di spla yed in this sectio n on thi s page:  

 Acc ess  Po l icy  ð The access policy can  be set  t o allow or re j ect  specif ic 

stat ion MAC add resses.  

 Ad d  a sta t ion  MA C ð Ente r the MAC add ress of th e stati on tha t  you 

want  t o filt er. MAC addr esses mu st  be ent ered in the format 
xx : xx: xx : xx: xx : xx. 

WIRELESS DISTRIBUTION SYSTEM (WDS) 

The radio in ter face can  be configu red to operate in a m ode tha t  al lows it  to 
forward  t raffic  direct ly t o othe r Wir eless Router units.  This featur e can  be 
used to exten d the rang e of th e wi reless netw ork to reach remot e client s, 
or t o link di sconnecte d networ k segmen ts to an In ternet  conn ect ion.  

To set  up link s betwee n unit s, you m ust  configur e th e Wir eless Dist r ibut ion  

Syste m  (WDS )  forwardi ng table by specifyi ng the wir eless MAC addr ess of 
al l unit s to whi ch you want  to forward t raf f ic.  

NOTE:  All uni ts in a WDS wir eless netwo rk mu st  be configu red wit h the 

sam e SSID  and use the sam e radio channel.  Also each WDS link mu st  be 
configured wi th th e sam e encrypti on key on both unit s in th e link. 

Up to four WDS links can  be specifie d for  each unit  in th e WDS netw ork.  

The followi ng figur es il lust rate an exampl e WDS netw ork . Figu re 44 shows 
the manua l set  up of MAC add resses for unit s in the WDS netwo rk.  
Figur e 45 shows th e basic confi gurat ion required on each un it  in  the WDS 

netwo rk.  
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Figu r e 4 4 :  Ma n u al W DS M AC Add r ess Con f ig u r at ion  

Internet 
Service 
Provider 

MAC: 00-22-2D-62-EA-11 
WDS MAC List: 
00-22-2D-62-EA-22 
00-22-2D-62-EA-33 
00-22-2D-62-EA-44 

MAC: 00-22-2D-62-EA-22 

WDS MAC List: 

Figu r e 4 5 :  W DS Con f ig u r at ion Exa m pl e  

Internet 
Service 
Provider 

Operation Mode: Router 
WDS Mode: Bridge 
DHCP Server: Enable 

LAN IP Address: 192.168.0.1 

LAN IP Address: 192.168.0.4 

WDS Mode: Lazy 
LAN IP Address: 192.168.0.2 

LAN IP Address: 192.168.0.3 

A WDS link between tw o unit s can  be configur ed in any of th e fo llowi ng 

Operati on Mod e combi natio ns:  

1. Both uni ts in a lin k ar e configured as Rout er Mode. 

2. One unit  in a link is configu red in Route r Mode and th e oth er in Bri dge 

Mode. 

3. Both uni ts in a lin k ar e configured as Bridg e Mod e. 

Whe n two or m ore unit s in the WDS netwo rk ar e set  t o Rout er Mod e, be 

sure to check these setting s:  

 Be sur e each unit  is configur ed with a differen t  LAN IP addr ess.  
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Operation Mode: Bridge 
 
DHCP Server: Disable 
LAN IP Address: 

Operation Mode: Bridge 
WDS Mode: Repeater 
DHCP Server: Disable 
LAN IP Address: 

Operation Mode: Router 
WDS Mode: Lazy 
DHCP Server: Disable 

LAN IP Address: 

Cable/DSL 
Modem 

MAC: 00-22-2D-62-EA-33 
 
00-22-2D-62-EA-11 

MAC: 
WDS MAC List: 
00-22-2D-62-EA-11 

MAC: 00-22-2D-62-EA-44 
WDS MAC List: 
00-22-2D-62-EA-11 

Cable/DSL 
Modem 
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 Be sur e that  only one un it  has  an  Inte rnet  access on its WAN port .  

 Be sur e the DHCP server is enable d onl y on one uni t . Whe n one unit  is 

pro vidin g Int ern et  access, enab le th e DHCP server on tha t  uni t .  

NOTE:  When using WDS Lazy m ode in th e netw ork , at  least  one uni t  m ust  

be set  t o Bridg e or Repeate r m ode.  

Figu r e 4 6 :  W DS Con f igu r at ion  

The WDS set t ing s configu re WDS re late d paramet ers. Up to four MAC 

add resses can  be specif ied for each uni t  in the WDS netwo rk . WDS links 
m ay eithe r be manual ly configu red (B ridge and Repeate r m odes)  or auto -  
di scovered (Lazy m ode) . 

The fo llowin g item s are di spla yed on thi s pag e:  

 WDS  Mo de  ð Selects th e WDS m ode of th e SSI D. (Opti ons:  Disable, 

Lazy, Br idge, Repeater. Default :  Disable)  

Disab le :  WDS is di sable d.  

Lazy :  Operat es in an automat ic mod e tha t  detects and learn s WDS 

peer add resses fro m  received WDS packet s, witho ut  th e need to  
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configure a WDS MAC list  entr y. Thi s featu re allow s the Wir eless 

Rout er to associat e with ot her Wireless Route rs in the networ k and 
use thei r WDS MAC li st . Lazy m ode requi res one othe r Wireless 
Rout er withi n the wir eless netwo rk tha t  is configu red in Br idge or 
Repeat er mod e, and has a configured MAC addr ess list . 

Br id g e :  Operates  as a stan dard bridge that  forwa rds t raf f ic 

betwee n WDS link s (li nks tha t  connect  to othe r unit s in Repeate r or 
Lazy m ode) . The MAC add resses of WDS peers m ust  be configur ed 
on th e Wireless Route r.  

 

Rep eat er :  Operat es as a wi reless  repeat er,  ext ending  the  range  for  

remo te wir eless client s and conn ect ing th em  to an AP conne cted to 
the wir ed netwo rk. The MAC add resses of WDS peers mu st  be 
configured on th e Wir eless Rout er.  

 

 Phy sical  ð The radio med ia coding used on al l WDS links. CCK 

correspond s to 11b , OFDM corresponds to 11g , and HTMI X corresponds 
to 11n.  

 En cr y p t io n  Ty p e ð The dat a encryptio n used on th e WDS link . Be 

sur e tha t  both end s of a  WDS link are configu red wit h th e same 
encryptio n type and key. (Opt ions:  Non e, WEP, TKI P, AES. 
Defaul t :  None)  

 En cr y p t io n  Key  ð The encryptio n key for th e WDS link.  The key type 

and lengt h vari es dep endi ng on th e encrypti on typ e selected. For WEP, 
ente r 5 alp hanum eri c characte rs or 10 hexade cima l digit s for 64 -bit 
keys, or 13 alp hanume ric characte rs or 26 hexadecima l digit s for 128 -  
bi t  keys. For TKI P or AES, ente r a passwor d key ph rase of betwe en 8 to  
63 ASCII  characters, which can includ e spaces, or specify  exact ly 64 
hexadecim al  digits. 

 AP  MAC Add r ess ð The MAC addre ss of the ot her Wireless Route r in  

the WDS link.  

WI-FI PROTECTED SETUP (WPS) 

Wi-Fi Prot ected Set up (W PS)  is designed to ease instal latio n and act ivati on 
of secur ity featur es in  wireless net work s. WPS has two  basic m odes of 
operati on, Push-butt on Configur at ion (PBC) and Personal Id enti fi cati on 
Numb er (PI N) . The WPS PIN setu p is opt iona l to the PBC set up and 
pro vides m ore security. The WPS butto n on th e Wireless Rout er can  be 
pressed at  any tim e to al low a sing le devi ce to easily jo in th e netwo rk. 

The WPS Setti ngs pag e includes configu rati on opt ions for setti ng WPS 

device PIN codes and acti vat ing th e vi rtua l WPS but ton.  

Click  on  ñWir eless Sett ing s,ò followed by  ñWPSò. 
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Figu r e 4 7 :  En ab l in g W PS  

The fo llowin g item s are di spla yed on thi s pag e:  

 WP S ð Enables WPS, locks  security sett ings, and refreshes WPS 

configurat ion inform at ion . (Default :  Disabled)  

Figu r e 4 8 :  WP S Con fi gu r at ion  
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The fo llowin g item s are di spla yed on thi s pag e:  

WPS  Summa r y  ð Pro vide s detai led WPS stat ist ical  informat ion.  

 WPS  Cur r ent  St at us  ð Displays  if  th ere is currently  any WPS t raffic  

connectin g to the Wir eless Route r.  (Opti ons:  Start  WSC Process;  Idle)  

 W PS Conf igu r ed  ð State s if WPS  for wire less clien ts has been  

configured for th is device. 

 WPS  SSI D ð The service set  iden t ifier for  the un it.  

 WP S Au t h  Mo d e ð The m etho d of aut hen t icat ion used.  

 WPS  En cr yp  Type  ð The encrypti on typ e used for  th e unit.  

 WPS  Defau l t  Key  Index  ð Displays  the WEP default  key (1~4).  

 WPS  Key  ( ASCI I )  ð Displays  the WPS security key (AS CII)  which can  

be used to ensure th e secur ity of the wireless network .  

 AP PI N ð Displays the PIN  Code for the Wireless Rout er. The default  is 

exclusiv e for each unit . (Default :  64824901)  

 Re set  WPS  to Defau l t  ð Resets the WPS setti ngs to facto ry default  

values. 

WP S Conf ig  ð Configur es WPS sett ings for  the Wire less Route r.  

 WPS  Mo de  ð Selects between me thod s of br oadcastin g the WPS 

beacon to networ k clien ts wantin g to jo in the netwo rk:  

PI N :  The Wir eless Route r, along wit h ot her WPS devices, such as 

note book PCs, came ras,  or  ph ones, all com e wi th the ir  own  eight-  
di git  PIN  code. When one devi ce, the WPS en rollee, send s a PIN 
code to th e Wir eless Rout er,  it  become s the WPS regist rar. After 
configuri ng PIN-Code informa t ion you mu st  pr ess ñApplyò to send 
the beacon, afte r whi ch you have up to tw o min ute s to acti vate WPS 
on devi ces that  need to joi n the netwo rk . 

 

PB C:  This has the sam e effect  as pre ssing th e physical  WPS but ton 

that  is located on th e front  of th e Wireless Rout er.  After checking 
this optio n and cli ckin g ñApply ò you have up to tw o mi nute s to 
acti vate WPS on devices tha t  need to join th e netw ork.  
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STATION LIST 

Displays th e stati on info rmatio n wh ich associate d to this Wi reless Route r. 

Figu r e 4 9 :  St at ion List  
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The Wir eless Rout er pr ovides ext ensive  fi rewa ll protectio n by rest ri cting  

connecti on paramete rs to limi t  the r isk of in t ru sion and defendin g agai nst  a 
wi de ar ray  of co m m on  hacker  att acks.  

Firewall Configuratio n contain s th e fol lowin g secti ons:  

 ñMAC/IP/Port  Filte ringò on pag e 87  

 ñVirtua l Server Sett ing s (Port  Forwardi ng)ò on pag e 90  

 ñDMZò on  page  91  

 ñSystem  Securityò on page  92  

 ñConten t  Filte ringò on pag e 93  

MAC/IP/PORT FILTERING 

MAC/IP/ Port  fi lter ing rest r icts connectio n param ete rs to lim it  the r isk of 
intr usion and defends again st  a wide ar ray of commo n hacker atta cks. 
MAC/IP/ Port  fi lter ing allow s th e unit  to permit , deny or pro xy  t raff ic 
throug h it s MAC addr esses, IP addr esses and port s.  

The Wir eless Rout er allow s you defi ne a seque ntia l li st  of perm it  or deny 

filt eri ng rules (u p to 32) . This devi ce tests ingr ess packets aga inst  th e filter 
rule s one by one . A packet  will be accept ed as soon as it  mat ches a permit 
rule ,  or dropped as soon as it  mat ches a deny rule. I f no rule s mat ch, the 
packet  is eithe r accept ed or dropp ed depe ndin g on the defaul t  poli cy 
set t ing.  
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Figu r e 5 0 :  MAC/ IP/ Por t  Fi l t er in g  

The fo llowin g item s are di spla yed on thi s pag e:  

 MAC/ I P/Po r t  Fi lt e r in g  ð Enable s or di sables MAC/IP/ Port  Filte ring.  

(D efau lt :  Disable)  

 Defau l t  Po l i cy  ð When MAC/IP/ Port  Filt eri ng is enabled , th e default  

poli cy wil l be enabl ed. I f you set  th e defaul t  po licy t o ñDropped ò, all 
incomin g packets tha t  donôt  mat ch the rules will be dr opped . I f the 
policy is set  to "Accept ed,"  al l incom ing packet s tha t  don't  mat ch the 
rule s ar e accepted . (De fault :  Droppe d)  

 MAC  Add r ess  ð Specif ies the MAC add ress to block or allow t raffic  

from . 
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